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BODY WORN CAMERAS AND VIDEO
MANAGEMENT SOLUTION

ISSUED BY MIAMI-DADE COUNTY: |
Internal Services Department, Procurement Management Services Division
for the :
Miami-Dade Police Department (MDPD).

COUNTY CONTACT FOR THIS SOLICITATION

Santiago A. Pastoriza, Procurement Contracting Offic

111 NW 15 Street, Suite 1300, Miami, Florida 33128
Telephone: (305) 37

E-mail: spastor@miamid:

tober 2,2014
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SCOPE OF SERVICES
1.2 Introduction

Miami-Dade County, hereinafter referred to as the “County”, as represented by the Miami-Dade Police
Department, is soliciting propesals from fully-qualified vendors to provide a commercially available, turnkey,
cloud based Body Wom Camera (BWC) and Video Management Solution (Solution) that shall be able to
capture video from a law enforcement officer's perspective and store the recorded video to a secure hosted
website. The BWC and Solution shall be able to capture video from the Officer's perspective and store the
recorded video on a secure hosted website, or secure local storage solution.-The body-worn digital cameras
will be used throughout the County by MDPD officers and supervisors.

ind components along with
full and complete and

Proposers shall be required to provide all body worn camera devic :
the associated video storage management software. Proposer _!utlon should #
contain, but not be limited to, all necessary software, hardware, peripherals and a
devices. The successful Proposer will be required to in configure, implement, and
of the body worn camera and video management stor ution and-provide maintena
support services throughout the resultant contract term. ~

ind technical

2.2 Background

MDPD is charged with the safety of over 2.5 mil ' dents who reside within-Miami-Dade County. MDPD
is respansible for promotlng a safe and securg: environmy th officers who are committed to high
ervice that is fair to all. Currently,

.t
agency by allowing oﬁlcers nclude but not limited to, traffic stops, sobriety
tests, and interviews It is an ipated rough the ,fesuliant term contract, MDPD will require over one

The County desires.a turn-key B} C that includes all hardware, software, incidentals and any other goods or
services required to meet the foJIowmg The County anticipates initially purchasing 500 BWC, with two
options, each to includg up to:500 BWC at a later time. However, this is an estimate, and the County may
increase or decrease BW(!s as needed. The initial purchase will be deployed in phases according to the
number of personnel assigned fo the chosen District station(s).

24 Minimum BWC Hardware Requirements
The selected Proposer must meet or excead the following minimum required specifications for the BWC
hardware:

a) Field of view: The BWC unit must have a view of at least 70° with a maximum view of 120° (120°
is the maximum allowed before warping or bending of the video image occurs.
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b)

Multiple mounting options: The BWC should have multiple mounting options to accommodate
varying field situaticns (i.e. lapel, shoulder, ear, eyeglasses, and cap). A head mountable camera
is desired, but MDPD is willing to consider other mounting options as long as it does not block the
field of view. The view must not be obstructed when an officer has their firearm out and in the
ready position.

Pre-event buffer; BWC must capture at least thirfy (30) seconds of video (no audio) prior fo officer
initiating the recording.

Visual indicator; BWC must have a lighted indicator that shows current.operating mode and battery
level. Any illzminated controls or indicators should have a user gption“which allows them o be
extinguished during a tactical/darkness situation. :
Rechargeable hattery life; BWC battery must have a mini
time.

Recording time: BWC must record for a minimum
interviews and investigations,

Internal Storage: BWC must have a minimu
minimum 4 hours of video on the device, -
Recording speed' BWC frame rate must be no less tha_ 30) frames per second.

% Cameras offering night vision

f twelve (12) hours of standby

: hours per activation. to allow for lengthy

5B of internal storage memo

enhancement will ot be accepte .
capability of the human eye. |f the B
the night vision functlon

/ EG 1-4 standards
d: 'ocklng for file transfer is required to be a concurrent
8 able to be supported simultaneously for a minimum of 250

Solution shall bea cloud-based data storage solution with the capability of organizing/managing
incidents and be accessible via the ntemet to multiple users simultaneously.

Solution must be web based and not require installation ontc user's computers.

Solution must be scalable and flexible to handle changing needs of the County.

Solution shall provide enhanced user authentication with a unique username and passward.
Solution shall allow for authotized users to be established based on various roles and permissions
by the System Administrator,
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2.6

Solutior: shall provide an aufomated method of transfer to move files from the BWC to storage
system such as drop in docking station or wireless upload.

Solution shall provide for remote viewing of the stored video for non-technical MDPD siaff as well
as others based on the parmissions granted by the System Administrator.

Authorized users should be able to search by name, date, event, device, casefincident number; as
well as categorize, add case numbers, notes, etc. to each file within the Solution,

Authority to access stored video shall be hierarchical in nature with a log/audit trail illustrating users
who have viewed and copied video to an external source (i.e. VD / Iong term storage)

Solution software must allow officers to link and attach metadata to-recordings file prior to
uploading.

Solution must provide encryption in storage and transport, an
Solution must have controlled access to evidence with:
predefined individuals and passwords.
Administrative rights to server containing evider
personnel only.
Solution must securely store ail videos and recordz
and users authorized by MDPD can view. '
Solution must have the ability to grant access to SpeGIfIC fil specific persons for a specific time
penocl

vide:security back-up of alf data.
.roles and permissions,

ce must be restricted

na way that onfy County authorized users

Solution must hav
to deletlon

14 Jlng of files {o include deleting certain portions of file
; _t:partlcuiar |mages W|th|n a wdeo

Submission Paqkége.

Active and Long Term Video Storage Requirements

Solution storage must have the ability to download video for at least 260 camera units
simultaneously.

Solution storage must be capable of indexing video upon upioad, and/or at a later date with a
minimum of officer badge number, date of recording, report number and type of crime.

Solution must maintain and be able to export audit trail along with video.
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d) Solution must allow for the video to be exported in an industry standard file format. (i.e. AV,

MPEG, MP4).

@) Video sforage must support a backend IP, externally hosted, based retrieval system available to

multiple users. .

f) Storage solution must comply with faw enforcement Criminal Justice Information Services (CJIS)
data protection and fransport (i.e. SSL) standards. No external initiated connections will be

allowed.

g) Data storage must be co-located and have an established Disaster Recovery (DR) solution to

ensure Solution reliability.

h)  Upon request, the selected Proposer shall provide all data in an |ndexed and searchable format on

an extemal hard drive to MDPD,

2.7 Solution Security Reguirements
Proposed Solution, at a minimumn, should provide the fo

rovide the ability for each user to be uniquelsr id

a) P

b) Provide basic authentication through use of complex pas!

c) Provide the ability to enforce passward expiration.

d) Provide the ability to require automatic password expirations @ hen initially assigned or reset.

e) Provide ability to configure password nefers such as pa sword lengths, user access fo

expiration settings and other behaviors; enabling:alf meric c_hé?acters, ete.
f) Provide the ability to encry;:)t transmitted: data and" '
external networks, - E
g) Provide support fof ket Layer (SSL) 128 bit and 256 bit encryption.
h) Provide a password.databas ncrypted in storage.
i) Prowde abmty to protect aud ogs from unauthonzed access.

ion information over internal and

) Prowde abiEtty to set an “Unsuccessful access attempt limit and suspend 1Ds after reaching the
unsuccessful access threshold.

p} Provide ability to send alerts to administrators for unauthorized access attempts.

q) Enable automatic logoff of ID after a defined period of session inactivity, and perform subsequent
re-log-on password authentication,

1) Provide ability to lock out user or group ID by date or fime.

s8] Provide centratized administration, user authorization, registration and termination.
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2.8 BWC Extended Warranty Requirements

Proposals shall include one year full warranty and support on all items with each device purchased.
Extended warranty shall be offered for ail devices upon the expiration of the inciuded 1-year warranty.
Proposal submissions shall specify costs for each BWC extended warranty for support and maintenance on
all items.

Proposers must provide a detailed description of the maintenance services that are available once the one-
year warranty has expired. All shipping/transportation costs, parts, and labor ¢osts shall be included in the
initial warranty coverage and on-going extended warranty coverage. Repair nd!er replacement shall be
provided at no charge during the warranty period for parts with manufacturi: defects

2.9 Hosting, Software Maintenance, and Technical Support Services
The proposed Solution must he of the most recent release and. the-selected mposer shall provide all
hosting, software maintenance, and technical support service for'the proposed Seluton throughout the
term of the contract, . :

A Hosting and Software Maintenance Services
Hosting and software maintenance sezvices, ai a minim
the Solution, including corrections of any substantial defects; fi
to any conflicts with mandatery oper,
versmn releases Selected Proposer

shall include updates and upgrades to
s of any minor bugs, and fixes due
tches as well as upgrades to new
be responsible for ensuring system availability and a
' uch as.testing and staging shall also be
d:BWC devices.

have technlcai support services avallable, on a toll free basis, 24
hours a day, 7 da : ing the entire contract period with a %2 hour {30 minutes) or less
response tlme to problems , clearly. defined priority escalation process. The selected
-site technical ‘support when reguired. This on-site support may be
he problem cannct be corrected by telephone support. Proposers
osal response outlining the support services offered and any
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The County’s preferred escalation process is outlined below:

1=Critical | A major component of the Systemisin | One (1) Four (4} One (1)
a non-responsive state and severely Hour Hours Hour
affects  Users'  productivity  or
cperations.

A high impact problem which affects
the Users.

2=Urgent | Any compcnent failure or Ioss Two (2)
functionality not covered in Sev . Hours
which is hindering operations;
as, but not limited to: excessively sloy
response time; functionality
degradation; error megsages; backup

3=Important Seventy two Four (4)
(72) Hours Hours
4=Minor 24 hours One (1) Weekly
Month foran | Status Call
acceptable
work around
until final
resolution

BWC

Quantity suppliéd will be equal to 10% of active units deployed by MDPD.
Stock will be available to MDPD at all imes.
Selected Proposer will have three (3) warking days to replenish requested stock upon notification
of the County.

All units will be maintained by MBPD for use as immediate replacements, when needed.

Spare stock cannot be refurbished.
Selected Proposer will maintain the equipment spares in good condition and arrange for a three (3)
day replacement when necessary.
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g} Equipment stock fo include BWC's, and other pertinent accessories.
h) MDPD wilf be responsible for providing immediate substitutions to participants from the stockpile.
) Request for expedited delivery will be accommodated at the expense of MDPD on an as needed,
when need hasis,

2.11 Lost, Damaged, or Stolen Equipment

The selected Proposer will be responsible for 20% of lost, damaged, or stolen equipment per calendar year
for all active devices deployed. All other equipment lost, damaged, or stolen above the 20% will be paid at
the expense of the County. =

2.12  Services to be Provided
The selected Proposer must provide a detailed explanation and implementatic eline with their proposal
response that addresses the firm's ablllty for |mmed|ate contraqt staJ_’t n, The exp anation must demonstrate

requested in the Scope of services. ...
Identify the fechnical suppor‘[ and ass

WC s may be required in the resultant
It is

1500 —";Q_fﬁ'cers (to be frained in phases)
100 - Command Staff

Training shall be conducted on-site at a designated location provided by MDPD and be coordinated with
approved datesftime by the authorized MDPD project manager. The selected Proposer shall supply an
electronic copy of all training materials to MDPD. Additional training shall be made available via on-line
videos or other resources on an ongoing basis throughout the term of the contract awarded as a result of
this solicitation.




Walters, Vivian (ISD)

From: Pastoriza, Santiago (ISD)

Sent: Monday, October 06, 2014 1:22 PM

To: Walters, Vivian (ISD)

Subject: RQPD1400022, Body Worn Cameras and Video Management Solution
Attachments: SBD INPUT.docx; Future Draft Solicitation_MDPD_BWC.pdf
Importance: High

Good afternoon Vivian,

Please review the attached Scope of Services and provide a recommendation. Thank you.

Kind regards,

Santiago A. Pastoriza

Internal Services Department (Procurement)
Miami-Dade County

Office: (305) 375-1084

E-mail’ spastor@miamidade.gov

Miami-Dade County is a public entity subject to Chapter 119 of the Florida Statutes concerning public records.
E-mail messages are covered under such laws and thus subject (o disclosure.



