MIAMIDADE

Memorandum

_ March 3, 2015
Date: arch 3, 201 Agenda Item No. 8(F){(7)

To: Honorable Chairman Jean Monestime
and Members, Board of nty Commissioners

From: Carlos A, Gimenez 7 p
Mayor L.

Subject; Recommendation for Approval o Award: Automated Passport Control Kiosks

Recommendation

[t is recommended that the Board of County Commissioners (Board) approve award of Request for
Proposals No. 00118 to SITA Information Networking Computing USA, Inc. (SITA) to provide 144
Automated Passport Control kiosks in designated U.S, Customs and Border Protection service areas
at Miami International Airport (MIA).

SITA is responsible for the delivery, installation, configuration of the kiosks, including all required
hardware and software components. The vendor is also responsible for: (a) rendering ongoing on-
site and on-call technical and maintenance support services, (b) training up to 15 Aviation
Department employees on kiosk administration, diagnostics repair and maintenance; and () ensuring
that the kiosks satisfy U.S. Customs and Border Protection business and technical requirements.

Each year, approximately 20 million international passengers enter the United States through MIA. it
is anticipated that through the use of additional kiosks at MiA, the amount of time it takes for arriving
passengers to clear customs will be reduced and the overalt passenger experience will be improved.

Scepe
The impact of this item is countywide in nature.

Fiscal Impact and Funding Source

The fiscal impact for the initial five-year term is $8,970,000. If the County exercises the one (1), five-
year option-to-renew, the contract’s cumulative value wili be $16,483,000 for ten (10) years. All kiosk
maintenance support services and extended warranty fees are fixed for the initial and option terms,
inclusive of all required parts, components, and consumables to ensure optimurm performance based
on the projection of airline passenger usage over the contract term. :

Negotiations With SITA yielded a cost savings of $1.6 miftion between the initial proposal and the final
negotiated price. As part of these negotiations, one (1) additiona! site administrator will work at MIA
for one (1) year during the implementation phase at no cost to the Aviation Department.

Department Aliocation Funding Source Contract Manager
Aviation $8,976,000 | Proprietary Funds Maurice Jenkins
Total $8,970,000 '

Track Record/Monitor
Melissa Adames of the Internal Services Department is the Procurement Contracting Manager.




Honorable Chairman Jean Monéstine
and Members, Board of County Commissioners
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Delegated Authority

If this item is approved, the County Mayor or County Mayor's designee will have the authority to
exercise all provisions of the contract pursuant to Section 2-8.1 of the County Code and implementing
Order 3-38.

Vendor Recommended for Award

A Request for Proposals was issued under full and open competition on September 3, 2014, Three
(3) proposals were received in response to the solicitation. The Evaluation/Selaection Committee
recommended SITA, the highest-ranked proposer, for award based on the criteria established in the
solicitation.

Awardee Address Principal
SITA Information Networking 3100 Sumberiand Boulevard Lames Peters
Computing USA, Inc. Atlanta. GA

Vendors Not Recommended for Award
Proposers Reason for Not Recommending

Dedo Interactive, Inc. Evaluation Scores/Ranking

Vancouver Airport Authority

Due Diligence

Pursuant to Resolution R-187-12, due diligence was conducted in accordance with the Internal
Services Department's Procurement Guidelines to determine Contracter responsibility, including
verifying corporate status and that there are no performance or compliance issues. The lists that
were referenced include: convicted vendors, debarred vendors, delinguent contractors, suspended
vendors and federal excluded parties. There were no adverse findings relating to Contractor
responsibility. ' '

Applicable Ordinances and Contract Measures
s The two (2) percent User Access Program provision does not apply.
» The Local Preference Ordinance was applied, but did not impact the outcome.
e The Small Business Enterprise Selection Factor was applied, but did not impact the outcome.
» The Living Wage Ordinance does not apply.

Jack Osterholt
Deputy Mayor




MEMORANDUM

(Revised)

TO: Honorable Chairman Jean Monestime DATE: March 3, 2015
and Members, Board of County Commissioners

SUBJECT: Agenda Item No. 8(F) (7)

County Attorney "

Please note any items checked.

“3-Day Rule” for committees applicable if raised
6 weeks required between first reading and publi¢ hearing

4 weeks notification to municipal officials required prior to public
hearing

Decreases revenues or increases expenditures without balancing budget
Budget required
Statement of fiscal impact required

Ordinance creating 2 new board requires detailed County Mayor’s
report for public hearing

No committee review

Applicable legis]atién requires more than a majority vote (i.e., 2/3’s __.
3/5%s , ananimous ) to approve

Current information regarding funding source, index code and available
balance, and available capacity (if debt is contemplated) required




Approved Mayor Agenda Item No. 8(¥){(7)
Veto 3-3-15

Override

RESOLUTION NO.

RESOLUTION APPROVING AWARD OF CONTRACT RFP
00118 FOR AUTOMATED PASSPORT CONTROL KIOSKS IN
THE TOTAL AMOUNT, INCLUDING RENEWAL PERIOD,
NOT TO EXCEED $16,483,000.00 FOR THE MIAMI-DADE
AVIATION DEPARTMENT; AND AUTHORIZING COUNTY
MAYOR OR COUNTY MAYOR’S DESIGNEE TO EXECUTE
SAME AND EXERCISE ANY CANCELLATION, RENEWAL
AND OTHER PROVISIONS CONTAINED THEREIN
WHEREAS, this Board desires to accomplish the purpose outlined in the accompanying

memorandum, a copy of which is incorporated herein by reference,

NOW, THEREFORE, BE IT RESOLVED BY THE BOARD OF COUNTY
COMMISSIONERS OF MIAMI-DADE COUNTY, FLORIDA, that this Board approves
award of Contract No. RFP 00118 for Automated Passport Conirol Kiosks as set forth in the
incorporated memorandum in the total amount, including renewal period, not to exceed
$16,483,000 for the purchase of goods and services, and authorizes the County Mayor or County
Mayor’s designee to execute same and exercise any cancellation, renewal, and other provisions
contained therein,

The foregoing resolution was offered by Commissioner ,
who moved its adoption. The motion was seconded by Commissioner

and upon being put to a vote, the vote was as follows:



Agenda Item No. 8(F)7)
Page No. 2

Jean Monestime, Chairman
Esteban L. Bovo, Jr., Vice Chairman

Bruno A. Barreiro Daniella Levine Cava
Jose "Pepe"” Diaz Audrey M. Edmonson
Sally A. Heyman Barbara J. Jordan
Dennis C. Moss - ' Rebeca Sosa

Sen. Javier D. Souto Xavier L. Suarez

Juan C. Zapata
The Chairperson thereupon declared the resolution duly passed and adopted this 3" day

of March, 2015. This resolution shall become effective upon the earlier of (1) 10 days after the
date of its adoption unless vetoed by the County Mayor, and if vetoed, shall become effective
only upon an override by this Board, or (2) approval by the County Mayor of this Resolution and
the filing of this approval with the Clerk of the Board.

MIAMI-DADE COUNTY, FLORIDA

BY ITS BOARD OF

COUNTY COMMISSIONERS

HARVEY RUVIN, CLERK

By: _ _
Deputy Clerk -

Approved by County Attorney as
to form and legal sufficiency.

Suzanne Villano-Charif




RFP-00118

MIAMI-DADE COUNTY, FLORIDA

} | ' AUTOMATED PASSPORT CONTROL KIOSKS

THIS SOFTWARE LICENSE, EQUIPMENT/DEVICES, IMPLEMENTATION, MAINTENANCE, AND SUPPORT
-AGREEMENT ("AGREEMENT®) IS MADE AND ENTERED BY AND BETWEEN SiTA INFORMATION NETWORKING
COMPUTING USA INC., A CORPORATION ORGANIZED AND EXISTING UNDER THE LAWS OF THE STATE OF
DELAWARE, HAVING {TS PRINCIPAL OFFICE AT 3100 CUMBERLAND BLVD., SUITE 200, ATLANTA, GA 30339
(HEREINAFTER REFERRED TO AS THE *CONTRACTOR'), AND MIAMI-DADE COUNT\’, A POLITICAL
SUBDIVISION OF THE STATE OF FLORIDA, HAVING TS PRINCIPAL OFFICE AT 111 N.W. 1ST STREET, MIAM,
FLORIDA 331268 {(HEREINAFTER REFERRED TO AS THE "COUNTY");

WITNESSETH:

WHEREAS, the Confractor has offered to provide Automated Passport Control Kiosks and assaciated services,
on a non-exclusive basis, that shall conform to the Scope of Services (Appendix A}, Miami-Dade County's Request for
Proposals (RFP) No. RFP-00118 and all asscciated addenda and attachiments, incorporated hereln by reference; and the

requirements of this Agreement; and,

WHEREAS, the Contractor has submitted a written proposal dated September 24, 2014, hereinafter referred to
as the "Confractor's Proposal® which is incorporated herein by reference; and,

WHEREAS, the County deslires to procure from (he Conirastor such Auiomated Passport Control Kiosks for the
County, in accordance with the terms and condifions of this Agreement;

NOW, THEREFORE, In consideration of the mufual covenants and agreements herein confained, the parties
herelo agree as follows: '

ARTICLE 1. DEFINITIONS

Ths following words and expressions used in this Agreement shall be construed as Tollows, except when i is clear from
the context that another meaning is infended:

a) The words *Contract” or "Agreement’ fo mean collectn)ely these terms and conditions, the Scope of Seivices
(Appendix A), ali other appendices and attachments hereto, all amendments issued hereto, No. RFP-00118 and
all assoclated addenda, and the Contractor's Proposal,

b) The words *Coniract Daie® to mean the date on which this Agreement is effective.
c) The words "Contract/Agreament Manager® lo mean Miami-Dade Counfy's Director, Intema! Services
~ Department, or the duly authotized representative designated o manage the Contract,
) The word "Contrastor” fo mean. SITA Information Networking Compuiing USA, Inc. and its permitted successors
and assigns.
&} The word "Days® fo mean Calendar Days. -
Page 1 of 114
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MIAMI-DADE COUNTY, FL ORIDA

RFP-00118

The word "Dellverables” to mean all documentation and any items of any nature submitied by the Coniractor to
{he County's Project Manager for review and approval purstiant to the terms of this Agreement.

The words "directed”, "required”, "permitted”, "ordered”, "deslgnated" "selected", "prescribed” or words of hke
import to maan respectively, the direction, requirement, permission, order, designation, seiection or prescription
of the Counly's Project Manager; and similarly the words “approved”, acceptable”, "salisfactory’, "equal,
"necessary" or words of like impori to mean respectively, approved by, or acceplable or satisfactory to, equal or
necessary in the opinion of the County's Project Manager.

The word “Documentation” to mean all manuals, user documentation, and other refated malerials pertaining to
the Software which are furnished to the County In connection with the hardwars or soffware provided.

The words “Equipment® or “Devices’ to mean the hardware products idsntified on Appendix A, "Scope of
Sarvices” {o be provided by the Contractor to the County under this Agresment,

The words “Extra Work® or *Additional Work” to mean additions or deletions or modifications to the amount, type
or value of the Work and Services as required in this Contract, as directed and/or approved by ihe County.

The words “Final Acceplance Test" to mean a test that measures the total performance of the APC Klosks after
a 30-day reliability test is performed from the “Ge Live" date. The vendor shall not recelve the final milestone
payment unili the County provides written confirmation thie kiosks have passed the Final Acceptance Test.

The words "APC Klosks™ or "Kiosk(s)” to mean Automated Passport Control Kiosks as identified within Appendix
A, "Scope of Services”,

The words "Notice fo Proceed” to mean a written nofice issued by the Project Manager auihaﬂzmg Contractor 1o
procead with the work described in this Agreement. .

The word “Maintenance” to mean the product updates and product upgrades required for the County to achieve
oplimal performance of the APC Kiosk hardware and software as outlined in Appendix A, “Scope of Serviges”,

The words “Project Manager” to mean the County Mayor or the duly authorized represerziaﬂve designated o
manage {he Project, .

The words "Scope of Services" to mean the document appended herefo as Appendix A, which details the work
10 be parformed by the Contractor,

The words “Support” or "Technical Support” to mean the process to resolve reported incidents through error
correction, patches, hot fixes, workarounds, replacements or any of the type of correction or modification
required fo fully utifize the Software capabilities, as outlined in Appendix A, "Scope of Services”,

The word *subcontracior” or “sub-consultant' to mean any person, entity, firm or corporation, other than the
employees of the Contractor, who furnishes labor and/or materials, In connection with the Work, whether directly
or indirectly, on behaif andlor under the direction of the Contractor and whether or not in privity of Contract with
the Contractos.

The words "Work™, "Services® "Program®, or "Project” io.mean all maiters and things required to he done by the
Confractor in accordance with the provisions of this Contract.

The word "CBP* {0 mean the United States Customs and Border Profection,

The words “CBP Documents” to mean U.S. CBP Aufomated Passport Control Service Technical Reference
Manual (Version 2, Document Number 3208000-TFM v2) In Attachment 2 and the U.S. CBP Automated

~ Passport Control: Business Requirsments (Version 16, August 2014) in Appendix F.

The words “CBP ICD to mean U.S, CBP Automated Passpori Controt Service Release 2.0 Interface Control
Document (Document Number 3209000-ICD) in Appendix H .
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MIAMI-DADE COUNTY, FLORIDA

RFP-00118

ARTICLE 2. ORDER OF PRECEDENCE

If there is a conflict between or among the provisions of this Agreement, the order of precedence Is as follows: 1) these
terms and conditions, 2) the Scope of Services (Appendix A), 3) CBP Aufomated Passport Control Service Technical
Referance Manuai (Appendix GJ, 4) the Price Schedule { Appendix B), 5) Miami-Dade County's Requests For Proposal
No. RFP-00118 and any assoclated addenda and attachments thereof and (6) the Contractor's Praposal.

ARTICLE 3. RULES OF INTERPRETATION

Q)

b)

c)

d)

References fo a specified Article, section or schedule shall be construed as reference {o that specified Article, or
seciion of, or schedule to this Agresment unless otherwise indicated.

Refarence to any agreement or other instrument shall be deemed fo include such agreement or other instrument
as such agresment or other instrument may, from fime to time, be modified, amended, supplemented, or
restated In accordance with its terms.

The ferms *hereof”, "herein', “hereinafter®, "hereby’, "herewilh”, "herofo”, and "hereunder’ shalf be deemed fo
refer to this Agreement.

The tilles, headings, captions and arrangements used in these Terms and Conditions are for convenience only
and shall not be deamed 1o limit, amplify or modify the terms of this Contract, nor affect the meaning thereof.

ARTICLE 4. NATURE OF THE AGREEMENT

a)

This Agreement incorporates and includes all prior negotiations, correspondence, conversations, agreements,
and understandings applicable fo the matfers contained in this Agreement. The parlies agree that there are no
commitments, agreements, or underslandings concerning the subject matter of this Agreement that are ot
contained in this Agreement, and that this Agreement contalns the entlre agreement between the parties as to
all matters contained hereln. Accordingly, it is agreed that no deviation from the ferms hereof shalf be
predicated upon any prior representations or agreements, whether oral or written. K is further agreed that any
oral representations or modificalions concerning this Agreement shall be of no force or effect, and that this
Agreement may be modified, altered or amended only by a written amendment duly executed by both parties
hereto of thelr authorized representatives.

The Contractor shall provide the sarvices set forth in the Scope of Servioes “Appendix A", and render full and
prampt cooperation with the County In all aspects of the Services performed hereunder.

The Contracter acknowiedges that this Agresment requires the performance of all things necessary for or
incidental to the effective and complete performance of all Work and Services under this Confract, Al fhings not
expressly mentioned in this Agreement bul necessary to carrying out its Intent are required by this Agreement,
and the Confractor shall perform the same as though they were specifically mentioned, described - and

-delineated.

The Confractor shalt furnish all labor, materials, tocls, fsﬁppiies, and other items required to perform the Work
and Services that are necessary for the complefion of this Contract. All Work and Services shall be
accomplished &t the direction of and to the satisfaction of the County's Project Manager.

The Coniraclor acknowladges that the County shall be responsibie for making alf policy decisions regarding the
Scope of Services. The Confractor agrees to provide inpuf on polloy issues in the form of recommendations.
The Contractor agrees to implement any and all changes in providing Services hereunder as a resull of a policy
change implemented by the County, provided SITA shalt not be responsible or liable for any delays or costs due
to or associated with the Implementation of such policy changes. The Confractor agrees fo act in an expeditious
and fiscally sound manner in providing the Counly with Input regarding the time and cost to implement sald
changes and in axecuting the activities required to implement said changes. -
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MIAMI-DADE COUNTY, FLORIDA

ARTICLE 6, GONTRACT TERM

The Contract shall becoms effective on the date that it is signed by the County or the Confractor, whichever is later and
confinus through the last day of the 60" month. The County, at its sole discretion, reserves the right to exercise the
optlon o renew this Contract for one (1) additional five (5) year period. The County reserves he right to exercise its
oplion to extend this Contract for up to one hundred-eighty (180) calendar days beyond the current Contract period and
will nofify the Contractor in writing of the extension and the parties shafl execute a mulually agreeable amendment for the
extension perlod.

This Contract may be exlended beyond the Initial one hundred-sighty {18C) calendar day extenslon period by mutial
agreement between the County and the Contractor, upon approval by the Board of County Commissioners. '

ARTICLE 6. NOTICE REQUIREMENTS

All notices required or permitied under this Agreement shall be in wrifing and shall be deemed sufficientty served If
delivered by Registered or Ceriified Mall, with return receipt requested; or delivered personaly; or delivered via e-mail (if
provided below) and followed with delivery of hard copy; and In any case addressed as foliows:

{1} tothe County Project Manager.

itiami-Dade Aviation Depariment

Information Systems and Telecommunications Division
P, 0. 025504

Miami, Florida 33102

Atfention;  Mauwrice Jenking, Director information Systems and Telecommunigations
Phone;  305-876-0934
Emali  mienkins@miami-airport.com

and,

to the Agreement Manager,

Iiami-Dade Coundy

internal Services Department

Frocurement Management Services Division
111 NW. 1¢ Street, Suite 1300

Miarni, FL 33128-1974

Aftention:  Mellssa Adames, Procurement Confracting Manager
Phone:  (305) 3764029
Email; madames@miamidade.qov

{2) To the Confracter

SITA Information Networking Computing LiSA Inc.
3100 Cumberland Bivd., Suite 200
Atlanta, GA 30339

Altention:  David Menzel, Account Direclor
Phone:  (770) 548-0662

Fax: (770) 612-2265

E-mait:  david.menzel@sita.aere
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MIAMI-DADE COUNTY, FLORIDA REP-00118

Either party may at any lime designale = different address and/or contact person by giving notice as provided above fo
the other party. Such notices shall be deemed given upon receipt by the addressee.

ARTICLE 7. DELIVERY

7.1 Delivery of the APC Kiosks shalt be according to Appendix A, "Scope of Services” and Appendix C, “Project
Timeline”. All services perfermed under this Agreement are contingent upon final acceptance by the County.

7.2 Documentalion, The Conlractor shall provide electronic copiss of the associated Documentation o the County upon
Final Acceptance. :

7.3 Each proposal shall be inclusive of all defivery and shipping cosls for the APC Kiosks, Hardware, Parts, and
Equipment throughout the ferm of this Agreement, including any options or extensions exercised by the County.

ARTICLE 8, MAINTENANCE AND SUPPORT SERVICES

Contractor shall provide the County with hardware and software technical support and mafntenance services in the
manner ouliined in Appendix A, "Scope of Servicas” for the APC Kiosks and associated services throtighout the ferm of
this Agreement, Including any opfions or extensions exerclsed by the County. Ali APC Kiosk.consumables, spares, and
replacement parts shall be included within the cost of ongoing malntenance and supporl services and purchase of
extended hardware warranty. :

ARTICLE 9, GRANT OF LICENSE

9.1 License. Confraclor agress 1o provide the County with licensed Software and Documentation in accordance with the
provisions contained within this agreement. :

8.2, Contractor grants the County a perpeiual, non-fransferrable, non-exclusive, irrevocable ficense 1o .use the licensed
APC Kiosk Software, Systems, Hardware/Devices and Documentation in accordance with the {erms of {his Agreement.

a) Contracior shall require that all of its subcontractors and suppliers grant the County, Its agents, suppliers and
vendors perpetual, non-transferrable, non-exclusive, irrevocable licenses fo use any third party software, in
bath subject and object form for any purpose not expressly forbidden by the terms hereof. Such licenses shall
include but not be limited to the unrestricted sight by the County fo provide fcensed sofiware, the
Documentation and Programs therefore, to any other person(s} o entity(ias) for their use in connection with
providing goods andfor services to MDAD or the County, The Contractor shall copy the third-parly soltware in
-machine readable format for purposes of backup.

b)  As used above, "rrevocable” means, the right of the County fo continue using the ficensed software or third
party software Irespective of any breach or defaull pursuant to the terms of this Agreement

¢) Confractor shall provide the County with doctmentation satisfactory to MDAD, conflrming that the Confractor
has acquired on the County's behalf all software ficenses required hereunder.

ARTICLE 10. SYSTEM ENHANCEMENTS OR MODIFICATIONS

10.1 System Enhancements or Modifications. The County may, from time fo fime, under the performance of the
Agreement request that the Contractor Incorporate certain features, enhancements or modifications Into the System lo
adhere to the changing United States (US) Automated Passport Contrel Business Requirements or the business
requirements of the Counly. When requested by the County, the Contractor shali provide the requested system
enhancements or modifications subject to necessary review and final approval of US CBP and agreement subsequent
Staternent of Work or Work Order. Upon the County's request for System enhancementsimodifications, the Cotinty shall
prepare a Statement of Work ("SOW") for the speclfic Project thal shall define in detail the Services to be performed and
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MIAMI-DADE COUNTY, FLORIDA RFP-00118

requirements the enhancement/modification the System must meet. The Contractor shalf submit a proposal oudlining how
the work will be completed including all costs pertaining fo furnishing the County with the requested system
enhancemeants/modifications. <

a) After the SOW has been accepled a detafled requirements and detailed design document shall be submitled
ilustrating the complete financial ferms that govern the SOW, proposed Project stafling, anticipated Project
schedule, and other informalion relevant to the Project. Each SOW executed hereunder shall automatically
incorporate the ferms and condifions of this Agreement,

b} Following the County's aceeptance of all enhancements/medification, the Contracior shall provide the County, if
s0 fequested with written confirmation of the dafe the enhancementsimodificafion was applied fo the System,
and any and all Documentation relating to the Software and or enhancementsimodification thereo.

c) The Contractor shall provide the Gounty, at no cost, all updates and upgrades required to specifically maintain
the integrity, security, and operation of the kiosk software o the US CBP APC Business Requirements and
comply with US CBP ARC Business Reguiremsants,

i Al updates, and upgrades provided by the Coﬁ!?actor exclude future CBP phase introduction, APC
client workflow re-architecture, Phase 4 Visitors, Facial Recognition/Matching, or inlegration with
mobile passport control,

i,  Any requesis made by the County for future enhancements listed above, outslde of the defined
Scope of Services (Appendix A) shall be billed on a ime and materials basis in accordance with the
outlined price schedule defined within Appendix B.

ARTICLE 11. SOFTWARE ESCROW

The County requires that the Contractor maintain a software escrow account throughoul the life of the Agresment to
protect against failure of the Gontracior to provide the agreed upon services. A copy of the Contractor's licensed software
source code, and Contractor enhancements or modifications or customization or Developed Works of source code is fo
be kept by a trusted third party to ensure that the County will have access to the source code in the event that the
Contractor Is unable to supporl the soflware. The Contractor Is required fo maintain the most current version of the
application with the escrow agent including, but not limited to all incremental releases and upgrades as well as any
System enhancements, modificaiions, or Developed Works created for the County. The terms and conditions associated
with such software escrow services are outlined in Appendix F, “Escrow Agreement.” '

Solely in the event of a release event as defined under the Escrow Agreement, the Contractor grants to Gounty,a non-
exclusive, perpetual, paid in full license, to Install, use, copy, publicly perform and digitally perform, modify and create
derivative works, for the sole purpose of continuing the benefits afforded fo the Counly under this Agreement, including
the development of pafches and upgrades solely Jor County's infernal use. County shall have a right to modify and
cusiomize the Software, or to have the Software modifled and customized by third-parties.

ARTICLE 12. [MPLEMENTATION SERVIGES

a) The County shall accept or reject the APC Kiosks within fifteen business (15) days of receipt which commences
after the completion of installation, implementation, configuration and tesfing by Contractor unless otherwlse
provided elsewhera in this Agreement,

b) If the Confractor falls to provide deliverables within the time specified or if the APC Kiosks delivered fails to
conform to the requirements or are found to be defective in materai or workmanship, then the County may reject
the delivered APC Kiosks or may accept some items and reject the balance of the delivered APC Kiosks. The
County shali nofify Contractor of such rejection in wiiting and specify In such nolice, the reasons for such
rejection. Contractor agrees to deliver a fix or workaround replacement of the APC Klosks for such rejected
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items within fifteen (15) business days of Contractor's receipt of the County's rejection notice.

The Contractor shall bear the risk of loss or damage to delivered APC Kiosks untit the time the Project Manager
cerlifies that the kiosks have successfully compisted the Final Acceptance test whether such loss or damage
arises from acts or omissions (whether negligent or not) of the Contractor or the County or from any other cause
whatsoever, except loss or damage arising solely from the negligence or wilifui acts of the County,

Gontractor agrees to install, implement and test APC Klosks In specified locatlons at MIA faciities. Confractor
agrees and acknowledges that Contractor will not have exclusive access to sald locations during. instalation,
implementafion and testing as the location wilt be usable to traveling passengers, CBP agents and MDAD staff,
Contractor further agrees and acknowledges that no barrers (walls, screens, efc,) will be erected in said location
during installation, Implementation and testing. Contractor agrees to commence installation of the APC Kiosks

. accosding to the Implementation Timeline herein attached as Appendix C unless a different time for

implementation is otherwise mutually agreed upon by the parties hereto. All implementation services will be
performed during normal business hours. Whenever possible, however some services to be provided may be -
required outside of normal business hours to accommodate County operations. Work to be performed outside
normal business hours will be mutually agreed by both parlles. Contractor shall diigently pursue and complete
such implementation services in accordance with the Implementation Schedule, s¢ that such the APC Kiosks
are in gocd working order and ready for use by the dates set forth in the Schedule.

Contractor agtees to do all things necessary for proper implementation of the APC Klosks and fo perform its
implementation obligations hereunder in an orderly, skilfiul and expeditious manner, with sufficient labor and
materials lo ensure efficient and timely completion: of such obligations, If applicable, Contractor shafl coordinate
with the Project Manager all worl with all cther Contractors andfor Gounty personnel performing work to
complete APC Kiosk instaflation. The County shall be responsible for resolving all disputes relating to Site
access between Confracior andfor County personnel. Contractor shall provide all materials necessary to
properly implement the APC Kiosks. The County shall attempt fo provide reasonable working and secure
storage space for the performance by Confractor of the Implementation services described herein.

Unless otherwise agreed to by the County, Confractor agrees as part of the implementation to perform all
required services to sugcessfully achleve all objectives set forth in the scopa of work , including, but not imited
fo, (a) system configuration; (b} Interface development ; (c) software festing; {d) acceplance and user
acceptance festing; () training; {f} cooperating with all other vendors supplying peripheral or ancillary equipment
thal will interface with the APC Kiosks; and (g} any additional services necessary fo ensure Confractor's
compliance with this Article 12, - :

Testing shall consist of the tests described in the Scope of Services which are to be conducted coilectively by
the Contractor and the County. The purpose of these tosis is to demonstrate the complete operabllity of the
APC Kiosks in conformance with the requirements of the Contract. This will include an actual demonstrafion of
alt required functionality, All tests shall be in accordance with test plans and procedures prepared by Confractor
and previously approved by the County. In the everit“sf any outstanding deficiencies at the conclusion of
Installation testing, as determined by the County, Contractar shall be responsible for instituting necessary
corrective measures, and for subsequently safisfactorily demonstrating andfor re-demenstrating system
performance, ‘ -

ARTICLE 13. TESTS

The Contractor shall configure and program the APC Klosks to conform (o the Scope of Services herein allached as
"Appendix A", The APC Kiosks will be subject to several tests, including a Final Acceplance test as further defined in the
Scope of Services, implementation Plan, and Acceptance Criteria to be developed by both parties and pending finat
approval from MDAD o assure System performance, the County’s Project Manager will coordinate all testing of the APC
Kiosks and provide Final Acseptance upon complefion of all milestones and deliverables as outlined in the Scope of
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Services,

Final acceptance cannot ocour until all designated tests from the preliminary acceptance list have been resolved. The
selected Proposer shall provide a checkiist (report} for afl kiosk hardware, software, and training in a form acceptable to
the County and CBP. Final acceplance Is described as “equipment delivered, inslalled and fested to meet CBP
specificalions for the hardware, equipment, software, and CBP interface” to the satisfaction of the County and CBP,
Fallure of the APC Kiosks to safisfy the acceptance criteria and conform lo the requirements sef forth in the Scope of
Services by the timeframes set forth in the Implementation Timeline hereln attached as "Appendix C” may resultin the
County withhoiding payment until satisfactory acceptance is granted to the Contractor.

Afier Final Acceptance Is granted, any modificalions, fixes, enhancements, andfor new releases of the APC Kiosks and
assoclaled sofiware require separate testing periods and sign-off from the Counfy Project Manager prior fo migrating it
into the production software, The testing protocol shall be as follows:

a) Contractar's Project Manager will provide written nofice to the County Project Manager of modifications, fixes,
enhancements, andior new releases of the software avaliable for lesting.

h) The Contractors Project Manager will coordinate all user acceptance testing dales, acceptance criteria, and
training for the new functionality for the test group, .

¢) The County will be granted five (5) business days or other timeframe agreed to by both parties in wiiting fo
perform testing based on the outlined functionality belng dsllvered to the County on the Acceptance Criteria sign
off sheet; -

d) The County's Projest Manager will provide the Confractor with written notice of acceptance (sign-off) or rejection
(with documented malerial nonconformities in the functionality} within 15 business days, untess more time is
needed, in which case the County will notify the Contractor in wriing accordingly;

¢) . Deflelencles found will be noted on the Acceptance Criterfa sign off sheet and the Contractor will be provided an
opportunity o correct the issues, The Contracter will be required to provide the County with an updated timeline
and work around (fix) within three (3) business days unless additional fime is requested in writing and agreed by
both paties; ‘ ‘

f) Once the release is accepted, the functionality will be moved into the production module. And updated
documentation wilt be provided to the County.

ARTICLE 14. REVIEWING DELIVERABLES

The Contrastor agrees to submit all Deliverables required to be submitted for review and approval by the County in
accordance with the spécific requirements in the Scope of Services, and as specified in Appendix D "Acceptance
Criteria", The Contractor understands that the County shall have final approval on all Deliverables.

in reviewing the Deliverabies, the Contractor understands that the County will provide the Contractor with:
I awitten nofification of the County's approval,

il.  awrlten notification that each Deliverable IS approved subject to the Contractor providing prompt
cottection of a minor deficiency, or,

. Inthe case of a Deliverable that does not meet the requirements of the Agreement, a wrliten
notification of the Counly's disapproval, The County's disapproval nofification will stale with
reasonable detal to sufficiently advise the Contractor of the basis on which the Deliverable was
determined to be unacceptable.

The Contractor understands that faflure by the County to provide a notice of approval does not constitute appraval,
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Furthermore;

) For each Deliverable made hersunde:, the Counly shall have ten {10} business days, commencing on the first
business day after receipt by the County of the Deliverable, fo determine whether the Deliverable Is approved as
submitied, is ‘approved subject fo the correction by the Confractor of minor discrepancies, or whether it is
unacceptable and therefore disapproved.

b) Unless an extension of time has been granted by the County, within five business days affer receipt of the
County's notification of "disapproval’, the Contractor shall defiver fo the County the necessary revisions andfor
modifications for a second review by the County.

6) If after the second review period the Daliverable remains unacceptable for the County's approval, the County may
direct t_he Coniractor to: '

a, .Proceed wilh the Work subjoct to the correction of all outstanding deflciencies which led to the
County's determination that a Deliverable was not acceptable for approval on or before a specific dale
established by the County for correcting such deficiency or deficiencies; or,

b.  Suspend all Work being performed in regard to the execution of the Agresment, except those services
necessary for the correction of outstanding deficiencies, untit such time that all such oulstanding
deficiencies have been corrected by the Confractor and resubmitted to the Gounty for approval, Any
suspension of the Work under this provision shall not alter the County's right to assass liquidated
damages In the event that the Work are not compieted in accordance with other provisions of this

Agreement,

d)  The County shall have the right to approve or accspl part of any Deliverable. Any such approval shali be
regarded as partial and conditional upon the County's approval or acceptance of all aspects of the Deliverable,
- The Contractor must correct any deficiencies within the time the County specifies for such correction in the
County's notice concerning a partial approval (including approvals subject to cerrection of minor deficiencies) or, if
no time is given, promptly. I the County does not subsaquenily approve or accept all aspects of the Deflverabig,
the earlier condltional acceptance or approval may, in the sole absolute discretion of the County, be regarded as

vaid and of no eflect, : :

ARTICLE 15. BYSTEM WARRANTY

The Contractor warrants at no cost to the County, for a period of one (1) year from the County's Final Acceptance, that
the System(s) and ali refated components provided by the Contractor under the performance of this Agreement shalt

() Be free from defects in material and workmanship under normal use and reraain in good working order,
wear and tear excepted, , '

(ii) Function properly and in canformity with the warranties in this Agreement;

(i} Meet the performance stendards set forth In the Scope of Work and the Original Equipment
Manufacture's published specifications.

During the Warranty Period, Confractor agrees to use all reasonable efforls and resources to provide to the County 4l
corrections andfor modifications necessary to correct problems with the Equipment/Devices provided by the Cenfractor
that are reported to Confractor, at no additional cost fo the price identified in the Price Schedule or fo provide a full refund
of any amounts paid under this contract and accapt the return of the System in the sole discretion of the County.

During the Warranty Period, Contractor shall enforce the manufacturer's warranty and maintenance obligations relating fo
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the Equipmeant/Devices and related Software it provides.

In the event the Software System(s) does not satisfy the conditions of performance sel forth in the Scope of Services,
Solicitation, and Contraclor's proposal, the Contractor's obligation is to provide a Fix or a Work Around &l the Contractor's
cost and expense, or to provide different equipment, software and services required fo atfain the performance
requirements set forth in the Scopa of Services, Sollcltation, and Contractor's proposal or to provide a full refund of any
amounts pald under this contract and accept the refurn of the System in the sole discrelion of the County. Faiiure by the
Contractor to comply with warraniy provisions hereof may be deemed by the County as a breach of the Contracior's
obiigations hereof,

The Contracior shall provide an extended warranty that shall meet the same system warranty coverage as described
above and provided during the first year factory warranty period. :

ARTICLE 16. THIRD PARTY WARRANTIES

In addition to the foregoing warranties, the Contracter hereby assigns to the County, and the County shall have the
henefit of, any and alf subconiractors’ and suppliers' warranfies and representations with respect to the Solution provided
hereunder. In the Contractors agreements with subcontractors and suppilers, the Contractor shall require. that such
partles (1) consent to the assignment of such warranties and representations fo the County; (Il) agree that such warranties
and representations are enforceable by the County In its own name; and (i} furnish fo the County, the warranties and
obligations as set forth in Arficles 15 "System Warranty”.

ARTICLE 17. FEES AND PAYMENT

17.4 Fees. The County shall pay the Fees or other considerations for the Software, Equipment, and Documentation as
set forth on Appendix B “Price Schedule” attached herelo, All amounts payable hereunder by the County shalt be payable
_ 1o the Contractor upon Invoice as defined in Appendix B. The County shall have no obligation to pay the Gontractor or
any additional sum in excess of this amount, except for a change and/or modification to the Agreement, which is
approved and execuled in writlng by the County and the Contractor, Al Services undertaken by the Contractor prior to
the County's approval of this Agreement shall be done at the Contractor's risk and expense,

17.2 Travel. With respect to travel costs and travel rolated expenses, the Contractor agrees o adhere fo CH, 112061 of
the Florida Statutes as they pertain to out-of-pocket expenses Including employee lodglng, transportation, per diem, and
all miscellaneous cost-and fees. The County shall not be fiable for any such expenses that have not heen approved in
advance, In writing, by the County.

17.3 F{xed Pricing. Prices shalf remain firm and fixed for the term of the Agreement, incliding any oplion or exfension
periods; however, the Contractor may offer incentive discounts fo the County at any time during the Agreement term,
Including any renewal or extension therecf,

ARTICLE 18. METHOD AND TIMES OF PAYMENT

The Contractor agrees that under the provisions of this Agreement, as raimbursement for those actual, reasonable and
necessary costs Ineurred by the Contractor, which are directly attributable or properly allocable 1o the Services, the
Contractor may Invoice the County periodically, pursuant to Appendix B — Price Schedute. Al invoices shall be taken
from the books of account kept by the Gontractor, shall be supported by copies of payroli distribution, regeipt bills or other
documents reasonabiy required by the County, shall show the County's contract number, and shall have a unique involce
number assigned by the Contractor. It is the poficy of Miami-Dade County that payment for all purchases by County
agencies and the Public Health Trust shall be made in a fimely manner and that interest payments be made on late
payments, In accordance with Florida Stalutes, Section 218.74 and Section 2-8.1.4 of the Miami-Dade County Code, the
time at which payment shall be due from the County or the Publlc Health Trust shall be forty-five (45) days from recelpt of
a proper Involce. The time af which payment shall be due to small businesses shall b thirty (30) days from recelpt of

Page 10 of 114

15



REP-00118

MIAMI-DADE COUNTY, FLORIDA

proper involce. All payments due from the County or the Public Health Trus!, and nol made within the fime specified by
this section shall bear Interest from thirty (30) days after the due dale at the rate of one percent {1%) per month on the
unpaid balance, Further, proceedings to resolve disputes for payment of obligations shall be concludes by final written
decision of the County Mayor, or his or her designes(s), not later than sixty (60) days after the date on which the proper
invoice was recelved by the County or the Public Health Trust. :

In accordance with Miami-Dade County implementing Order 3-9, Accounts Regelvable Adjusiments, if money is owed by
the Contractor lo the County, whether under this Contract or for any other purpose, the County reserves the right to retain
such amount from payment due by County to the Contractor under this Coniract, Such retained amount shall be applied
to the amount owed by the Contractor to the Couniy. The Confracior shall have no further claim to such refained
amounts which shall be desmed full accord and satisfaction of the amount due by the County to the Contractor for the

applicable payment dus herein.

Invoices and assodlated back-up documentation shalt be submitted in duplicate by the Contractor to the County as
follows:

Miarni-Dade Aviation Depariment

Information Systems and Telecommunications Division
P. O, 025504

Miami, Florida 33102

Attention. Maurice Jenkins, Direclor Information Sysiems and Telecommunicafions

Phone: 305-876-0934
E-mall: mienkins@miarni-airport.com

The Couniy may at any time designate a different address andfor contact person by giving written notice o the other
narty.

ARTICLE 19, INDEMNIFICATION AND INSURANCE

The Contractor shall defend, Indemnify, and save harmiess the County, and its officers, empioyees, agents and
instrumentalities {collectively “Indemnitees”), from any and all claims, demands, liabiiity, fosses of damages, including
attomeys’ fees and costs of defense, which the County o Its officers, employees, agents or instrumentalities may fncur as
a result of claims, demands, suis, causes of action or proceedings of any kind or nature arising to or resuiting from the
petformance of this Agreement by the Contractor or s employees, agents, servanls, pariners, principals or
subconfractors  except as expressly limited herein, .The Confractor shall pay all claims and losses of any nature
whatsoever In connection therewith and shall investigate and defend all claims, sults or actions of any Kind or nature in
the name of the county, when applicable, including appellate procesdings, and shall pay ali costs, Judgments and
~ attomey's fees which may issue thereon; provided however, that the Contractor's obligation te Indemnify or hold hamless

the indemnitees for damages to persons or property caused in whole or In part by any act, omission, or defaul! of any
Indemnitee arlsing from the contract or ifs performance shal be fimited to the greater of $1 million {$1,000,000.00) or the
Contract amount. This indemnification provision is in addition to and cumulative with any other right of Indemnification or
contribution which any Indemnitee may have In law, equity, or otherwise. The Contractor expressly understands and
agrees that any insurance profaction required by this Agreement or otherwise provided by the Contracter shall in no way
limit the responsibllity to indemnify, keep and save harmless and defend the County or its officers, employees, agents and
instrismentalities as herein provided.

Upon County's notification, the Contractor shalf furnish o the ‘Internai Services Department, Procurement Management
Divislon, Cerlficates of Insurance that indicate that insurance coverage has been obtained, which meets the

requirements as outlined below:
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A Workers Compensation Insurance for all employees of the Contractor as required by Florida Statute
A40,

B, Commercial General Liabiity Insurance in an amount nof less than $1,000,000 combined single limit
per occurrence for bodily injury and property damage. Miami-Dade County must be shown as an
additional insured with respect to this coverage. The mailing address of Miami-Dade County 111 N.W,
1si Street, Suite 1300, Miami, Florida 33128-1974, as the certificate holder, must appear on the
certificate of Insurance. '

C.  Aulomoblle Liabiity Insurance covering all owned, non-owned and hirett vehicles used in connection
with the work, In an ameunt nof less than *$1,000,000 combined single limit per occurrence for bodily
injury and property damage.

D.  Professional Liabitity Insurance in an amount not less than $1,000,000 per claim.

*Under no clroumstances are Contraclors permitted on the Aviation Department, Aircraft Operafing Alrside
{A.0.A} at Miami International Airperl without increasing automobile caverage to $5 millior.  Only vehicles
owned or leased by a company will be authorized. Vehicies owned by individuals will not be authorized. 51
miliion fimit applies al alt ofher airports,

The insurance coverage fequired shall include those classifications, as listed In standard fiability Insurance manuals,
which most nearly reflect the operation of the Contractor. All insurance policies required above shall be issued. by
companies authorized to do business under the laws of the State of Florida with the following qualifications:

The company must be rated no less than "A-" as to management, and no less than “Class VII* as fo financial strength by
Best's Insurance Guide, published AM. Best Company, Oldwick, New Jersey, or its equivalent, subject to the approval of
the County Risk Management Division.

OR

The company must hold a valid Florida Certiflate of Authorlty as shown in the latest "List of All Insurance Companies
Autherized or Approved to Do Business In Florida®, issued by the State of Florida Deparfment of Financial Services and
are members of the Florida Guaranty Fund.

Certificates of Insurance must indicate that for any cancellation of coverage before the expiraion date, the issluing
Insurarice carrier will endeavor to mait thirty (30) day written advance notice to the cerificate holder. In addition, the
Contracior hereby agrees nof to modify the insurance coverage without thirty (30) days wrillen advance notice to the
County,

Compliance with the foregoing requirements shall not refieve the Contractor of this kability and obligation under this
section or under any other section in this Agreement, '

Award of this Contracl is contingent upon the receipt of the insurance documents, as required, within ten (10) business
days. If the insurance cerificate is recelved within the specified timeframe but not in the manner prescribed in this
Agreement, the Contractor shall have an additional five (5) business days to submit & corrected certificate to the Gounty,
If the Contractor fails to submit the required insurance documents in the manner prescribed in this Agreement within
fiteen (15) business days, the Contractor shall be in default of the contractual terms and condilions and award of the
Contract may be rescinded, unless such timeframe for submission has been extended by the County.

The Contractor shall be responsible for ensuring that the insurance certificates required in conjunction with this Section -
remain in fores for the durallon of the contractual period of the Contract, including any and all option years or extension
periods that may be granted by the County. If insurance cerlificales are scheduled to expire during the contractual
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period, the Contracior shall be responsible for submitling new or renewed insurance cerfificaies o the County al a
minimum of thisty (30} calendar days in advance of such expiration, In.the event that expired certicales are not replaced
with new or renewed certificates which cover the contractual period, the County shall suspend the Contract until such
time as the new or renewed certificates are received by the County in the manner presctibed herain; provided, however,
that this suspended period does rot exceed thirty (30) calendar days. Thereafter, the County may, at its sole discretion,
terminate this contract, :

ARTICLE 20. MANNER OF PERFORMANCE

a) The Contractor shall provide the Services described herein In a competent and professional manner satisfactory
to the County in accordance with the terms and conditions of this Agreement. The County shalj be entiled to a
satisfactory performance of all Services described herein and to full and prompt cooperation by the Contractor In
all aspects of the Services, At the request of the County, the Contractor shall promptly remove from the project
any Contractor's employee, subconfractor, or any olher person performing Services heraunder, The Contractor
agrees that such removal of any of its employees does not require the termination or demotion of any employee
by the Coniractar.

b) The Contractor agrees to defend, hold harmless and indemnify the County and shall be liable and responsible
for any and all claims, sults, actions, damages and costs {including atfomey's fees and courl costs) made
against the County, occurring on account of, arising from or In connection with the removal and replacement of
any Coritractor's personnel performing services hereunder al the hehest of the County. Removal and
replacement of any Contractor's personnel as used in this Arficle shall not require the termination and or
demotion of such Contractor's personnel,

c} The Contractor agrees that at all imes It will employ, malntain and assign to the performance of the Services a
sufficient humber of competent and qualified professionals and other personnel to meet the requirements to
which reference Is hereinafter made, The Contractor agrees o adjust its personnel staffing levels or to replace
any its personnel if so directed upon reasonable request from the County, should the County make a
determination, in its sole discretion, that said personnel staffing is inappropriate or that any individual is not
performing in a manner consistent with the requirernents for such a position. ' :

-~ d) The Confractor warrants and represents that Its personnel have the proper skill, training, background,
knowledge, expetlence, rights, authorizations, integrity, character and licenses as necessary {o perform the
Services described hereln,.In a compeient and professional manner. :

g The Contractor shall at alt times cooperate with the County and coordinate is respeciive work efforts 1o most
affectively and efficiently maintain the progress in performing the Services.

f) The Confractor shall comply with all provisions of all federal, state and local laws, stalites, ordinances, and
regulations that are applicabls to the performance of this Agreement,

ARTICLE 21, EMPLOYEES OF THE CONTRACTOR

All employees of the Contractor shall be considered o be, al all times, employees of the Coniractor under its sole
direction and not employees or agents of the County, The Contractor shall supply competent employees. Miam!-Dade
Cotinty may require the Gontraclor to remove an employee it deems careless, Incompetent, insubordinate or otherwise
objectionable and whose continued employment on County property Is not In the best interest of the County. Each
employee shall have and wear proper identification. -

ARTICLE 22. INDEPENDENT CONTRACTOR RELATIONSHIP

“The Contractor is, and shalt be, In the performance of all work setvices and activities under this Agreement, an
independent confractor, and not an employes, agent or servant of the County. All persons engaged in any of the work or
services performed pursuant to this Agreement shall at all times, and in all places, be subject to the Contractor's sole
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direction, supervision and control. The Contractor shalt exercise control over the means and manner in which it and its
employees perform the work, and In alf respects the Contractor's refationship and the refationship of its employees to the
Couniy shafl be that of an independent contractor and not as empioyses and agents of the County.

The Contraclor does not have the power or authority fo bind the County in any promise, agreement cr'rep!esentaﬁon
other than specifically provided for in this Agreement.

ARTICLE 23. AUTHORITY OF THE COUNTY'S PROJECT MANAGER

a)

The Contracior hereby acknowledges that the Counly's Project Manager will determine in the first instance all
questions of any hature whatsoever arising out of, under, or in connection with, or in any way related to or on
account of, this Agreement including without limitations: questions as to the value, acceptability and fitness of
the Services; queslions as to either party's fulfilment of its obligations under the Contract; negligence, fraud or
misrepresentation hefore or subsequent to accepiance of the Confractor's Proposal; questions as fo the
Interpretation of the Scope of Sarvices; and claims for damages, compensation and fosses. The Project
Manager is not authorized to walve or madify this agreement without authority from the Board of Counly
Comimissioners.

The Coniraclor shall be bound by all determinations or orders and shall promptly comply with every order of the
Project Manager, including the withdrawal or modification of any previous order and regardless of whether the
Contractor agrees with the Project Manager's determination or order, Where orders are given oraily, they will be
isstted in wrifing by the Project Manager as soon thereafler as is practicable.

The Contractor must, in the final instance, seek to resoive every difference concerning the Agreement with the
Projoct Manager. In the event thal the Contractor and the Project Manager are unable io resolve their
difference, the Confractor may initiate a dispute in accordance with the procedures set forth in this Arficte.
Exhaustion of these procedures shall be a condition precedent fo any lawsuit permitied hereunder.

In the event of such dispute, the parties to this Agreement authorize the County Mayor or designee, who may
not be the Project Manager or anyone associated with this Project, acfing persoraily, to decide all questions
arising out of, under, or in cohnection with, or in any way related fo or on account of the Agreement (Inciuding
but not fimited to claims In the nature of breach of contract, fraud or misrepresentation arising efther before or
subsequent fo execution hereof) and the decision of each with respect fo matlers within-the Gounty Mayor's
plrview as set forth above shall be conclusive, final and binding on parties. Any such dispute shall be brought,
if at all, befors ihe County Mayor within 10 days of the oocurrence, event or act out of which the dispute arises,

The County Mayer may base this decision on such assistance as may be destrable, Including advice of experts,
but in any event shall base the decision on an independent and objective determination of whether Confractor's
nerformance or any Dellverable meels the requirements of this Agreement and any speclfications with respect
thereto set forth herein. The effect of any decision shall not be impaired or waived by any negotiations or
setflements or offers made in connection with the dispute;.whether or not the County Mayor parficlpated thereln,
or by any prior decision of others, which prior decision shali be deemed subject to review, or by any termination
or cancellation of the Agreement. All such disptites shall be submitted in writing by the Coniractor to the County
Mayor for a decislon, together with alt evidence and other pertinent Information in regard fo such guestions, in
order that a fair and impartial decision may be made. Whenever the County Mayor Is enlitied to exercise
discretion or judgment or to make a determination or form an opinion purstiant to the provisions of this Article,
such action shall be fair and impariial when exercised or taken, The County Mayor, es appropriate, shall render
a decision in writing and deliver a copy of the same {o the Contractor. Except as such remedies may be Himited
of waived elsewhere in the Agreement, Contractor reserves the right to pursue any remedies avallable under
law after exhausting the provisions of this Article.

ARTICLE 24. MUTUAL OBLIGATIONS
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a) This Agreament, Including attachments and appendices {o the Agreement, shall constitute the entire Agreement
between the parfies with respect hereto and supersedes aff previous communications and representations or
agreements, whether written or oral, with respect to the subject matter hereto unless acknowledged in writing by
the duly authorized representatives of both parties.

b) Nothing In this Agreement shall be consirued for the benefit, intended or otherwise, of any third party that ls not a
parent or subsidiary of a parly or otherwise refated (by viriue of ownership control or statutory confrol) o a party.

c) In {hose sfluations where this Agreement imposes an Indemnity obligation on the Confractor, the County may, at
its expense, ekect to participate in the defense If the County should so cheose, Furthermore, the County may at
its own expense defend or settle any such claims if the Contractor fails fo diligently defend such claims, and
thereafter seek indermnity for costs from the Contractor.

ARTICLE 25. QUALITY ASSURANCE/QUALITY ASSURANCE RECORD KEEPING

The Contractor shall maintain, and shalt require that its subcontractors and suppliers maintain, complete and accurate
records to substantiate compliance with the requirements set forth in the Scope of Services, The Contracter and its
subgontractors and suppliers, shall retain such records, and all other documents relevant fo the Services furnished under
this Agreement for a period of three (3) years from the expiration date of this Agreement and any extension thereof,

ARTICLE 26, AUDITS

The County, or its duty authorized representatives or governmendal agencies, shall until the expiration of three (3) years
after the expiration of this Agreement and any extension thereof, have access fo and the right {o examine and reproduce
any of the Condractor's books, documents, papers and records and of Its subcentractors and suppliers which apply 1o all
matters of the Counly. Such records shall subseguently conform to Generally Accepled Accouniing Principles
requirements, as applicable, and shall only address those fransactions related o this Agreement.

Pursuant to Section 2-481 of the Miami-Dade County Code, the Confractor will grant access to the Commission Auditor
to all financial and performance related records, property, and equipment purchased In whols or in part with government
funds. The Contractor agrees to maintain an accounting system that provides accounting records that are supported with
adequate documentation, and adequate procedures for determining the allowability and aliocability of costs.

ARTICLE 27. SUBSTITUTION OF PERSONNEL

in the event the Contractor wishes to substitute personne! for the key personnel identified by the Condractor’s Proposal,
the Contractor must notify the County in writing and request written approval for the substitufion at least fen (10) business
days priof fo effecting such substitution,

ARTICLE 28, CONSENT OF THE COUNTY REQUIRED FOR ASSIGNMENT

The Contractor shalt not assign, transfer, convey or otherwise dispose of fhis Agreement, including its rights, titte or
interest in or to the same or any part thereof without the prior written consent of the County.

ARTICLE 29, SUBCCNTRACTUAL RELATIONS

a)  Ifthe Conlractor will cause any part of this Agreement lo be performed by a Subcortractor, the provisions of this
Contract will apply to such Subcontractor and #s officers, agents and employees in all respects as if It and they
wete employees of the Confractor; and the Contractor will not be in any manner thereby discharged from s
obligations and liabiilties hereunder, but will be fiable hereunder for alf acls and negligence of the Subcontractor, its
officers, agents, and employess, as if they ware smployees of the Contractor. The services performed by the
Subcontractor will be subject {6 the provisions hereof as If performed direcily by the Contractor.

h}  The Contractar, before making any subcantract for any porfion of the services, will state in writing to the County the
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name of the proposed Subcontracior, the portion of the Services which the Subcontractor Is to do, the piace of
business of such Subcontractor, and such other information as the County may require. The County will have the
right to require the Goniractor not fo award any subcontract to a person, firm or corporation disapproved by the
County. :

c)  Before entering ino any subcontract hereunder, the Contractor will inform the Subcontractor fully and completely of
all provisions and requirements of this Agresment relating elther directly or indirectly to the Services to be
petformed, Such Services performad by such Subcontractor will striclly comply with the requirements of this
Contract. :

d)  In order fo qualify as a Subsontractor satisfactory to the County, in addition to the other requirements herein
provided, the Subcontractor must be prepared to prove to the safisfaction of the County that it has the necessary
facifities, skill and experience, and ample financial resources lo perform the Services in a satisfaclory manner. To
be considered skilled and experienced, the Subcontractor must show o the safisfaction of the County thal it has
satisfactorily performed services of the same general fype which is requlred fo be performed under this Agresment.

e)  The County shall have the right to withdraw its consent to a subcontract if it appears fo the County that the
subconirac will delay, prevent, or clherwise Impalr the performance of the Contraclor's obligations under this
Agreement. All Subcontractors are required fo protect the confidentiality of the County's and Gounty's proprietary
and confidential Information. Confractor shall furnish to the County coples of all subcontracts between Contractor
and Subcontractors ang suppliers hereunder, Within each such subcontract, there shalt be a clause for the benefit
of the County In the event the County finds the Contractor in breach of this Contract, permitting the Gounty to
request completion by the Subcentractor of Its perfermance obligations under the subcontract. The clause shall
inchrde an option for the County to pay the Subcontractor directly for the performance by such Subcontractor.
Notwithstanding, the foregoing shall neither convey nor imply any obligation or liability on the part of the County to
any subcontractor hereunder as more fully described herein,

ARTICLE 30. ASSUMPTION, PARAMETERS, PROJECTIONS, ESTIMATES AND EXPLANATIONS

The Condractor understands and agrees that any assumptions, parameters, projections, estimates and explanations
presenied by the County were provided o the Contractor for evaluation purposes only. However, since these
assumptions, parameters, projections, esfimates and explanations represent predictions of future events the County
makes no representations or guarantees; and the County shall not be responsible for the accuracy of the assumplions
presenied; and the County shall not be responsible for conclusions fo be drawn thereffom; and any assumptions,
parameters, projections, estimates and explanations shalt not form the basis of any claim by the Contractor. The
Contractor accepts all risk associated with using this information,

ARTICLE 31, SEVERABILITY

If this Agresment contalns any provision found to be anlawful, the same shall be deemed to be of no effect and shall be
deemed stricken from this Agreement without affecting the binding force of this Agreement as it shall ramain after
omitfing sueh provision.

ARTICLE 32, TERMINATION AND SUSPENSION OF WORK

a)  The Gounly may ferminate this Agreement If an individual or corporation or ofher ontity attempts to mest its
contraciual obligation with the County through fraud, misrepresentation or intentlonal material misstatement.

b)  The County may, as a further sanction, terminate or cancel any other contract(s) that such individual or corperation
or other entity has with the Counly ang that such individual, corporation or other entity shall be responsible for al
direct and indirect costs assotiated with such termination or canceliation, including afiorey's fees,

¢)  The foregaing notwithstanding, any individual, corporation or other enfity which attempts to mest its confractual

obligations with the County through fraud, misrepresentation or matetial misstatement may be debarred from
County contraciing for up to five () years in accordance with the County debarment procedures. The Contractor
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&)

may be subject to debarment for failure to perform and all other reasons sel forth in Section 10-38 of the County
Code.

_ In addition to canceliation or fermination as otherwise provided in this Agreement, the County may at any time, in

g)

its sole discration, wilt or without cause, terminate this Agreement or any porlion of this Agresment, upon thirty
(30) days written nofice, and at its sole optfon at any time, without cause, when in itssole discrefion it deems such
termination is in the best Inferest of the Department. In such circumstance, the County will solely be responsible
for paylng the contractor the costs actually incurred by the Contractor in performing the conlracts services through
the date of termination, less payments for same received, bul the County shall not be responsible for any other
costs o damages, including but not limited to lost profils, loss of opportunity, borrowing costs, carrying costs,
damage to reputation, loss of goodwill, or loss of Income,

in the event that the County exercises its right to terminate this Agreement, the Contraclor shall, upon receipt of
such notice, uniess otherwise directed by the County: <

i. Stop work on the date speclfied in the notice ("the Effective Termination Date");

ii. Take such action as may be necessary for the protection and preservation of the County's materials and
praperly; ‘

it Cancel orders;

iv. Assign fo the County and deliver fo any location designated by the County any non-cancelable orders for

Deliverables that are not capable of use except in the performance of this Agreement and has been
specifically developed for the sole purpose of this Agreement and not incorporated in the Services;

¥, Take no action which will increase the amotnts péyable by the County under this Agreement; and

In the event that the County exercises is right to terminate this Agreement pursuant to Article 32 (d), the
Contractor will be compensated as stated in the payment Articies herein for the:

i, Portion of the Services completed in accordance with the Agreement up fo the Effeciive Termination
Date;

i Non-cancelable Deliverables that are not capable of use except in the performance of this Agresment
and has been specifically developed for the sole purpose of. this Agreement, but not incorporated in
the Services. . . '

Al compensation pursuant to this Arlicle are subject to audit,

ARTICLE 33, EVENT OF DEFAULT

a)

~ An Event of Default shall mean a breach of this Agreement by the Contractor. Without limitiﬁg the generality of
the foregolng, and In addition fo those instances referred to herein as a breach, an Event of Default shall include

the following: _ :

L. the Contractor has not defivered Deliverables on a timely basis;

il, the Contractor has refused or falled to supply enough properly skilled staff persqnne};

iil.  the Contractor has falled to make prompt payment to subcontractors or suppiiers for any Services;

iv. the Contractor has become insolvent (olher than as inferdicted by the bankruptey laws), or has assigned
the proceeds recelved for the benefit of the Contractor's creditors, or the Contractor has faken advantage
of any insolvency statute or debtor/creditor law or if the Confractor's affairs have been put In the hands of a
receiver;

v, the Contractor has falled to obtain the approval of the Gounty where required by {his Agresment,
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vi. the Conlractor has falled to provide "adequate assurances" as required under subsection b below,;
vii, the Contractor has falled in the representation of any warranties stated hereln,

b When, In the opinior: of the County, reasonable grounds for uncertainty exist with respect to the Contractor's
ability fo perform the Services or any portion thereof, the County may request that the Condractor, within the
timeframe set forth in the County's Tequest, provide adequate assurancss fo the County, in witing, of the
Contractor's ablfity to perform in accordance with the terms of this Agresment. Unfil the County receives such
assurances, fie County may request an adjusiment to the compensation received by the Contractor for portions
of the Services which the Contractor has not performed. In the event that the Contractor fails to provide o the
County the requested assurances within the prescribed timeframe, the County may:

i treat such failure as a repudiation of this Agreement; and

i, resorl fo any remedy for breach provided hereln or at law, including but not iimited fo, taking over the
performance of the Services or any part thereof efther by liself or through ofhers.

¢l In the event the County shall terminate this Agreement for default, the County or ifs designated represeniatives
may Immediately take possession of all applicable equipment, malerials, products, documentation, reports and

dala.
ARTICLE 234. NOTICE OF DEFAULT - OPPORTUNITY TOQ CURE

If an Event of Default ocours in the determinafion of the County, the County may so nofify the Contractor (‘Default
Notice"), spacifying the basis for such default, and advising the Contractor that stich default must be cured immediately
or this Agreement with the County may be terminated. Notwithstanding, the County may, in its sole discretion, allow the
Contractor to rectify the default fo the County's reasonable safisfaction within a thirty (30) day period. The Counly may
grant an additional period of stich duration as the County shalt deem appropriale without walver of any of the County’s
rights hereunder. The defaull notice shall specify the date the Coniractor shall discontinue the Services upon the

Termination Date.

ARTICLE 35. REMEDIES IN THE EVENT OF DEFAULT

If an Event of Default oceurs, the Gontractor shalf be liable for all damages resulting from the default, Including but not
fimited to:
a) lost revanues;

b) the difference belween (he cost associaled with procuring Services hereunder and the amount actually
gxpended by the County for re-procurement of Services, including procurement and administrative

tosis;

¢} proraflon of the remalning balance of monles*faid in advance for annual Malntenance and Support
services; and

d) suchother direct damages.

The Gontractor shafl also remain liablé for any liabllities and claims refated to the Contraclor's default. The Counly may
alse bring any suit or procseding for specific performance or for an injunction.

ARTICLE 36. PATENT AND COPYRIGHT INDEMNIFICATION

a) The Contractor shalt not infringe on any copyrights, trademarks, service marks, frade secrets, patent rights; other
* intellectual property rights or any other third party proprietary rights in the performance of the Work.
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b)

The Contracior warrants that ali Deliverables fumished hereunder, including but not limited fo: equipment,
programs, documentation, software, analyses, applications, methods, ways, processes, and ihe like, do not
infringe Upon or violate any copyrights, rademarks, service marks, trade secrets, pafent rights, other intellectual
property rights or any other third party proprietary rights.

The Contractar shall be lable and responsible for any and all claims made against the County for infringament of
patenis, copyrights, service marks, frade secrets or any other third party propriefary rights, by the use or
supplying of any programs, documentafion, software, analyses, applications, methods, ways, processes, and
the like, in the course of petformance or completion of, or in any way connected with, the Work, or the Gounty's
cenfinued use of the Dellverables furnished hersunder,  Accordingly, the Contractor at its own expense, -
including the payment of atlorney's fees, shall indemnify, and hoid harmless the County and defend any action
brought against the County with respect to any claim, demand, cause of action, debt, or llability.

In the event any Deliverable or anything provided to the County hereunder, or portion thereof is hetd to constitute
an Infringement and its use is or may be enjoined, the Contractor shall have the cbligation fo, at the County's
option fo () modify, or require that the applicable stbcontractor or suppller modify, the alleged Infringing item(s)
at its own expense, without impairing In any respect the functionality or performance of the item(s), or (i)
procure for the Counly, af the Contractor's expense, the rights provided under this Agreement to use the ftem(s}.

The Contractot shall be solely responsible for determining and informing the County whether a prospective
supplier or subcontractor is a party {o any litigation involving patent or copyright infringement, service mark,
frademark, violation, or proprietary rights claims or Is subject to any. injunction which may prohibit it from
providing any Deliverable hereunder. The Contractor shall enter intc agreements with all suppliers and
subcontractors at the Confractor's own risk. The County may reject any Deliverable that it believes to be the
subject of any such fitigation or injunction, or i, in the County's judgment, use therecf would delay the Wori or
be unlawiul.

ARTICLE 37. CONFIDENTIALITY

a}

All Developed Werks and other materials, dala, transactions of all forms, financial information, documentation,
inventions, designs and methods obtalned from the County in connection with the Services performed under this
Agreement, made or developed by the Contractor or its subconiractors in the course of the performance of stich
Services, or the results of such Services, or which the Counly holds the proprietary rights, constitute Confidential
Informations and may not, without the prior written consent of the County, be used by the Contractor or ifs
smployees, agents, subcontractors or suppliers for any purpese other than for the benefit of the County, unless
required by law. In addition to the foregoing, all County employee Information and County financial irformation
shall be considered Confidential Information and shall be subject o all the requirements stated herein. Neither
the Contractor nor its employees, agents, subcontractors or suppliers may sell, transfer, publish, disclose,
display, license or otherwise make available to others any part of such Confidential Information without the priot
written consent of the Counly. Additionally, the Contractor expressly agrees fo be bound by and to defend,
indemnify and hold harmiess the County, and their officers and employees from the breach of any federal, state
or local Jaw in regard to the privacy of individuals. ’ .

The Contracior shafl advise each of ts employees, agents, subcontraclors and suppliers who may be exposed to
such Confidential Information of thelr obligation 1o keep such information confidential and shall promptly advise
the County in writing if It lears of any unauthorized use or disclosure of the Confidential Information by any of
its employees or agents, or subconfractor's or supplie’s employees, present or former. In addifion, the
Contracior agrees to cooperate fully and-provide any assistance necessary {o ensure the confidentiality of the
Confidential Information,

It is understood and agreed that in the event of a breach of this Atticle damages may not be an adequate
remedy and the County shail be entitied to injunctive reflef o restrain any such breach or threatened breach.

Unless otherwise requested by the County, upon the completion of the Services performed hereunder, the
Contractor shail immediately turn over to the County all such Confidential Information existing in tangible form,

Page 19 of 114

24



MIAMI-DADE COUNTY, FLORIGA RFP-00118

and no coples thereof shall be retained by the Contractor or its employees, agents, subcontractors or suppliers
without the prior writlen consent of the ‘County. A cerfificate evidencing compliance with this provision and
signed by an officer of the Contraclor shalt accompany such maletials. .

ARTICLE 38. PROPRIETARY INFORMATION

As a political subdivision of the State of Florida, Miami-Dade County is subject to the stipulations of Florida's Public
Records Law. .

The Confractor acknowledges that all computer software In the County's possession may constliute or contain
information or materials which the County has agreed o protect as proprielary information from discloswre or
unauthorized tise and may alse constitute o contain information or materials which the County has developed at lis own
expense, the disclosure of which could harm the County's proprietary interest therein.

During the ferm of the confract, the Contractor will not use directly or indirectly for itself or for others, or publish or
disciose to any third party, or remove from the County's properly, any compuler programs, data compilations, or other
software which the County has developed, has used or is using, is holding for use, or which are otherwise in the
possession of the County (hereinafter "Computer Software”), All third-parly license agreements must atso be honored by
the contractors and their employees, except as authorized by the County and, if the Computer Software has been lsased
or purchased by the County, all hired party license agreements must also be honored by the contractors’ employees with
the approval of the lessor or Contractors thereof. This includes mainframe, minis, telecommunications, personal
computers and any and afl information technology seftware.

The Contractor will report to the Counly any information discovered or which is disclosed to the Contractor which may
relate fo the Improper use, publication, disclosure or removal from the County's property of any information technotogy
software ‘and hardware and will take such steps as are within the Contractor's authorify o prevent improper use,
disclosure or removal. :

ARTICLE 39. PROPRIETARY RIGHTS

a) Contractor shall retain all rights, title and interests in and fo all materials, data, documentation and copies thereof
furnished to the County by the Conlraclor, as a result of the Services the Contractor performs In connection with
this Agreement. The Contractor shall nof, without the prior written consent of the Counly, use such
documentation furnished by the County on any other project In which the Contractor or its employees, agents,
subconiractors or suppliers are or may become engaged, Submisslon or distribution by the Contractor fo mest
offigial regulatory requirements or for other purposes i connection with the performance of Services under this
Agreement shall not be construed as publication in derogation of the County's copyrights or other proprietary
rights, ‘ -

b) All rights, title and interest in and o certain inventions, ideas, designs and methods, specifications and other
decumentation related thereto developed by the Contractor and its subcontractors specifically for the County,
herainafler referred to as "Developed Works" shall remain the property of the Confractor,

c) Except as ofnerwise provided in subsections a and b above, or elsewhere herein, the Contracler and iis
subcontractors and suppliers hereunder shall retain all Inteflectual proprietary rights in and to @l Llcensed
Software provided hereunder, thal have not been customized fo sefisfy the performance criteria set forth in the
Scope of Services. Notwithstanding the foregoing, the Contractor hereby grants, and shall require that Its
subcontractors and suppliers grant, If the County so desires, a perpetual, irrevocabie and unrestricted right and
license fo use, duplicate, disclose and/or permit any other person(s) or enfity(ies) to use all such technical data
and other Documentation for the operations of the County or entiies controlfing, controfled by, under common
control with, or affifated with the County, or organizations which may hereafter be formed by or become
affiliated with the Gounty. Such license specifically Includes, but is not limited to, the right of the County to use
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and/for disclose, i whole or in par, the technical doctmeniation, to any person or entity outside the County for
such person's or entify's use In furnishing any and/or all of the Deliverables provided hereunder exclusively for
the County or enfities controlling, controlled by, under common control with, or affiliated with the County, or
arganhizations which may hereafter be formed by or become affifiated with the County. No such License
Software, specifications, data, documentation or related Information shall be deemed to have been given in
confidence and any statement to the contrary shall be void and of no effect,

ARTICLE 40, LOCAL, STATE, AND FEDERAL COMPLIANCE REQUIREMENTS

Contractor agrees to comply, subject to applicable professlonal standards, with the provisions of any and all applicable
Federal, Stafe and the County orders, stautes, ordinances, rules and regulations which may pertain fo the Services
required under this Agreement, including, but not limited to;

a} Equal Employment Cpportunity (EEO), in compliance with Executive Crder 11246 as amended and
applicable to this Confract,

b) Miami-Dade County Florida, Department of Small Business Development Participation Provisions, as
applicable to this Contract.

6} Environmental Proteciion Agency (EPA), as applicable to this Contract.

d) Miami-Dade County Code, Chapter 11A, Arficle 3. All contractors and subcontractors performing work in
connection with fhis Contract shall provide equal opportunity for employment without regard to race, color,
refigion, anceslry, national orgin, sex, pregnancy, age, disabiiity, maritat stalus, familial stafus, sexual
orientation, or veteran status, The aforesald provision shall include, but not be fimited to, the foliowing:
employment, upgrading, demotion or transfer, recruitment advertising; layoff or termination; rates of pay of
other forms of compensation; and selection for fraining, including apprenticeship, The Contractor agrees to
post in a conspicuous place available for employees and applicants for employment, such notices as may
be tequired by the Dade County Falr Housing and Employment Commission, or other authority having
jurisdiction over the work setfing forth the provisions of the nondiscrimination law.

&)  "Conflicis of interest’ Section 2-11 of the County Code, and Ordinance 01-198,
f)  Miami-Dade County Code Section 10-38 "Debarment”.

g) Miami-Dade Counly Ordinance 99-6, codified at 11A-60 et. seq, of Miami-Dade Code pertaining to
complying with the County's Domestic Leave Ordinance. '

h)  Miaml-Dade County Ordinance 99-152, prohibiting the preseniation, mainterance, or prosecution of faise
or fraudulent claims against Miami-Dade Counly.

The Contractor shall hold all licenses and/or certifications, obtaln and pay for all permits and/or inspections, and comply
with all taws, ordinances, regufations and buiiding code requirements applicable to the work required herein. Damages,
penalties, andfor fines Imposed on the County or Contractor for failure fo obtain and maintain required licenses,
certifications, permits andfor inspections shall be borne by the, Confractor.  The Project Manager shali verily the
cerfification(s), icense(s), pemit(s), etc. for the Contractor prior t6 alithorizing work and as needed,

Notwithstanding any other provision of this Agreement, Contractor shall not be required pursuant fo this Agreement to
take any action or abstain from taking any action If stch actlon or abstention would, in the good faith determination of the
Contractor, constitute a violation of any taw or regulation to which Contractor Is subject, including but nof fimited to laws
and regulations requiring that Contraclor conduct its operations in a safe and sound manner.

ARTICLE 41. NONDISCRIMINATION
During the performance of this Gontract, Contractor agress fo not discriminate against any employee or applicant for
employment because of race, color, religion, ancesfry, national origin, sex, pregnancy, age, disability, marital status,

familial status, sexual orlentation, or veleran status, and will take affirmative action o ensure that employees and
applicants are afforded equal employment opportunities without discrimination. Such action shall be taken with referencg
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o, but not limited fo; recruitment, employment, termination, rates of pay or other forms of compensation, and sefection for
training or retraining, Including apprenticeship and on the job training.

By entering Into this Contract, the Contractor atfests that it is not in violation of the Americans with Disabililies Act of 1990
(and related Acts) or Miami-Dade County Resclution No, R-385-95, If the Contractor or any owner, subsidiary or other
firm affiliated with or refated o the Contractor is found by the responsible enforcement agency or the County to be in
viotation of the Act or the Resolution, such violation shall sender this Contract void. This Contract shall be vold if the
Contractor submiifs a false affidavit pursuant to this Resolution or the Contractor violates the Act or the Resolution during
the term of this Confract, even if the Contractor was not in violailon af the time it submitted its affidavit.

ARTICLE 42. CONFLICT OF INTEREST

The Contractor represents that:

a) No officer, director, employee, agent, or other consuttant of the County or a member of the immediate family or
household of the aforesald has direclly or indirectly received or been promised any form of benefit, payment or
compensation, whether tangible or intanglble, in connection with the award of this Agreement.

b} There are no undisclosed persons or entities interested with the Coniractor in this Agreement. This Agreement
is enterad Into by the Contractor without any connection with any other entity or person making a proposal for
the same purpose, and withoul coliuslon, fraud or conflict of interest. No elected or appointed officer or official,
director, employee, agent or other consultant of the County, or of the State of Florida (including elected and
appointed members of the legislative and executive branches of goverament), or a member of the immediate
family or household of any of the aforesald:

} s Inferested on behalf of or through the Contractor directly or indirectly in any manner whatsoever in the
execution or the performance of this Agreement, or in the services, supplies or work, to which this
Agreament réfates or In any portion of the revenues; or

i) is an employee, agent, advisor, or constllant fo the Confractor or fo the best of the Contractor's knowledge
any subcontractor or supplier to the Contractor,

c) Neither the Contraclor nor any officer, direclor, employes, agency, parent, subsidiary, or affiliate of the
Contractor shall have an interest which is in conflict with the Contractor's faithful performance of its obfigation
under this Agreement; provided that the County, In its sole discretion, may consent in writing to such a
“relationship, provided the Confractor provides the County with a written nofice, In advance, which identifles ali
the individuals and entities involved and sels Jorth in detail the nature of the relationship and why i is in the
County's best Interest to consent fo such relationship.

d) The provislons of this Article are supplemental to, nof in lieu of, all applicabie laws with respect to conflict of
interest, In the event there is a differance between the standards applicable under this Agreement and those

provided by statute, the stricter standard shall apply.

g) ' In the event Contractor has no prlor knowledge of a conflict of inferest as set forh above and acqulres
information which may indicate that there may be an actual or apparent violation of any of the above, Contractor
“shall promptly bring such information to the alfention of the Courity's Project Manager. Confractor shall
thereafter cooperate with the County's review and investigation of such information, and comply with the
instructions Contractor receives from the Project Manager in regard to remedying the situation.

ARTICLE 43. PRESS RELEASE OR OTHER PUBLIC COMMUNICATION

Under no circumstances shall the Contractor without the express written consent of the County:

a) Issue or permit to be lssued any press release, adveriisement or llterature of any kind which refers fo the

Page 22 of 114

27



MIAMI-DADE COUNTY, FLORIDA REP-G0118

Couniy, or the Work being performed hereunder, uniess the Contractor first obtains the written approvat of the
County. Such approval may be withheid if for any reason the County believes that the publication of such
information would be harmful fo the public interest or is in any way undesirable; and

b) Communicate n any way with any contractor, departmeﬂt,'board, agency, commission or other organization or
any person whether governmental or private in connection with the Services to be performed hereunder except
upon prior written approval and Instruction of the Gotnty; and

¢) Except as may be required by law, the Contractor and its employees, agents, subcontractors and suppliers will
nol represent, directly or indirectly, that any product or setvice provided by the Contractor or such parties has
been approved or endorsed by the County.

ARTICLE 44, BANKRUPTCY

The County reserves the right to terminate this contract, if, during the term of any contract the Contractor has with the
County, the Contractor becomes involved as a debtor In a bankruptcy proceeding, or becomes Involved In &
reorganization, dissolution, or fiquidation proceeding, or if a trustee or receiver Is appointed over all or a substantial
portion of the property of the Contractor under federat banktuptey law or any state insolvency law.

ARTICLE 45, GOVERNING LAW

This Contract, Including appendicss, and all matters refating to this Contract (whether in contract, statute, lort (such as
negligence), or otherwise) shall be governed by, and construed in accordancs with, the laws of the State of Florida.
Venue shall be Miami-Dade County, ‘

ARTICLE 46. FIRST SOURCE HIRING REFERRAL PROGRAM

Purstant to Section 2-2113 of the Code of Miami-Dade County, for all contracts for geods and services, the Gentractor, -
prior to hirlng to fill each vacancy arising under a County contract shall (1} first notify the South Florida Workforce
Investment Board ("SFWIB"), the designated Referral Agency, of the vacancy and list the vacancy with SFWIB according
to the Code, and (2) make good faith sfforts as determined by the County fo fill a minlmum of fifty percent (60%) of Its
employment needs under the County confract through. the SFWIB. If no suitable candidates can be employed afler a
- Referral Period of three to five days, the Contractor is free to {ill its vacancies. from other sources, Contracior will be
required to provide quarterly reports to the SFWIB indicating the name and number of employees hired in the previous
quarter, or why referred candidates were rejected, Sanctions for non-compliance shall include, but not be fimited to; (1)
suspension of contract untll Contractor performs obfigations, if appropriate; (i} default andfor termination; and {jil).
payment of $1,500/employee, or the value of the wages that would havé been earned given the noncompliance,
whichever Is less, Registration procedures and additional Information regarding the FSHRP are available at
hitps./fiapps.southfloridaworkforce com/firstsource/,

ARTICLE47.  PUBLIC RECORDS AND CONTRACTS FOR SERVICES PERFORMED ON BEHALF OF A PUBLIC
AGENCY

The Contractor shall comply with the state of FL Pubfic Records Law, s. 1180701, F.S,, specifically fo: (1) keep and
maintain public records that ordinarily and necessarlly would be required by the public agency in order to perform the
service; (2) provide the public with access ta pubilc records on the same ferms and conditions that the public agency
would provide the records and at a cost that does not exceed the cost provided in Chapter 119, F.8,, or as otherwise
provided by law; (3) ensure that public records that are exempt or confidential and exempl from public secords disclosure
requirements are not disclosed except as authorized by law; and (4) meet all requirements for retaining publle records
and transfer, al no cost, fo the public agency alf public records in possession of the Contractor upon fermination of the
contract and destroy any duplicate public records that are exempt or confidential and exempt from public records
disclosure requirements. All records stored electronically must ba provided to the public agency in a format that fs
compatible with the information technology systems of the public agency. If the Contractor does not comply with a public
records request, the public agency shall enforce contract provisions in accordance with the contract.
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ARTICLE 45. VENDOR REGISTRATION/CONFLICT OF INTEREST

a)Vendor Registration; The Contractor shafl be a registered vendor with the County ~ Internal Services Department,
Procurement Management Services Division, for the duration of this Agreement. In becoming & Registered Vendor
with Miami-Dade County, the Contractor confimms its knowiedge of and commitment o comply with the following:

1. Miami-Dade County Ownership Disclosure Affidavit
{Section 2-8.1 of the County Code) 13. Environmenteaily Acceptable Packaging
‘ (Resolufion R-738-82)
2. Mismi-Dede County Employment Disclosure Affidavit
{Soction 2.6-1(d)(2} of the Counly Code) 14, W-9 and 8109 Forms
{as required by ihe Infernal Revenue Sorvice)
3. Miami-Dade Employment Drug-free Workplace
Cerlification 18, FEIN Number o2 Soclal Securify Number
{Section 2-8.1.2(b) of the Counfy Code) in order to establish a flle, the Confractor's Faderal Employer
igenilficaion Nurber {(FEIN} must be provided. If no FEIN exisls,
4. Miami-Dade Disabiiity and Nondiscrimination Affidavit the Social Secutlty Number of the owner or individual must be

(Section 2-8.1,5 of the Counly Code)} provided. This number becomes Contraclor's "Courly Vendor

Number’, To comply with Section 119.071(5} of the Florida
5. Miam/-Dade Counfy Debarment Dlsclosure Affidavit Stafules relating 1o the colleclion of an individuasl's Sodial
{Section 10,38 of the Counly Cods) Sacurily Number, be aware that the Gounty requests the Soclal

Securlly Number for the following purposes:

& Miami-Dadke County Vendor Obligation to County Affidavit Identification of individuat account records
»To make payments to individuai/Contractor for goods and

(Section 2-8,7 of the Counly Cods) services provided fo Miami-Dade County
= Tax raporting purposes
7. Miami-Dade County Code of Business Ethics Affidavit = To provide a unique Ideniier in the vendor database thal
(Section 2-8.1( and 2-11(h)(1) of the Catnly Cede through (6) and {8} may be used for searching and sorfing deparimentat
of the Counly Code and Section 2-11.1¢c} of the County Cocto) records
8. Miami-Dade County Family Leave Affidavit 16. Offfce of the Inspector General
(Article V of Chapler 11 of the Counly Code} {Saction 2-1078 of ihe County Gode)
9, Miami-Dade County Living Wage Affidavit 17. Smalf Busitiess Enferprises
{Seclion 2-8.9 of the County Cadg) The County endeavors 16 oblaln the paricipation of all small
business enterprises purstiart 10 Sections 2-8,2, 2-8,2.3 and 2-
10. Miami-Dade County Domestic Leave and Reporting 8.2.4 of the Counly Code and Tille 49 of the Code of Fedaral
Affidavit Regulations.
{Arfivie 8, Seclion 11A-60 11A-67 of the Counly Cetla}
11, Subconfracling Practices 18, Anlitrust Faws
(Crdinence 87-35) By acceptance of any contract, the Contractor agrees lo comply
with all anftitrust laws of the United Stales and the Stale of |
12. Subcontractor /Supplier Listing Florida, ) .

(Section 2-8.8 of the County Coda)

b} Conflict of Interest: Section 2-11.%(d) of Miami-Dade County Code requires that any County employee or any
member of the employee's immediale family who has a conirolling financial interest, direct or indirect, with
Miami-Dade County or any person or agency acling for Miami-Dade County, competing or applying for a
contract, must first request a confllct of interest opinion from the County's Ethics Commission prior to their or
their immediate family member's entering Into any contract or fransacting any business through a frm,
corporafion, partnership or business entity in which the empiloyee or any member of the employee's immediate
family has a controlling financial inferest, direct or indirect, with Miami-Dade County or any perscn of agency
acting for Miami-Dade County. Any such contract or business engagement entered in violafion of this
subsection, as amended, shall be rendered voldable, For additional information, please contact the Ethics

Commission hotline af (305} 579-2593.

ARTICLE 48. SURVIVAL

The parlies acknowledge thal any of the obligations in this Agreement will survive the term, termination and
cancellation hereof. Accordingly, the respective obligafions of the Contractor and the County under this Agreement,
which by nature would continue beyond the termination, cancellation or expiration theréof, shall survive termination,

¢ancellation or explration herso,
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ARTICLE 50. ANNUAL APPROPRIATION

The County's performance and obligation to pay under this Agreement is confingent upon an annual appropriafion by
the Board of County Commissioners, Cancellation will not cause any penally of expense to the County, except as lo
the porfions of payments agreed upon and for which funds have been appropriated and budgeted.
Service/Maintenance can be cancelled at any time that the Contractor is nofified in writing, al least thirty {30) days
prior {o cancellation, There will be no early termination charges from the Contractor for canceting service/maintenance
during the year,

ARTICLE 51. FORCE MAJEURE

Except as otherwise expressly provided herein, nelther party hereto shall be considered in defauit In the performance
of its obligations hereunder fo the extent that such performance is prevented or delayed by any cause, existing or
future, which In not within the reasonable control of such party including, but not fimited fo, acts of God or the public
enemy, fires, explosions, riots, strikes (not including strikes of the Contraclor's staff personnel), terrorism or war.
Notwithstanding the foregoing, the failures of any of the Contractor's suppliers, subcontractors, of the like shall not
éxcuse the Contracior's performance except o the extent that such failures are due to any cause without the fault and
reasonable control of such suppllers, subcontractars, or the like including, but not limited fo, acts of God or the public
enemy, fires, explosions, riots, strikes (not including strikes of the Contractor's staff perscnnet), terrorism or war.

ARTICLE 52, TECHNICAL SUPPORT PERFORMANCE MEASURES

The Counly has established performance metrics in regards to the technlcal stpport and maintenance services fo be
provided under this Agreement, Should the Gontractor not meet the required response or resolution timeframes for
the reparied issues as outlined with the Scope of Services (Appendix A}, the County reserves the option of assessing
penalties for failure of the Contractor to meet the response and rescluion times required.

Performance measure penalfies wil be apofied at the following rates:

Response Time $260 per day

Resolution Time o | $250 per day

Failure of Confractor to meet monthly service levels as stated within $600 per Incident
- Scope of Services

Failure of Contractor fo resolve or implement a County approved $2,500 per day

work-around within four (4) hours from nofification and approval from
MOAD of critical or major problems,

Thres or more documented complalnts In any gwen month from $250 par incident
Counly Management or Users regarding Confraclor’s responsiveness. ’

The County will advise the Contractor in writing of its intent fo assess performance measure penalties within 5 days of
becoming aware of occurrence of any delay. The time frame for measurement of response time and the resolution
fime shall begin at the exact time the problem was reported to the Contractor. The time frame for the repair shall
bagin as soon as the Contracior arrives at the site or begins work on the problem. Partial hours may be treated as
whole hours a the discretion of Gounty, and performance penalty amounts may be withheld from payments.
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IN WITNESS WHEREOQF, the parties have executed this Agreement effective as of the confract date herein sel forth

CONTRACTOR

oy JR e,
- MARCIA M. oSt
SITA

Name:

Tile: _
Date; (4 b@%’ﬂéﬁ o

Altest: )ﬁ/‘uﬂm [é7/ e
orporate Secretary/Notary Public
JANEAN BROWN
NOTARY PUBLIC
CO8B COUNTY, GEORGIA
ColbERMRISHRMENFIBES MAY 19, 2015

below,

MIAMI-DADE COUNTY

By:

Name: Carlos A. Gimenez

Tille:  Mayor

Date;

Aftast:

Cletk of the Board

Approved as fo form
and legal sufficiency

Asslstant County Attormey
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APPENDICES

= APPENDIX A -~ SCOPE OF SERVICES

e APPENDIX B - PAYMENT SCHEDULE

o APPENDIX C - IMPLEMENTATION TIMELINE (Undafed timefine- provided by SITA)
e APPENDIX D - DELIVERABLE ACCEPTANCE FORMS

* APPENDIX E- CHANGE ORDER FORM

e APPENDIXF - U.S. CUSTOMS AND BORDER PROTECTION "AUTOMATED PASSPORT CONTROL:
BUSINESS REQUIREMENTS" VERSION 16, August 2014

»  APPENDIX G —U.8, CUSTOMS & BORDER PATROL “AUTOMATED PASSPORT CONTROL SERVICE
TECHNICAL REFERENCE MANUAL (VERSION 2), DOCUMENT NUMBER 3209000-TRM V2

o APPENDIXH-U.S, CUSTOMS & BORDER PATROL "AUTOMATED PASSPORT CONTROL SERVICE
(RELEASE 2.0 V4) INTERFACE CONTROL DOCUMENT{DOCUMENT NUMBER:3208000-ICD)

e APPENDIX!- SOFTWARE ESCROW AGREEMENT'(Acfua! Escrow Agreement Form fo be executed Lpon
Final System Acceptance as defined in Appendix A)
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APPENDIX A - SCOPE OF SERVICES -
Automated Passport Control Kiosks

Summary

This Scope of Work (*SOW) incorporates the Contractor, "SITA™s Proposal dated September 24, 2014 (RFP-0018)
for the Miami Dade Aviation Department {MDAD) Automated Passpori Control Project. Therefore this SOW together
with the Proposal forms the complete Scope of Work fo be performed by the Contractor under the terms of the
Agreement, including ali clarifications and changes fo the Proposal identified below, For the avoidance of doubt, upon
any corflict in the Proposal and in the terms of this SOW, the terms of this SOW shall control.

Start of Implementation
1.1, implementation of the Service(s) wilt start within 10 working days from the Effective Date of the Service
Agreement.

Project Organization and Staffing

21 This section provides additional detalls to Section 7.2 of SITA's Proposal. Additional details are provided in
the organizational structure. SITA wilt provide an experlenced implementation team with a Project Manager
and Implementation Engineers, The slze of the team is dependent on the number of kiosks to he deployed
In a single phase, but generally one project manager and two Implementation Engineers will be assigned.

Dan Ebbinghaus
VP GSL Soiution Line

Rick Coffelt
Head of Delivery
GSL (Rest of World)

Rainer Berger
Project Portfolio
Directar

e — — — —-p Bcb Rivero - — —
/ Sr Project ™
Manager

I
I }

Rudy Hofman

Lead Alberio de la Hoz Erle Barrie
Impiementation Implementation ! Impiementation
Specialist Speciallst <y Specialist
v /
\H‘—'—‘—‘—“-'—___"‘”'J"‘W““.:.H'““"‘: ———————————— -
(a) The Project Delivery team fisted above will be deployed against the indicallve project

implementation schedule below, During the course of the project, the Projest Manager will be on
site in Miami approximatety 50% of the project and the implementation Engineers witl be on site
in Miami for approximalely 75% of the project time,
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3.1

3.2

4.1,

4.2,

RFP-00113

Implementation Strategy

Sections 9.3 fo 9.7 of the Proposal highlight SITA's Implementation strategy. SITA understands that
delivery will include the installation of up to 144 Phase ill {ail ADA/ section 508 compliant, including
accessible to the sight impalred) APC Kiosks In the US Customs and Border Protection (CBP) Federal
Inspection Station (FIS) at Miami International Airport (MiA), Miami, FL, USA to an operational and CBP
certified level, The following phasing schedule is the perceived deployment schedule however SITA will
remain flexible to work with M2AD to adjust phasing and volumes based on the needs of the Customer.

Phase ! 36 APC Kiosks- Initial Purchase

Phase Il 36 APC Kiosks {12-18 months after initial purchase)
Phase lll: 36 APC Kiosks (24-30 months after Phase If)
Phase [V: 36 APC Kiosks {12 months after Phase Ili)

Software configuration shall colloct ali Phase {lf Information needed by CBP and shall be fully compliant
with CBP's most current “Aulomated Passport Contrel Sarvice: Technical Reference Manual (CBPTRMY',
The Inifial phase of kiosks wilt be LPR compliant and follow the guidelines of the CBP Business
Requirements Version 16, Compliance with future versions of CBP Business Requirements will be
addressed through the Change Control process.

County Responsibilities during implementation

County responsibilities in Section 10.2.2 and Section 16 in the Proposal are revised below, The County
requirement for escorting support listed in Section 16 of the Proposal is removed.

(8) Acoess to the kiosks to SITA or SITA 3rd party enginsers in order to analyze and troublashoot
incidents on the products during the operation of the service; ‘

{h} Construction works required for the mounting of the access gafes or kiosks to the floor at the
required focations; and

(¢} Secured stable power and Local Area Network {LAN) connection to each Installed access gale

* or kiosk.

(d) Instaliation of powsr connections in accordance with local safety staridards, one connection per
access kiosk including a power cord Jong enough to reach the access kiosk connector;

(e Fioor strengthening, if necassary

] Preparation of fixing points for securlng the access kiosk in accordance with the standard SITA
mounting.

() Network access to the kiosks and e-Pass Monitoring Server(s) in order that remote SITA support
staf can access and troubleshoot issues rermotely

{h) Staff to direct and assist passengers duﬁhﬁ the operational phase of the project

)] Agreement {o Project Plan

A project plan will be prepared by the Confractor and agreed with the County at the beginning of the
implementation for each phase.
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Change Control

Section 9.5 of the Proposal oufines Scope and Change Management. The below section provides
additional detail on Scope and Change Management, Durng the Implementation of the Service(s), any
work that is required fo be performed over and above the work stated in this Schedule, shali be performed
following an agreement between the parties on the scope and any related consequences (for the Charges,
the Project Plan, efc) arising out of or in refatlon to such additional work.

Each parly may request additional work over and above the work stated in this Schedule, using the change
request form (Altachmeni 1) which will be provided al the time of contract agreement, signed by
appropriately authorized representatives of the parties.

The following process shall apply to any changes In scope Identified between signature of this Service
Agreement by the Customer and the cutover of the Service(s):

{2y Change Request Made by Customer

53.a1. Changes requesied by the Customer shall be submitted fo SITA using the Change
Request Form for SITA fo assess fhe impact and cost. SITA will aliocate a change
request number, If the analysis of the Impact of the change andfor the development
of the solution requlres the allocation of resources and involves significant cost, SITA
wili submit a price for this work to the Customer. The Gustomer formal agreement fo
pay for the work must be obtained before the work is carried out,

5.3.a2. If SiTA s unable o impie'ment the change requested, the Change Request Form wilt
be refumed to the Customer indicating the reason{s} in detail.

- 53a3. When the costs and impact of the change have been assessed SITA Wil relum the
Change Request Form lo the Customer for acceptance. If Customer does not accept
the change it will return the form completed with the reasons for non-acceptance.

(D) Change Request Submitted by SITA

5.3.b.1. If achange is requested by SITA a completed Change Request form wilt be submilted
to the Customer for acceplance. If the Customer does nol accept the change the
form will be completed as Nol Accepted and returned to SITA.

(c) Authorizations and Approvals

53.c.1. If'the change is accepted the Change Request Form will be signed by an authorized
reprasentative of the Customer and SITA. The authorized Change Request Form
shall then become part of this Service Agreement, as an amendment fo i,

Acceptance Testing

As part of the project planning, SITA will specify and agree with the Customer the Acceptance Testmg
cﬂteria and the execution of the Acceptance Testing.™ .

The check st provided In Section 16 to this Addendum Is an enhanced acceptance check list and replaces
the check list provided In Appendix D to the Proposal

Any Accepiance Tesling document(s) issued by SITA shall mclude acceplance certificate(s) to be signed
by the Customer to document successful completion of Acceptance Testing.

{a) SITA wilf provide two Customer acceptance forms for formal acceptance. The initial acceptance
form documents completion of pre-go live acceptance testing and is provided prior to formal
production Jaunch and the start of the 30 day warranty pericd. The second acceptance form wil
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document successiul completion of the 30 day warrénty period and full customer accepiance of
the solution.

Project Approach .

64,

The project management and project implementation approach discussed in SITA's Proposal (Secfion 9) Is
revised lo include: '

fa)  SiTAwil review the existing infrastructure prior to each phase to ensure it is adequate to support
the planned implementation, If the infrastructure is not sufficient SITA will recommend upgrades.
SITA and MDAD will implement agreed upgrades under thelr individual purviews.

{b) With early notification of a forthcoming implementation, SITA can further expedite items such as:
Architectural Design reviews, SSL Ceriificate extensions, Standard Maintenance and name
identifiers. .

Maintenance and Support Level Definitions

Pursuant fo Section 17.1, Maintenance and Support Level Definitions, of SITA's response, the following is a
replacement for the support of the APC kiosks:Priority 1:

Priority 1 is reserved for all Incidents, which disable the proper operation of the complete system. SITA's

response is targeted to restoring the service to operational capability, and includes but is not fimiled to:

a) Troubleshoofing and isolalion of malfunctioning equipment including flaws caused by software
malfunction or operatorfuser error, to full resforation;

b) Replacement andfor cn-line repair of failed equipment.

This conslists of hardware break-fix and the provision of any physical andfor logical intervention of any SITA
provided system or Infrastructure at a customer location. Various services are provided to support cuslomer
sites:

= Providing the appropriate on-site skills fo perform unit repair or unit exchange in accordance with the
SITA contract and/or manufacturer's instructions. SITA will ensure that the appropriate fevel of training
and skilfs are available to refurn equipment to full usability. : '

= Providing problem analysis, including identification of the source of the Preblem.

= Obtain a replacement unit or compenent parts from the stock of avalable maintenance spares, or

directly from the manufacturer when necessary.

= Restoring hardware fo a working state with Its functioning Operating System by exchange, physical
repatr, and adjustments of equipment and components. :

1.A4  Prority 2:

Priority 2 Is reserved for Incident, which teave the system operational, but reduce the operational capabiity of
the SITA sclutlon.-SITA’s response would include:

a)  Off-line repalr or refurn of falled equipment to the repair center of the manufacturer,
b} Provision of scheduled updates andfor system recall of hardware as dictated by Manufacturer or SITA;
¢} Hardware and firmware upgrades to alf specifled equipment, as required by SITA.
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d) Troubleshooting and isolation of malfunctioning equipment including flaws caused by software
malfunction or operalorfuser error, to full restoration;
&) Replacement and/or on-line repair of failed equipment.

1.A2

Plority 3:

Priority 3 is reserved for an Incident, which impacts one klosk:

a)  Off-line repair or return of falled equipment fo the repalr center of the manufacturer;

b} Provision of scheduled updates andfor system recall of hardware as diclated by Manufacturer of SITA;
¢) Hardware and firmware upgrades to all specified equipment, as reguired by SITA,

d} Replacement and/or on-iine repair of failed equipment.

Level 1 and 2 Support Team

Pursuant to Section 17.2.3, Level 2 Support Team, is amended fo be tiled Level 1 and 2 Support team, and is
replaced with the following:

Lavel 1 Support Team will be responsible for the following:

L

Hardware support
Incidents Management together with SITA's SPOC
Technical support and assistance in the use of SITA products

Preventive Hardware maintenance and support of all nstalled equipment and make sure that it is
working as expected

Hardware replacement, when required
Knowledge transfer o customer staff

l.evel 2 Support Team will bs resporsibie for the following

a

Technical support including Identification and escalation of Problems, and Incident analysis.
Corrective maintenance for all SITA provided Hardware and Software

Warranly and spares management ‘

Confact of other support groups to ensure resolution of Incidents or Problams

interface with others S}"r!'s'tems, networks and operating environments, as required fo resolve Incident
and Problems or implement Changes

Knowledge transfer fo customer staff
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Servica Level Management

8.1, Pursuart o Section 17 .4, Service Level Management, of SITA's response, the following charts replace the
Priority Level definifion and the Service Level Agreement tequirements, which SITA will use for the support

of the APC kiosks:

Priority Level Definition

1 Business efficiency | System fallure that completely interrupts the critical business processes,
impact affecting alf users.
. »  System faillure that partlally interupts or degrades business critical
2 i?:};sér;ttass high pracesses and thers is no allernative available.
pact e Anincldent affects mulfipie users.
= System failure that intersupts non-critical business processes,
3 Business  oiitical | »  Failure of a system or component bul alternative available at customer
impact location,
e Incidents affects single user, and a workaround is available.

Service Level Agreement;

B

1 10 minutes 2 Hour 15 minutes
2 15 Minutes 4Hour 1 hour
3 1 Hour 6 Hour 2 Hour
9.2. in addition the following should be added to this Section 17.4, any Incldent that last more than the defined

Resojution Time in the Service Level Agreement will be escalated Into Level 2, and if Level 2 is unable o
resolve the Incident within 2 hours, then they will engage Level 3. The frequency of the stafus updates are
defined by the Service Level Agreement and will remali-effective uniil the Incident is resolved.
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Resolver Group Escalation:
Level 1 Service provided by the onsite team who will investigate the
reported error and make best efforts to correct the problem
Level 2 Level 1 will engage Level 2 Technical Support fo troubleshoot for
resolution
Level 3 Level 2 wili engage Level 3 Technical Support to troubleshoot for
resolution

Management Escalation:

gy e

Level 2 SHie Administration

Contact: To be confirmed upon hiring -

Level 2

Lelfa Gaines

Sr. Manager, Service Oparations
Miaml

+{ 786546 5872

Staffing Details

Level 3

Marcia M. Gipson

Vice President, Service Operations
The Americas

+1 404 229 6906

All hardware and software maintenance is the responsibility of SITA. SITA will hire two (2) Leve! 1 Technicians with
Phase |, or the first 36 kiosks. Further one (1) additional Level 1 Techniclan will be added with each of Phase Il and
Phase |V, This will provide a total of four (4) additional Level 1 Technicians across the four Phases of 144 kiosks.

9.3, SITA will hire one (1) Leve! 2 Administrator during the first year of the agreement al SITA's expense fo be
dedicated to Miaml, The work schedule for the Level 2 Administrator would be durlng nomal business
hours, Monday through Friday, and would be available and on call during alternate hours.

The shift schedule for Technicians is as foliows:
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Sunday

Monday

Tuesday

Wednasday b

Thursday

Friday

Saturday

This schedule is subject to change based on passenger flow, and Is subject to staff being aliowed into the FIS areas
during the US CBP down timas, Any adjustments will be made in collaboration with Miatni-Dade Aviation Depariment o
_ ensure we have optimized coverage.

Train_ingj

This section updates the proposed training approach-and applies to each phase of the APC Kiosk pragram. .
Pursuant to Section 18, SITA's Approach to Training, the followlng statement is updated:

To facilitate training, MDAD will need fo. provide a training class room with projector, The training will consist
of the class room training, followed by hands on APC Kiosk and Ambassador Application training.

In addition the {able below provides the details of the class room training courses {o be provided.
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9.4, APC Kiosk End User
Titte: T APC Kiosk End User (GSL 001}

Description: This course is designed to fraln airport ambassador and CBP staff to become
familiar with the APC solution. The training session will be broken into a class
room session and hands on Kiosk sesgion, in the FI1S area. This course [s run
as part of the initial handover by SITA education and professional services {2x

trainers), -
Wc:ontent: % The SITA APC Kiosk
. ® The APC procéss

P information videos, processes and benefits

@ Referral & Exception handling
* Queue reporting
0 Outage reporting

% Contingences
g Using the system and completing full transactions
5 Training on receipt paper replacement

« Training {o identify, what to look for when a Kiosk may require cleaning

Audience: Airport operations ambassadors & CBP staff
Class Size: 20
Pre-Requisites: " Familiarity with Graphical User Interfaces (GUI) and touch screen self-

service sysiems
s Knowledge of the airport and CBP {rasources, processes, etc.)
+  FIS area acocess '

Documentation: PowerPoint slide deck and APG process manual for each student

Location: A Customer or Airport User-provided fraining room

Duration: % Business day
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9.5, APC Kiosk Train the Trainer

“Title: APC Kiosk Train The Trainer {(GSL 002)

Bescription: This course is designed to train tha trainer. The courses consists of the *APG
Kiosk End User” with technical / operaticnal and administration. Upon
completion the trainer will be able to run their own internal APC fraining
courses, This course is run as part of the initial hahdover by SITA education
and a senior deployment specialist from professional services (2x trainers).

As per "APC Kiosk End User” course with the following:
" The SITA APC Klosk — Admin Leve)
s The APC Process — Eiigibility and Triage Questioning

“Content:

« Operations training - Referrals and Excaptions
% Technical training — Operation and Support

% Adminfstration training - Kiosk Management System

Audience: - Terminal Operations Managers and Senior Agents

Class Size: 20 (max)

Pre-Requisites: Knowledge of Computers, Graphical User interfaces (GU1) and Touch screen
Self Service Systems

Understanding of CBP and FIS area processes / procedures.

“Documentation: PowerBoint siide ook
APC process manual
APC Kiosk Technical manuals (Including maintenance documents)
FIS atea access

Location: A Customer or Airport User-provided training room . -

Duration: 1 day
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CHANGE REQUEST FORM TEMPLATE

Change Request Form
Number:

Coniract Name;

Parties:

Reference no:

Effective date (if known):

Title of the proposed Change:

Service(s) to which the proposed Change relates;

Description of the proposed Change: [Describe the proposed Change in detall with an explanation of its
imporiance] [Aftach supporting information if appropriate)

Clause(s} and/or schedule(s) of the Contract which will be modified (if any): [if necessary, provide
wording of any new / amended provisiong] ‘

[ ] Cost [ iDocumentation
[|Delivery date / timetable / other date [iTraining needs
CIFunctionaiity [_iThird Party
[(JPerformance [iOther {please specify)
[MRresources ‘ :
[CJother system
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Executive Summary

SITA is pleased o provide the Miami-Dade Aviation Department (MDAD) with a commercial proposal for the provision of
Automated Passpart Control Kiosks (APG) with Phase IIi functionality, Support and Maintenance of APC, and Defvery and
inctaliation of APC in the US Cusloms and Border Protection (CBP} Federal inspection Station (FIS) of Miami International
Alrport (MIA), Miami, FL, USA.

The proposed solution is the SITA APC salf-service klosk to ardomate the capiure of travel documents, biometric and customs
declaration data as required by the US Customs and Border Protection Ageney (CBP) for Immigration processing of US and
Canadian cifizens enlering the United States as well as visitors (ron US and non Canadlan) from those countries which
participate in the Visa Waiver Program (VWP) and have fled a iravel authorization via the US CBP Elecironic Travel

Authorization System {ESTA).

The current 36 APC units installad and operational in MIA are the same SITA APC Klosks we will offer in this respanse o the
proposal,

SITA is proud to confirm that tha proposed solution conforms o the requirements outlined in the RFP. The APC Kiosk features
alt the components, software and quality assurance ctiteria 0 ensure stalo-of-the-art of biometric dafa captuse to meet
specifications for Automated Passport Confrol.

The primary functions of the kiosks are as follows:
»  Caplure and validation of travel dosument (passport} data
s Caplure face and fingerprint biometric data, for Visa Walver visitors
e Caplure customs declarafion data, replicating current CBP declaration farm
s Transler the dala to the CBP Aatomated. Passpor Gontrol system
* Print & receipt for presentation at the CBP officer

Unlike other market approaches for ARG kiosks, the SITA solution utllizes a proven market solution deployed worldwide in the
automated border contral systems industry. SITA is committed to providing the most advanced solution possible for its clients.
We look torward {o continuing to provide unmatched service and an unparalleled product solution to Miami-Dade County.
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2. Organization Chart

5.1 Technical Support Services Organization Chant
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5.2 Management Structure and Assignment of Work

SITA's structure provides a single end to end program owner who reaches across fhe SITA organization o
ensure our customers recelve the highes! level of support. Beyond the program owner, thefe are specific
personnel assigned with unique qualifications and fields of specializallon. These fields of specialization
include Customer Relatlonship Management, Custorier Service Management and -Defivery. The key service
areas are specifically Customer Service Management and Delivery,

Overall APC Program Ownet — Ray Batt

Overal! Customer Relationship Owner - David Menzel

Detivery Portfolio Owner — Rainer Berger

Head of Delivery — Rick Coffelt

APGC Program Senior Customer Service Manager - Leila Gaines
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EXPERIENCE AND QUALIFICATIONS OF KEY PERSONNEL

Key Technical Support Management Personnel

The Local SITA Global Services feam consists of the following individuals who will be on-site to support and
manage the operation once the project is delivered and accepted. Key personnel are lead by Mrs. Lella
Galnes Senior Manager of Customer Service and Local Site Administration, who will successfully manage the
Level 1 and Level 2 operations for the project. Also included in our support solution will be Local Siie
Technicians from a pooled group of local on-site resourees.

In order to suppor! the operation requirements outlined in the RFP, as well as compiy with the SLAs, we will
add resources to the staff with each incremental procumbent phase of the kiosks, Our pricing reflects the
incremental resaurces associated with this effort,

Beiow Is a RAC! Chart which defineates the responsibiiities for the support staff,

5 5
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=2 g g
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- @ § % 8 2
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Change Managemsent >¢ %]
" | Preventative Maintenance ><
Consumables Replacement for the Kiosks o
Remote Monitosing of the Kiosks e
e N
(=]
= .
Monthly Reporting @ >

Leila Gaines- Geography Sr. Manager Service Operations —
Key Responsibifities include:

Organize, lead, motivate and develop a professional team of Service & Infrastructure Operations staff, manags
Service Oparations support to internal and external customers in accordance with the terms of the customer contract
and Service Levet Agreements (SLAs), manage the correct functioning and maintenance of ali internal and exlernal
systems and products serviced by Service & infrastructure Operallons
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APC Responsibifities

Act as the customer Single Point of Contact (SPOC), when required, co-ordinate the scheduling of intervention with
customers and internal résolver groups ensuring the highest level of customer service and communications are
maintained to resoive the faull and incident within the prescribed SLA, ensure shortest restoral times possible,
initiating the timely escalations fo specialized resolver groups Inside and outside SITA, according to the customer
contracis, SLAs and monitoring requirements, ensure the Service Operations team adheres to the highest working
standards for all incidents and problems by providing guidance, support and direct management, manage the first line
responsibllify and budgets for the different teams under Service Operations, including quality of service provided and
escalallons, manage local suppliers in the provision of services for the SITA Service Operations center and repost on
services provided to management, identify knowledge and documentation gaps, and ensure there is a process {o get
up-to-date information through a knowledge reposifory,

SITE ADMINISTRATORS KEY RESPONSIBILITIES
APC Responsibilities include:

To ensure the correct functioning and malnienance of all infernal and exteral customer [T equipment and services,
when required, act as the customer SPOC and co-crdinate the scheduling of the onsite intervention with Customer's,
Infernal resolver groups, and local Field Operations resources ensuring the highest level of customer services and
communications are maintained {o resolve the fault and incident within the prescribed SLA, manage the replacement
of faulty equipment through the use of spares, and ensuring the timely replenishment the spare according to
prescribed avallabiity and sparing policy, carry oul site surveys for new customer premises for preparation: for new
product and services Instaliation under the guidance of senior team members, adhere to industry best practices in
order fo deliver quallty Field Operations, reporting and escalating all observed probfems 1o proper SITA operational
escalation points, carry out preventive mainfenance of equipment In accordance with agreed schedules and to
manufasturer specifications, report on the monthly performance of the workshap and provide feedback to the Global
Operations regional management teams, fo ensure the field services team adheres to the highest working standards
for all inferventions and repair targets by providing guidance, support and direct management, manage the firsi line
responsihility and bucgets for the local maintenance facllity, fleld operations service provided and escalations, perform
tests on hardware and software components and be responsible for the co-ordination of local acceptance testing with
the customer and 3rd parties, supervise staff and ensure adequate training and development is provided {o them and
carty out annual reviews and input into performance appraisal process, ensure day-to-day supervision of activities of
a group of individuals by providing appropriate personal support fo enable co-workers to function to their operational
polential, confirm and prioritize day-lo-day tasks, as and when needed, coach fellow co-workers o operational issues
relying ot strong working knowledge of the activities in the group, in consultation with the line manager, support and
report on the adherence to local standard policies and.procedures (absence tracking, sick leave, overlime,
confidentiality), ensure that alf staff provide the required Field Service incident and change data and that it is recorded
in the correct fields in the Service Management Tool records for alf assigned Incidents & Change Orders.

SITE TECHNICIAN KEY RESPONSIBILITIES
APC Responsibliifles Include:

Garry ouf locai repairs of faufty eguipment and services o the highest standards and co-ordinate the resolution with
the approptiate resolver group, ensure shortest possible repair cycle by initlating the imely retum of faulty SITA and
Customer equipment according fo the customer maintenance confract and SLAs and monltoring closely the
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replacement of faulty ftems and spares, manage the replacement of faulty equipment through the use of spares,
monitoring and manage consumables for the Kiosks, reporting and escalaling afl observed problems to proper SITA
operational escatation points, carry out preventive maintenance of equipment in accordance with agreed schedules
and to manufacturer specifications, report on the monthly performance and provide feedback io the Operations
reglonal management teams, perform fests on hardware and software components and be responslble for the co-
ordination of local accepiance testing with the Customer, assist with Change order was needed and directed by the
customer and 8ITA Senior Management staff,

KEY PROJECT PERSONNEL AND PROJECT ORGANIZATIONAL STRUCTURE

The project organization for the Miamé Dade County APC implementation program includes senior level Project
Managets and uniquely qualified implementation Engineers that have a direct line into SITA senior fevel management
fo enstire complete success of our projects, A typleal project structure would have a Senior Project Manager and
appropriate Implementation Enginesrs fo support the quantity of kiosks required by the custcmer,

The Miami Dade County RFP specifically defines a potential four phase implementation of 36 kiosks for each phase.
This phased approach will require a single Senior Project Manager and two Impiementation Engineers in each of the
phases. All of our primary defivery team members have previous experience with implementation of APC kiosks in
Miami. Our team maintains the appropriate badges for MiA and FIS, which will help ensure an expedited, low risk
implementation, SITA also has the ability to augment the primary team as necessary fo ensure crifical milestones are
achieved. :

SITA Business Review
Program Owner
Customer Owner
Head of Delivery and
QOperations

e —— . Bob Rivero - — — — — -
s Sr Project : : \\
{ Manager : I
| | !
| f i ] :
} Rud{:acgman Albarto de la Hoz Erlc Barrie i
Implementation Implementation |

1 implementatlon Speciali -

T pecialist Speclalist |
1\ Specialist i
~ 7

e o am — ———— A T M i e T W e et P - —
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Bob Rivero, Senior Project Manager

Senior Project Manager with experience delivering projects where high performance and a commitment o customer
satisfaction are paramount. Over ten years of Information Technology experience In project management, business
analysis, consulting, software development, programming, training, and marketing supporl. Capabifities include:

Project Manager a disciplined approach lo plan, organize and manage projects. Managed application and
infrastructure projects and provided clients efficient cost-effective solutions across mulfiple industries including airline; -
financial services: retail; software; government; mining and manufacturing including legacy mainframe systems.

Technical Manager Contact belween software engineers and customers, managed the customer serviceftrouble ticket
system for defect tracking and enhancement requests for infrasiructure projects; as release manager co-developed
and co-manage the release criteria with IBM, our development partner, for every majer product release.

S1. Business Analyst analyzed business processes and continually proposed innovative sofufions.

Software Developer developed software solttions In the healthcare; airine; retail; aerospace, food service; softwars;
industries including legacy mainframe systems.

Markefing Suppori experienced in direct / partner sales of software and solutiors to technology and G-level managers.
Excellent written and verbal communication skills

SITA APC EXPERIENCE

Ménaging the delivery of over 100 Automated Passpori Control (APC) Kiosks projects to multiple international
airports In the US and overseas. Work in parinership with MIA, kiosk vendors and US Customs and Border
Protection {CBP) to deliver the projects on time and under budget.

Rudy defman,-Lead Impiementation Specialist

Seasoned IT professional with a comprehensive business and technical skill set that includes experiise in; project
management, business process improvemeni, database degign and development, leadership, team management,
process modeling, customer service analysis, network design and the airfine industry.

Technical Engineer; Senior field enginesr for & worldwide data communications upgrades Involving alrport and airline
customers, speclalizing In processes, procedures and fechnical knowledge. Managed large site instaliations from pre-
stage fo final go live. Versallle experience working with local vendors and new sifes on cabling, network designs,
construction and implantation pians issues.

Database Administrator/Developer:. Designed, developed and malntained an online Microsoft SQL Server dalabase
with ASP front end for use by a worldwide feam supporting a major dala circuit migration. Designed SQL queries and
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SSIS packages o provide stbsets of data for display fo users. Developed a MS SQL database with ASP.NET front
end to streamline the data enfry and data fracking process with business rules built-in fo ensure data integrily.
Developed customer reports for use by management for business management, Developed cost analysis reports and
automated alerts based on business rules which eased customer maintenance and properly management issties.

SITA APC EXPERIENCE

Successfully depioyed more than 100 APC Kiosks for US airports while working closely with customers and vendors
to ensure prompt delivery of equipment, Has worked with vendors’ technicians to promplly asserble, update and
deploy kiosks. Coordinated with Customs and Border Protection to successfully test and place info operations the
kiosks. Continually works 1o ensure the prompt and accurate defivery of specified hardware and software to guarantee
all project requirements are met,

Alberto de 1a Hoz, Implementation Specialist

Experlenced Miami based [T. professional with a full fechnical and operational lifecycle of Government Security
Sojutlon projects Including system design, software and hardware installations, network configurafions, airiine and
government cerfifications and other technical support requirements.

Lead Implementation Specialist: Translated and aligned technical, business and operafional requirements of GSL
Border Management syslems by providing technical implementation support to Government Securlty Solution
Biomelrics projects. Implemented and supported installafion of the blomefrics hardware, core hardware
components, implementafion of software as per Instaliation and configuration. Coordinated with cross functional
teams and third party providers o ensure project technical implémentations are done in accordance with approved
designs and keep within the customer agreed requirements,

Lead Support Analyst: Resolved system and network configuration issues and act as a aison between the company
and clients, identifying network lssues and requirements customers may encounter. Implemented and supported of
deskiop devices, applications, peripherals, network devices, alriine specific equipment (Kiosk, Flight Informatlon and
Checking Systems, Bag tags and Boarding Card Prinfers, Remp Information Display Syslems and Prinfers) usin'g a
varlely of airfine, proprietary checking and baggage tracking software,

SITA APC EXPERIENCE

Successfully deployed more than 30 APC Kiosks for US alrpords.while working closely with customers and vendors 1o
ensure prompt delivery of equipment. Has worked with vendors' technlolans o promptly assemble, update and deploy
kiosks, Coordinated with Customs and Border Protection to successfully test and place into operations the kiosks,
Continually works to ensure the prompt and accurate delivery of specified hardware and software to guarantee all
project requirements are met,
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Eric Barrie, implementation Specialist

Over 12 years of experience In planning, developing, and implementing state of the art information solutions
facilitaiing corporate growth. Full project lifecycle instaltations and upgrades of server including projecl management,

technical expert, and solutions adviser

implementation Speclallst; Interpret and support tecrjnic:al. business and operational requirements of Government
Security Solutions Line (GSL) iBorders solutions by providing technical impiementafion support. Successful at
developing long-range plans and managing application integration / data networking projecis across mulliple
platforms.

Prolect Manager: Managed hardware assessment and IT environment readiness projects in support of hospital
clistomers’ clinical IT application upgrades. Project management and planning including contract oversight, activation
and reporting, forecasting, time approval, scheduling, pricritization and dashboard tracking.

St. Syslems Administrator Project manager for multiyear data archive restoration project. implemented virtualization
anvironment uiiizing technologies such as VWmare ESX hosts, Network Attached Storage (NAS), 1SCSI storage and
Fiber Channet (FC) slorage used. Pravided 3:d leve! support for multiple software vendors,

SITA APC EXPERIENCE

Successfully deployed more than 30 APC Kiosks for US airports while working closely with customers and vendors to
ensure prompt delivery of equipment. Has worked with vendors’ technicians to promplly assemble, update and depioy
kiosks, Coordinated with Customs ard Border Protection to successhully test and place info operations the kiosks.

Confinually ‘works to ensure the prompt and accurate delivery of specified hardware and software fo guarantee all
project requirements are met.

The profect management and delivery lead for this project will be Mr. Rivero and Mr. RUdy Hoffman. Mr, de la Hoz wil
work directly with Mr. Hoffman. Mr. Barrie will be specifically designated to augment if necessary. '

ASSIGNMENT OF WORK OF PROJECT TEANM
SITA will provide a focused team to deliver each of the phases required by MDAD. While Miami-Dade County has
suggested that the APC Kiosk program will be done in phases, SITA also has the abliity to be flexible to support a

more rapid or larger quantity implementation as needed. Some of the speclic roles of the SITA project delivety team
are identified in the RAC! befow. =
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APPROAGH TO PROVIDING SERVICES

Project Management Methodology and Strategy

In the following section we explain the Methodology we will utilize in the deployment and management of the APC
kiosks. Also included in this section is information related fc SITA’s project methodology and/or project approach,
training approach as well as the change management approach; all of which .confirm our ability to manage the
deployment and the maintenance of the APC kiosks at MDAD,

Project Management Methodology

SITA’s Project Management methodology is based on the Project Management institule® (PM) Project Management
Body of Knowledge® {PMBOK} Fourth Edition, which provides a comprehensive structure for the overall scope of
project management activities, As an augmentation fo our siructured Project Management Methadology, SITA has
developed & Standard Delivery Process. Together, the methodology and delivery process puts forward a "best in
class” service to our customers, '

Our service model mmzes proven processes and methodologies buitt on [TIL (IT Enfrastmcture Ltbrary} best pracilces.
Key operational objectives of SITA's service model include:
o Focusing on first time fixes

o Making use of remote diagnostics and fixes whenever possible to reduce cost and minimlze
downtime

s Oplimizing the use of iT Assels
s Softwars management and control

»  Standardization and simplification

APC KIOSKS - SCOPE OF WORK TO BE DELIVERED

SITA will provide an experienced Senior Project Manager to-werk collaboratively with MIA enstring provisions of this
proposal are quickly and efficiently fulfiled. SITA will provide four phased deliveries of APC kiosks under this request
and will utilize its experience with MIA and the US CBP io ensure the kiosks are rapidly installed and ready for
operation, Please find detailed cut sheels with clearly marked dimensions of the APC Kiosk in Appendix B,

Proiect Kick-Off Phase

It is important at the start of any project fo establish the main pro;eci players, stakehoiders and project
governance, SITA does this during a structured project starl up phase. SITA, SITA-parftners and key
customar stakeholders will piay Important roles in sefting up this project to be successful. Areas of focus
durlng the Kick-off Phase are;
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Project Kick-off

Main Stakeholder identification
Agreed Project Plan
Govemnahce

Communications Plan

Rlsk Management

Project Change Management
Roles and Responsibilities

Base lined Project Schedule

Project Work Tasks

SITA will be responsible for performing tasks throughout various stages of this project, The following is a list
of these tasks which wilt result in the successful completion of this project: '

Project management

Delivery and Instaliation of certified APC Kiosks (all ADA / section 508 Compliant, including
accessible fo the sight impaired) at MIA

Software configuration shall collect alt Phase Hll information needed by CBP and shall be fully
compliant with CBP’s most current *Automated Passport Conrof Service: Technical Reference
Manual (CBPTRM)".

Install and configure the Kiosk solution locally &t the afrport to integrate with CBP
Provisioning and Installation of Reparting and Management software as per specification
Pravisioning and Installation of rack-meuntable reporting and monitoring (RMS) server .

Final Infegration and on-site festing with the CBP APC In accordance with the CBP
OIT On boarding and Integration Testing process and agreed site OAT test plan

Acceptance testing in acgordance with the GBP OfT Integration Testing Plan
Local Go Live it

Transition to on-site operational support with on-site training
Support during the initial operational phase and operations

Maintenance-Manuals - electronic files and required hard copies
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IMPLEMENTATION STRATEGY

Delivery Schadule

SITA's proposed dedivery schedule in Section 4.10 provides a detailed phased view of major deliverables
envisionad for he project and Is representative of the more detailed project schedule that will be finalized
during the first two weeks after project award. This phased approach is repeatable for as many phases as
Miami-Dade County deems necessary to meet its business goais.

Key contributors and focus areas {o successful Delivery

SITA ufilizes Its past experience with Jarge scale aiport projects, as well as current APC project
deployments to define key metrics. Due to the decentralized architecture of our Kiosk System, SiTA is able .
fo. start acceptance testing when the very first kiosks are delivered and installed. AR that is required is
access to the existing infrastructure via the Airports LAN/Internet and the SSL certificales installed. Once
we have done the first serfes of test we will be able to work on a reduced test set to speed up overall
zmplementahon There Is no need o have central system in place first,

SITA befieves that a successful project is directly attributed to how effectively a joint customer supplier,
and third party team functions together.

APPROACH TO TRAINING MDAD STAFF

Training is critical for a successful implementation. SITA, In support of MDAD operations, will continue to
train MDAD Ambassadors o better support the use of the klosks and enhance the traveler experiance with
the upcoming impiementation of Legal Permanent Residents {LPR's) or Green Card holders in Q4 2014,
Additional information on the iraining provided by SITA can be found In Section 10 of this proposal.

SITA confirms that we will provide refresher information and Implement additional training as needed to
local airport staff, US CBP agents and any addifional personnel deemed necessary by MDAD that covers
the following areas:

+ High ievel awareness / workshops for inferested parfles of lhe implementation
»  Ambassador Kiosk training
«  Ambassador application

s CBP sfaff training

o Train the trainer within the MDAD afrport organization
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SCOPE AND CHANGE MANAGEMENT

SITA belleves that strong project governance is a key element of project success, but SITA is aiso very
cognizant that flexibility in operational airport environments must be malntained. SITA's project personnef are
empowered fo make on-site project based decisions that do not Impact project scope and timely delivery.
There are however times in any project when significant changes must be addressed. SITA's project
methodology provides for project change management as a bulit-in component of its project governance.

A project change request to document a significant change should be submitled In writing with the following
details:

° name and contact {igiaiis of person requesting the change;

. description of changs;

® arlgin of and reason for change,

® reference documentation;

® assumpiions;

a detalls of change;

® impact of change (Including but not limited:to impact on milestones and fimescales);
o impact on ferms and conditions; and

s Supporting detalls relevant to the specific change action using the format above.

A change request Is a "request’ that does not in ltself provide an obligation. It does identify a requested
change and allows key project stakeholders the apportunity fo review potential impacts before making an
obligation. '

At such time MDAD personnel submits a change order request, SITA wiil submit a Scope of Work (SOW) and
provide a price quote (Unless the changes have a zero pricing affect). Both MDAD and CBP must approve

~both the SOW and quote (if applicable) for all change orders before work will begin. However, the final
decision on software changes will be provided by the CBP Office of Information and Technology. Until such
time as a requested change order receives the appropriate approvals, SITA wifl continue to perform the
project as originally agreed.

Any agreement to a requested or recommended changé shalt become valid once it has received appropriate
approvals,

PROJECT SCHEDULE AND MILESTONES

The Project Schedule/Milestones are provided in Appendix C and demonstrate SITA's ability to deploy and
deliver the APC Kiosk solution In a timely manner for MIA, Cur proposed schedule is based on the experience
SITA has In deploying these kiosks and working directly with MIA and CBP for procurement, shipping and
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instaliation of the kiosks. SITA wifl have the kiosks delivered, assembled and ready for final instaliation on
time with the current version of the klosk software.

.PLACE OF PERFORMANCE

It is assumed that the deployment of 144 kiosks wilt be done In phases and installed in the US CBP Federal
Inspection Station (FIS) — US Pre-Clearance - at Miami International Airport per the following scheduie:

Phase | 36 APC Kiosks- Inltial Purchase

Phase II: 36 APC Kiosks {12-18 months after initial purchase}

Phase [l 38 APC Kiosks (24-30 months after Phase If)

Phase IV: 36 APC Kiosks (12 months after Phase IlI)

APPROACH TO PROJECT ORGANIZATION AND MANAGEMENT

SITA’s strong partnership with MDAD and MIA and its existing install base of the 36 APC kiosks and
connectivity al MDAD provide a significant opperunity fo expedite the deilvery of futwe APC kiosk
requirements with little impact o ongoing operations, SITA's approach is to continue to work with US Customs
and Border Protection both locally in Miami Dade and through the central office in Washingion DC fo ensure
future implementations follow the same process as extensions of an already provided service, Additionally,
SITA maintains a ready inventory of APC kiosks that aflow us fo respend rapidly to urgent requests.

SITA's approach for extensions of existing APC klosks services Is centered onh a colfaberative working
environment that aliows the airport department to fulfil its responsibilifies (electrical power, locat area network .
connections) in parallel to SITA delivering and installing the APC Kiosk devices. This paraliel work provides a
rapid and effictent Joint work-effort to quickly address growing needs at the alpart.

- Project Organization

As described in section 4.2, SITA will provide an sxpetienced Project Manager and installation team to work
cohesively with the airport authority, ensuring provisions of this proposal are quickly and efficiently fulfiiled.
SITA will manage the phased delivery of thirty-six (36) APC kiosks under this request and will utilize s
experience with the US CBP to ensure the kiosks are rapidly placed through the US GBP cerfification process.
To expedite this effort, SITA wilf Immediately procure the first kiosk and ship ft to the airport for installation,
testing and certification. '

SITA will utilize the fastest shipping method possible to ensure rapid delivery of the kiosk. This ustially
includes alr transporl from the manufacturing faclity, The SITA Project Manager will provide detalls of the
kiosk dellvery including shipping and tracking information fo the airport authority. While awaiting delivery of the
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Kiosk, the SITA Project Manager and the Implementation Enginears will work with the airport authority staff o
ensure any facility prerequisites are addressed prior to dellvery of the kiosks.

SITA will have the kioské and core companents delivered, assembled and ready for final instaflafion on ﬁme
with the current CBP Phase [ compliant version of the kiosk software.

Installation Is dependent on ocal civil works (electrical power and MDAD Local Area nelwork) and
coordination with local MDAD IT requirements being provided by MDAD.

The Activation, US CBP Soft Launch and Go-Live date for the kiosks that is typically required for new vendor
instaltations will be bypassed if instaliations are accomplished as extensions of {he service alieady provided
by SITA.  Therefore, the typical CBP on boarding process which is currently outined as 6-8 weeks based on
the CPB on-boarding procedures can also be bypassed. SITA's test plan is in two phases - one is an APC
checklist that we use for setfing up the kiosks and the second is the CBP on boarding; both of which can be

found in Appendix D,

With early nofification of a forthcoming implementation, SITA ean further expedile flems such as: SSL
Certificate extensions, Standard Malnlenance and name identifiers. ‘

CONTRACTOR’S ROLE

£

SITA will deliver a solulion that will allow MDAD fo capture the travel document, blometrie and customs
declaration data required by the US Custems and Border Protection Agency (CBP) for Immigration processing
of visitors to the United Staies (citizens, non-resident and non-citizens). The delivery phase is scheduled to
begin immediately following project kick-off.

Management Team Responsibllities

SITA will deliver the following components,

» 36 APC kiosks {ADA/Section 508 compliant units to be determined by customer), Including all
hardware and software required to operate-the kiosks in compliance with CBP requirements
for Automated Passport Control for Phage |.

»  Cystomization of the APC Kiosk software as required fo collect the information heeded by
CBP (Phase Il process)

= Customization of the APC kiosk sofiware fo inclu{ie integration with the CBP Aulomated
Passport Control (APC) Services

= Delivery of the kiosks to site by air frelght

e Klosk installaion
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x  |pstallation and configuration of the APC kiosk software

= Final integration on-site tesfing support with the 8P Automated Passporl Control Services
on-site, achleving certification by CBP in accordance with the agreed CBP OIT Integration -
Testing Plan

= On-site support during cutover and during the initial operational phase of the project

= Training of Airport staff (Traln the Trainer)

County Roles
The County will be required fo provide the following staffing needs:

Froviding alrport llaison with US CBP Staff to dnrect and assist passengers during the operafional phase

of the project
Cuslomet Representative Staff in the FIS that have the ability to moniltor the live stalus and usage of

APC Kiosks,

Ambassadors who will assist the fravelers on the APC process
Support Staff who are responsible for kesping the kiosk in operation,
On-site |.T. support staff

PROJECT SCHEDULE

The table below .provides the proposed delivery schedule:

Page 54 of 114

29



MIAMI-DADE COUNTY, FLORIDA RFP-00118

Page 55 of 114

60



MIAMI-DADE COUNTY, FLORIDA RFP-00118

APC KIOSK OVERVIEW

The SITA APC Kiosk is a multimodal blometric system that performs the process of clfizen’s enraliment or
traveler's biometric verification, in a seamless and prompt manner, The Kiosk assists the traveler during
blometric capture, performing numerous automatic adjustments and quality control checks,

The result is the acquisition of biometric data in accordance fo Infernational norms and standards, such as
IGAQ facial image recommendations, NIST fingerprint standards, EU spaclications and other internationalty
accepted rules, '

The Kiosk is ergonomically designed to adapt to travelers ranging from 4 feet 7 inches to 6 feet 10 inches in
height in height, even allowing its use from a wheal chalr, with optimal results for dala capturing.

The APG Kiosk is optimized to fulfill ICAO recommendations by taking the traveler photo in frontal pesition at
aye level, assuring the hest results for faclal recognition within ICAQ parameters.

The APC Kiosk was c_iesigned with the end user In mind, thus optimizing the process flow. User feedback from
previous projects, as well as the structural and architectural conditions found during previous deployments, Is
the basis for continuous development and improvements.

The APC Kiosk includes several fealures that provide:
»  Quick biometric verification process- including liveness detection
o Quallly assured biometric dafa collection;

= Ergonomic usability to the traveler.

One of the features that }Jrovides speed and quality of biometric capiure is the automatic height adjustment of
the fllumination & camera module. The system detecis the Ideal height for the camera fo perform the face
capture, and gives any user the same ideal condilions fo capture full frontal pictures.

In the context of CBP's requirements for Automaled-Passport Control,-the bigmetric capfure devices and
software Included in the Kiosk .are used fo optimize the biomelric verification. The facial and fingerprint
recognition engines run on the Kosk computing platform and are used to ensure that the traveler using the
Kiosk is cofrectly authenticated. In addition, the combination of 3D sensors and software can confirm liveness
of the person by detecting when a static photo or a video are pressnited in front of the camera. If the face is
considered io be a fake, then the image is not captured and the passenger can be direcled fo a manual
investigationfinspection. :

The APC Kiosk features all the components, software and quality assurance criterla o ensure state-of-the-art
of biometric dala caplure to meet and exceed the specifications for Automated Passport Control,

The Kiosk is low maintenance and has easy access for users in an ampie height range, including children or
people In wheelchairs, ! also has a small footprint and It's easy to deploy and to operate. |t supporis the user
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through all the stages of the traveler verification workflow, providing usage instructions and feedback in the
form of configurable text, piclures and animations, displayed on an embedded LCD screen.

APC Kiosk Components and Deslgn

The following image shows the SITA APC Kiosk with all the standard components.

3y sensors for
Livehess Detection

{Biometric Face Caplure Camera

Mulitiple Independant
Lighting Sources and
Photo Studio Reflector

[ 18" Touchsoreen I

rBr‘aiile mstructions]———m— : Passport Docunent Reader

l 4-4-2 Fingerprint -Scanner { EZAccess Pad for ADA

[ %eceipt F’rinlerJ

| Audio Jack for Text to Speech

Automatic eye finding and
halght Adjustment, with
camera position
Ranging from 1,20m (o
2,10m high

Automatic fighting
assessment and
colipensation

‘ Component Description

o Antl-vandalism Chassis - Ergonomically conceived chassis with elegant desigh and an anfi-
vandalism finish. The chassis is highly. modular, so wilt host all other components.

» Touch TFET - 158" TFT monltor, The interface between the traveler and the kiosk,

s APC system - Provides guidance during the process and allows the traveler o answer any
" questions on the screen.

= Receipt Printet - Thermal Printer o Issue a receipt containing the traveler's image, passport
information, couniry of cifizenship, flight info, and CBP resuits and Is identified as Automated
Passport Controf recelpt. {sample plcture inchided with attachments}
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- Passport Document Reader - Embedded passport reader. which can tead the Machine
Readable Zong (MRZ),

° Face Caplure Camera - Faclal camera selecled for fast and accurate image capture for
biometric verification. Takes live frontal eyes-level pictures of the traveler, according to ICAO
recommendations.

* Fingerprint Reader - High precision 4-finger ('slap’) fingerprint device.

o - Infegrated CPU - Central Processing Unit that supports all devices and applications of the
identification module, providing Web Services avaliable fo systems operating the Kiosk.

e Lighting « Sef of LED lights properly aciapted to support live photes taken in any existing
alrport environment light conditions.

® Signage ~ Lighting technology for queue management to display availability of kiosk to-the
passenger ( sample pictures are included with attachments)

Physical Characteristics

* Materials - lonjzed Stee
e Finishing - Epoxy painting
e  Maintenance - generally maintenance iree. Easy access,

o Security - Anti-vandalism
- Connectors
» 1 x US Power Plug
s 2xRJ45 Ethemet (other connection interfaces available)

Dimensions

° Length 11.8 inches

e Width 11.8 inches

° Helght Up to 74.8 inches
¢ Weight up o331 Ibs
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Environmental Description

e Operating Temperature +0°C / +40°C

+  Storage Temperalure -20°C / 465°C

e Power < 300 W (inciuding alt components)
° Cortifications CE, RoHs, UL/TUY

APC KIOSK FUNCTIONS

The APC Kiosk system is a multi-funclional and adaptable unit, which can be configured for different husiness
requirements. In the context of the curren! CBP Automaled Passport Control requirements, the Kiosk wilf perform
the following functions: '

L]

Kiosk to display availability - green light for avallable, white light for in use and red light for not in service.
Inifiate the session with the traveler(s) and CBP's Automated Passport Control (A?C) Service;
Request and receive th.e APC Service system stalus message;

Meot the business, technical, and operationa requirements;

Requesl and receive the latest flight list information from APC Service;

Display information and instructions fo the travelers;

Collect the necessary travet information from each traveler,

Prepare and send the Validate Travel Request;

Process vetting results from the Valldate Traveler Response;

Prepare and print receipts for each traveler as specified;

Request and receive the Terminate Session messages,

Record and document session Informatian,

In addition o these required functions, it is imporiant to Righlight that the introduction of non-United States Citizen
travelers 1o be processed by the APC system requires the capture of fingerprint biometric data. Both fingerprint
and faclal photographically captured biometrics will be performed by the APC Kiosk, in compiiance with
international standards, such as ICAQ, NIST and other referances. ' -

APC KIOSK HARDWARE SPECIFICATIONS

The proposed APC Kiosk comprises the following companents:
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. Traveler Display - A 15" louch-screen LCD to be used by the traveler as the main inferface with the
APC system. It will provide the traveler with messages from CBP, guidance instructions about the
APC process and five images of the captured biometrics.

. Facial Blometric Cameta - Aﬂcamera system that performs automatic height and camera settings
adjustment, to capture ICAO compliant facial photographic images.

a Dynamic LED Hlumination system — A framework of fixed LED arrays verfically aligned at-the
fower, on each side of the camera and traveler information display. The LED frame Is sectionad in
various groups of LEDs, which lighten up at different heights and intensities according fo the height
of the passenger. It creales symmetric lighting around the face, in combination with the automatic
height adjustment and compensates external environmental circumstances. The Blumination is
aufomalically adaptable 1o the ambient conditions and camera settings, and compensafes for
backlight. This lechnology assures a symmetrical illumination of the face, following ICAQ
recommendations.

. Passport Reader — An embedded passpor reader which will scan
the MRZ data and use OCR to caplure the traveler personal

[ER T

information, G s Vriacqy

a Slap Fingerprint Scanner — An FBl EBTS certified 4-finger slap
_ scanner is integrated in the Kiosk structure, to perform non-US
Citizens hiometric caplure.

s Thermal slip printer — A thermal printer will issue each fraveler with
a Passage Granted Receipt or a Referral Code - according fo the
varification output. The receipt contains the traveler's image (see the
picture to the right).

s Embedded PC — A computer placed inside the Kiosk with pre-
instalied biomstric capture and processing software — APC soflware
suite.

LIFE CYCLE OF HARDWARE

For optimat life, it is recommended to upgrade / enable new features as soon new CBP phases are implemented,
in addition fo regtdar mainienance.
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The kiosk is specified to support both the current US CBP business requirement phases and has bulll-in enhanced
features Lhaf will be required in future US adoption of biometric entry processes. The processes will mandate facial
recognition, enhanced document verification and authentication. '

The operational life cycle of these unlis are designed to support the current mandaled requirements of
commissioning date and advance phases of APC. We anticipate these requirements will become mandated in the
next 12-24 months.

The operational life cycle of the AP kiosks Is designed o enable support of advance capabilities. This wil ensure
~ that no refrospective instaltation wili be required for optics, document and fingerprint readers. These components
are all using the latest fechnclogy that meets and exceeds the US requirements mandated for APC.

Today they conform fo higher ICAO standards for facial capture. The software and the hardware are continually
reviewed {o make sure thal integrity is maintained to the lalest ISOAEC, NIST and NiFQ standards. SITA does not

foresee any change in design of form factor or in component changes to suppor known US entry processes for the
lifetime of the coniraci,

SITA recommends adherence to the manufaciurers specifications for preventative malntenance for MIA to maintain
the oplimum operation of the klosk through the fifetime of the contract term, '

The number of fimes an upgrade will be required is dictated by CBP's future phase raquirements, implementations
and mandates. When a new requirement or phase upgrade is required, a software upgrade maybe required to
update workfiow processes and to enable a license feature for activating pre-loaded features,

System updates and maintenance will be carried out at as agreed with scheduiied windows, A list of approved and
certifled operating system palches for klosks and servers will be supplied, as required for deployment.

The delivety andfor suppor! feam will need
to rewalidate any operaling system
patches and follow change management
procedures, Prior fo rolling out to all kiosks
at the onsite location, it is recommendad
to creale an extra group in windows
update services or in the SCCM (systems
center configurafion management), and

add a test Kiosk to apply the approved palches,

Kiosk application and firmware updates will be delivered via digital download {fip, website) or USB memory stick
with detailed instructions. Should manual patches be required onsite, then SITA will provide the tevel 1 team (if
appiicable) with the instructions and software fo perform the patching as needed.
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ADA / SECTION 508 COMPLIANCE

Al ADA kiosks offered are ADA/Section 508 compliant and will be provided as follows:

Operation of the kiosk using this device wili be as follows:

The ADA/Section 508 compllant kiosks are compliant with height and reach restrictions to make the unit
workable for someone in a wheel chair, Note that the area in front of the kiosk must allow for posifioning
of a wheelchair, turning ete. (This is the responsibility of MIA).

The touch screen will be operable by a gloved hand or pmsthéiic.
The user interface will employ colorsfoontrast and fonts suifable for the visually impaired and color blind.

The kiosk wiil be operable by blind persons using an integrated EZ-
Access device,

¥ The EZ-Access device, shown to the right, is a muiti button USB

keyboard {select, back, up, down etg.)

Plugging in a headset will trigger a call fo the ADA page, which will
allow the customer to adjust the volume and request privacy (in
which case a privacy screen will layered over the user interface fo stop
someone shoulder surfing the blind person without them knowing it).

The blind user selects opllons from velce menus using the EZ-Access device fo navigate the menus.
Keystrokes entered using the EZ-Access device are recognized and used to drive the voice interaction,

There is also a Braille pad attached to the kiosk with basic instructions on where to find the headset jack
socket.

At the completion of the session, the EZ-Pass kiosk will revert back to normal operating mode for the next
customer,

SITA has a great deal of experience deflvering ADA/Section 508 compliant kiosk solutions. The QuikTrak ticketing

" kiosks used by Amtrak across the United States (more than 300 deployed) were designed and built by SITA,
including both hardware and software. These devices are fully ADA/Section 508 compliant utllizing the EZ-Access
device as described sbove.
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KIOSK MANAGEMENT SOFTWARE

The APC Software sulite is responsible for:
e integrating all the hardware components of the Kiosk;
‘- providing an ergonomic user experience;
= assuring the quadity level of the‘ captured biomatrics; and

»  Communicating with CBP's APC Service, via the embedded kiosk server software.

The Software will be responsible for the communications between the Kiosk and the APC system, according to the
specifications defined in CBP's APC Technical Reference Manual. The XML messages will be verified by the APC
Software, before being sent to the APC System, to assure that they are well formed and valid. These messages
include the traveler information, responses to declaration questions and other requests. The APC Scfiware wil
also be responsible for recelving the Response messages from the APC system, such as vetting responses and
Flight List update.

Additionally, the Software wili also make sure that each traveler or family unit member answers the mandatory
Declaration Questions. The APC Software will only allow the traveler to move forward on the verification process
once &fl answers are provided. ' ‘

The APC software allows for a complete customization of the screens, including, but not limited to, wallpapers,
fonts, font size and color, logos and other images, animations, videos and audio messages.

The traveler can select thelr language at the first step of the workflow, SITA confirms it will configure the Kiosks
with those Tanguages outlined in the RFP. '

The traveler experience is oplimized by the intuitive usage of the Klosk hardware and software (clear animations
are displayed for each action to be performed by the traveler), the accuracy of the capiured blometrics (which
reduces the need {o repaai the caplure process) and overall high speed of the process,

The following screenshots are examples of possible customizafions of the instructions provided to the traveler

during the APC process.
B g Baavgear Pt e
et ORLANDO i easn 1gur pass oo
5 INTERNATIONA bt iad cusinviliid
OIBESEL

1S, Cvstams and
Borrder Protection

&
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Good-quaiify biometric images are of the utmost imporiance for the sticcess of the program. In otder fo assure
both accuracy and quickness of the process, both the fingerprint and facial biometrics are assured to be compliant
with the 1CAO and NIST standards. To achieve the desired high quality output, the APC software suite provides
clear instructions and is teamed with the Infegrated hardware devices to achieve excellence In the biomelric

quality.

Face Capfure

The automatic height adjusting mechanism Is desighed to optimize face capture. It is combined with dynamic
lumination fo compensate for environmental lighting variations. The face caplure component of the Klosk alms at
generating the highest quality ICAQ compliant face images of the travelers. A quallty analysis tool ensures the
quality of the face capture resulting i befter recognitfon performance {in terms of false acceplance and rejection
rates) and time needsd.

The process of collecting the face Image begins with the presentalion of the live image on the screen. The
acquisition process Is Inftiated through the user interface, and processed by the APC software, which manages the
camera seftings, HMlumination and height adjusting mechanism. There is no need for direct intervention in the
settings of the camera, since it is automatically configured for each capture.

The APC software guides the traveler during the face capture, providing clear instructions and providing a live
image of the caplure. When the Kiosk is adjusting the camera height, lighting intensity and other camera settings,
the traveler is instructed fo look at the camera. When all the setlings are correctly adjusted to the traveler and
surrounding condltions, the APC Kiosk performs the faclal image capture, '

Please look al the camera,
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When the image is caplured, the system displays it and staris the internal process of normalizing the raw image to
ICAQ standards. Once fhe image Is processed, the passenger is informed if the process was stccessful or not,
and the resulting normalized image is shown, .

The APG software image pre- and post-processing assures that the final image meets infernational standards and
test practices, such as ICAQ Doc. 9303 Part 1 Volume 2 and the validation parameters that are defined in detail In
ISO / {EC FCD) 19794-5. Among the verified and assured parameters, are the foliowing fisted by CBP: '

Pose: Fult Frontal or Frontal Token

Angle: +)- 5 degrees In all three dimensions
Expression: Neutral

Eyesf Open with >90 pixels from pupit to pupll
Background; plain with no texiure -

Lighting: No shadows cr point lighting

Size: Minimum 640 x 480 pixel

Face Size; >1/2 width of frame and>3/4 height of frame

Camera; 24 bit color

Furthermore, the APC software face component also checks the following parametérs:

Degree of confidence in the eye detection

Check for open mouth

" Check for glasses

Head tilt ilt)
Head rotation {pan) |
Brightness of the face

Sharpness of the face

" Contrast of the face

Color Balance of the face g
Centering of the face

Eye Shadow

" Shadows in the face

Brightness of the background
Shadows of the background

Consistency of the background
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The APC software has a Quality Assessment screen ihat shows the score of the picture in each verified metric.
This screen can be shown to an operator for diagnosis of issues. in normal operation, it is hidden and only used to
generate instructions fo the traveler when the picture is not valid, This QA screen is shown in the foflowing picture.

The jocation of the face In the captured image is automatically performed in real-time without any human
interventlon, by delecting characteristic points of the face, such as the eyes, The APC software also automatically
performs live-ness defection, fo agsure that no spoofing is permitted (such as holding a printed photo to be

caplured),

The image normalization process includes automatic repositioning of the face, changing the scale relative to the
size of the Image and eliminating rotation of the head slopes up fo 15°. The correction of color balance, brightness
and contrast Is also performed in real time.

The facial photographically captured biometric can be output in a number transmitlable formats, stich as JPEG,
JPEG 2000, and PNG.

The following imagés show the reference measures in compiiancé with ICAQ Dor.9303 Part 1, Vol 2 {on the leff)
compared with an image generated by the APC software (on the right). '
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AT

Geometric Characteristics of the Caplured Image
»  |mage Width W
»  Image Height WIC.75
»  Yooordinate of Eyes 08" W
o Xooordinate of First (right) Eye 0.375 * W
»  Xocoordinate of Second (ieft) Eye = (.625* W {0.625* W) - 1
»  Width from eye fo eye {inclusive) 0,25 "W

" For accurale image cropping with automatic background removal, the APG can be offered with the option of an
iluminated backdrop that can be ordered through a change order. Together with the background removal software,
the lljuminated Backdrop allows a 100% white background, 100% accurate face Image crop, which is nol possible
to achieve with {raditional backdrops, as compared in the images below:
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Flngerptint Capture

When the traveler is required to perform a fingerprint capture, the APC fingerprint module automatically activates
the fingerprint reader. ‘

The fingerprint module shows the image of two hands and highiights the fingers which must be captured. It also
shows a five image of the capilire, 4 side-bar which informs about the caplure progress, and the NFIQ score given
to each captured finger. The software may also warn the traveler for any error that occurred during the capture.

Shown bhelow s an example screen simplified as appropriafe  for  seli-service  use.
, ] . 8

| Plaase place the four fingers of your right hand oty

Ploase select one hand to be enrolled tha reader.

Right haad

Onoe the fingerprints are captured, the APC software automatically performs qualty checks. This feature ensures
that all recorded fingerprints mest the same standards of quality. The real fime verlfication software is based on the

Page 68 of 114

73



MIAMI-DADE COUNTY, FLORIDA RFP-00118

standard NIST Fingerprint image Software 2 algorithm (NF1S2), and autdmaticany scores each fingerprint
according 1o the NFIQ five levels of quality thresholds. The following parameters are evaluated for each fingerprint:

o Selection of fingerfs)

» |mage capture and display

o Quality Checks:

A o lsolate fingerprint, guidance and validation to ensure presence of the core;

o Appropriate conirasi peaks and valleys;
o Sufficient Coverage,
o Sufficient detail;
o Sufficient signal to noise ratio;

e |magesize

»  Poslion and orientation of the image

«  Distoriion

Similarly to the Face Capture modute, the APG fingerprint module also generates a defailed Quaiity Assessment
screen, which can be viewed by an operator of used to generate user Instructions when the capture does not mest

the required qualily requirements.

If the image achieves all parameter thresholds for qualily assessment, It is automaticafly accepted. Otherwise, the
system makes a configurable number of recaptures untli the required quallty Is met. The APC software includas all
the tools required to ensure the quality of captured image, oplimized for all types of algoritms for fingerprint
recognition, The algorlihm used by the APC software meets FBI standards for Wavelet Scalar Quantization (WSQ)

Gray-scale Fingerprint image Compression Algorithm exchanges.

The. APC software will only accept the fingerprints that achieve the required NFIQ scoring stated in the table
provided by CBP,
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APC CBP Service Workflow

The APC Service workfiows have Been designed by CBP and depend on the cilizenship of the traveler:

APG Service Phase | - US Cilizens only.
APC Service Phase || - US and Canadian cifizens.

APC Service Phase Hl - US, Canadian citizens and Visa Walver Counfries (biometric capture
required)

_ APC Service Phase [V -~ US, Canadian citizens, Visa Waiver and all others (hiometric capture required)

As requested In the RFO, the Kiosk offered Is for Phase Ill functionality.

The SITA APC kiosk is the first Phase il complaint Klosk deployed In Nerth Amerlca,

5241  US CHizen and Sunadizn Worldiow

The US Citizen and Canadian Inspection process
starts with the traveler approaching a Kiosk, which s .
is displaying a weicome message where he/she is asked aboui theqr natlonahty {US, Canadian or an
ESTA member — Visa Waiver) and the Huimber of persons travelling logether as a family unit.

The Kiosk shows the "Customs Declaration Questions” screen, in which the traveler is required to
answer every question. The Kiosk will not allow the traveler to move forward in the inspection process if
any answer is missing.

The traveler, or one family unit member at a time, places histher Passport on the Kiosk document
reader, which will scan the MRZ data. If the traveler is not a US citizen, the process is concluded. If t_xe
is a LS gitizen, he will be asked to perform the facial image capture.
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The Kiosk assists the iraveler during the face capture process. It provides instuctions in the user
display, while automatically adjusting the height of the camera and other camera seffings. When the
valid pleture of the traveler {or every family unit member) is taken, the Kiosk proceeds to issue the
relevant data to CBP's APC system for several verifications.

If the CBP APC system verifies that the traveler actualty is not a US ciflzen, the process is immediately -
concluded. If the traveler is referred, the Kiosk prints a receipt with Referral Code and the session Is

{erminated,

I the case of Granted Passage, the Kiosk dispiays the Flight Information and asks the travefer to verify
it, H it is wrong, the traveler can manually enter the correct flight information. When it is correct, the
Kiosk prins a receipt with Passage Granted and fterminates the session. The process is then
conciuded, '

VISA WAIVER PROGRAM - VWP

Far cifizens of those c_ountries parficipating In the VWP,
the process starls with the Kiosk first asking the traveler's nationality and number of travelers in the
family unit and then reguiring the completion of the 'Customs Declaration Queslions' screen. '

Each traveler must then place hisihgr passport in the document reader, indicate their reason for fravel,
perform the 4-print fingerprint capture and then perform a face photo capture.

The Kiosk sends the traveler's data o the CBP's APC system, which performs a number of
. verifications/checks,

- Al this point the process can take one of the folfowing two directions:

+ For nonVWP Country travelers, the APC system will check for referrals. If the traveler is
“Referred’, the Kiosk prints a "recelpt with referral code” and terminates the session, i the {raveler
is not referred, meaning that he gets a "Granted Passage”, the Kiosk displays the traveler's flight
information and asks him lo verify if. If needed, the traveler can manually enter the Information,
Then, the Kiosk prints a "Receipt with Passage Granted” and terminates the session.

» For VWP Countries, the CBP AP_C: system will check for the ESTA stafus, If it Is not active, the '
system will immedlately check for féferrals and follow the process described in the previous buliet-
point, If the traveler has an acfive ESTA, the system will check for pre-verified biographic data.

When the traveler has enrolment data on file, the system may submit the captured 4-print and photo for
biometric verification. If the fraveler has no enrolment data on fils, the additional data may be captured,
sent to the APC system, and submitted for biometric verification. f the biometrics are verified, the CBP
APC System will then chisck for referrals and follow the process described in the pravious bullet point,
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LEGAL PERMANENT RESIDENTS - LPR

SiTA's APC Kiosks, with software version 4.3.8, wiil now support Legal Permanent Residents (LPR)
or Green Card holders.

For US LPR's, the process starts with the kiosk first asking the fraveler's
nationality and number of travelers in the family unit and then requiring the
completion of the 'Customs Declaration Questions' screen,

Each LPR {raveler must then place hisfher LPR 1D1 card and passport in the

on ad624tatnednsiontic
lﬁblll!m)‘bﬂf(ulr« L3edcidne

document yeader, indicate their reason for travel (LPR), perform the 4-prinf | Smasiaaicdiaads
fingerprint capture and then perform a face pholo capture.

Faclal Matching

The SITA hardware and soffware can suppost future ARC phase IV faclal capluring and 1:1 maiching. Af the
present fime, the technology exists and CBP will publish the Phase 1V business and technical requirements when
appropriate. SITA is also working with CBP to perform the first facial matching pilot, which will most fikely form part
of the Phase | requirements in the future, .

The caplure of a good-quality facial image is of high importance parficularly when capturing-a live facial image of
the fraveler and comparing it with an image stored on the chip of the traveler's electronic travel document oron a
database. The SITA APC Kiosk Is equipped with an optimized facial capture system to accommodate this
requirement.

The face capiure and matching module of the proposed APC Kiosk benefits from the significant expertise acquired
after deploying hundreds of Biometric Enrollment and Automated Border Control solutions which perform similar
face malching processes. The proposed solution provides travelers with an exiremely posilive user experience,
while letting the Klosk automatically adjust to the characteristics of each fraveler and the environmental lighting
conditions, This feature performs the face recognition process with highest possible speed, accuracy and security,
according to ICAC Doc. 9303 recommendations and ISO/AEC 18794-5 specfications.

During the Automated Passport Control clearance phase, the facial comparison system is able to perform biometric
matching befween the live factal Image captured at the APC Kiosk and a photo stored on a travel document or
against a database,

The facial detection and matching process aimséﬁit‘:"t:bmputing the best possible score within the smallest fime-
frame and using the minimum number of attempts. This approach differentiates itself from common face delection
and maiching procedures being distinguished as a "de facto” techntque in the current biometrics state of the art

system,

Common recognifion methods act as “brute-force” detectors and matchers that try to compute a recoghition score
for each acquired sample image, resulfing in poor performance and Identification times. The proposed method
tackles these poor performance | isslies and improves identification times with a high accuracy level by following a
sensor fusion approach.
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Each sample frame Is scrutinized (Quality Assessment module) in order to exlract multiple image quality metrlos
and features which wili help the sysiem to quickly aute-adjust (Quality Adjustment module) to respond to several
established quality requirements, This process results in a boosted full-frontal face image, accerding to ISOAEC
19794-5 specifications, thus increasing the probability of achieving the best possible recognition score.

The APC application utliizes a specifically designed qualtty analysis tool fo ensure the quality of the face capture
for biometric verification. Any facial image approved by the APCs qualiy analysis tool ensures high recognition
performances, in ferms of false acceptance and rejection rates, and time needed to obtain an acceptabie malching
sCore, ' .

The Quality Assessment module also acts as an image quality "inspector”, giving clearance only to high quality full-
frontal ICAO compliant samples, This feature will prevent the system from wasting time trying lo maich impraclical
low quality face images which would result in poor recognition scores. if the document's chip image does not
present a refiable lavel of quality, the APC Kiosk can automatically adapt by raising the matching threshold for
preventing faise malches.

By allowing the Quality Assessment module fo feedback information, this module automatically tunes several
hardware specific parameters such as biomebic camera exposure time, diaphragm aperiure, lens focus, color
temperature and saturafion, elecironic gain, brightness, contrast and sharpness. in addition to fhat, this module
also controls the multi-independent light source llumination system (MILSIS®) which guarantees the best possible
light exposure, resulfing in a seamiess homogeneous facial surface.

in order to optimize the efficlency of the facial tmage matching processes, only the images that have been
accepled by the Qualily Analysis module, based on ICAQ recommendations, will be applied for the matching
process. The system checks the quality of the facial image according to the following set of mefrics:

o Degrea of confidence in the eye & Hive defection
° Check for closed eyes

. Check for open mouth

) Distance between the eyes & grey scaling

. Head tilt (8t}

° Head rotation (pan)

° Brighiness / Contrast & Sharpness of ihe face’

e  Color Batance of the face
® Size of the face '
. Centering of the face .

o Fye Shadow (free)
o Shadows in the face (free)
] Brightness, Shadows of the background

The proposed method leverages the symbiolic relationship between Quality Assessment and Quality Adjustment
modules as well as the plug-in-based software architeciure, which Is an outcome of long term research and
development. This feature provides a distinct experience in Automated Border Control Systems, ensuring a
service level of maximum four {4) seconds for face detection and maiching, The matching process can be
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execuled in parallel with other APC Kiosk internal processes for an improved overall passport controf processing
speed.

The face matching module is an integrating part of the proposed SITA APC Kiosk software sulte, which doss not
reglire any further integration with addlfional systems. By simply activating the face matching module on the SITA
APC Klosk application, the kiosk will be able to not only captuze an ICAO compliant face image but also o
perform the biometric matohing between two photos as well.

KIOSK ARCHITECTURE - TRANSACTION MANAGER

SITA has chosen an architecture where the Transaction Manager is considered to be local to each kiosk. The
‘focal' Transaction Manager application installed in each Kiosk communicates directly with the CBP APC Services.
This Is the default and standard configuration for SITA's APC deployments.

Utllizing a locat Transaction Manager within each klosk ensures the highest level of avalability for the
overall system. Any problem within a single kiosk does not stop the other kiosks operating correctly. Also,
there is no dependency on a ‘local’ alrport server, thus removing another single point of fajlure, Each

kiosk communicates directly with CBP.

Failover Strategy and Recovery from Unexpected Power Cutage

Each kiosk communicates directly with the CBP Server, the kiosk acis as its own individual, local server,
rather than having to be routed through one Intermediate remote server, This means that the kiosks
operate independently In a resilient manner with less poinis of failure.

The Transaclion Manager is an integration layer comprising web-setvices to make the APC Kiosk
functionallfies avallabie to front-end client applications with cusfomized user interfaces, as wel as to
backend systems. In the APC Technical Archifecture diagram (provided by GBP) the Transaction
Manager has the role of central "Site's Server”. The Transaction Manager may be deployed at difisrent
points of the technical archifecture,

In the event of a power outage, Klosks will restart automatically upon power restoration. The server room
infrastructure location will continue using a UPS (uninterruptable power supply}.
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SITAAPC Kiosk High Leve! Technical Architecture
{Network Redundancy)
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INTERFACE TO CBP:

The Transaction Manager coordinates the workflow configuration for each Kiosk, inciuding the composition of tasks
that must be performed in a process and how to handie the exceplions. It plays a key role in the sefting and
monltoring of the business rules. The Transaction Manager also presents the single interface between the Kiosk and

the CBP APC Service Setver,

The CBP side of the inferface supporls high availabiiity. The architecture consists of F5 network load balancers, with
web fogic middleware that has logleal clusters using-web logic and the CBP web services .EAR/ . WAR flies deployed
fo the web logic cluster. The following CBP diagram depicts the logical architecture:
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SECURITY AND DATA PROTECTION

Engryption of infermation

SSL is a secure protocol developed for sending information securely over the Internet and used with hitns webh service
conneclions,

SSL. encrypts the data being fransmitted so that & third party cannot "eavesdrop” on the transmisslon and view the
data belng transmitted, Only the user's Gomputer and the secure server are able o recognize the data. This prolocol is
used for secure connectivity to GBP., Two way SSL. public cerfificates are used from elther Entrust or VeriSign,

Application Security Framework

Kiosks are physically comnected using RJ45 connectors over Catb/bef6 netwarking cabling. They are logically
configured to use a V-LAN segment, connected fo a Glsgo 3750 switch and Cisco ABA 5506 firewall / router for secure

" separation to other networks. V-LAN's are created, Trunking used for separation befween Kiosk, Local LAN and
internet networks. Network protocols supported are TCP/IP4 and TCP/IP6, DHCP, DNS for name resolution and NTP
to support synchronization,

CBP require Kiosk hostnames fo have 10 characters in the format of alrport code/ARPC/kiosk number {example;
JFKAPCKO01) for each kiosk unit, It will take two weeks for CBP OIT to create intemal complian{ workstation names
and corresponding CBR objects.

Microsoft windows securtty hardening s used fo secure operallng system, applications on klosks and server. This
involves implementation of windows policies, permissians, groups, profiles and firewall restrictions,
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Firewall security is implemented at the Kiosk, network and CBP interface levels, Kiosks use software firewalls from the
aperating system, Cisco network firewalt devices. Firewalis are implemented for interfaces, between aitport focation

and CBP APC web service, Ports used:

Port Number Related Product

6130 Kiosk SW

2967 (TCP | UDP) Symanlec

80 & B530 ' Windows Update Service
53 DNS .
123 {UDP) NTP

CBP connectivity requires Kiosks to interface with secure CBP APC web services via the Infernel using the following:
® 2-way SSL Pubiic Certlficales are required
o Entrust or VeriSign Cetlificates submitted o CBP OIT
° Ceriificates must be sent (encrypted) and loaded, fo include testing and production environments
“ Only one cerfificale is needed for each environment (example, one certificate for test and one for
praduction)
e Web Services (SOAP /HTTPS & XML)

The CBP side of the interface, a DMZ Layer hosts an XML Appliance that provides the Kiosk System with a basle
service access point fo the APC Service. The XML appliance is configured to prevent and control unatithorized aCCess”
to the server and other services not avallable to systems oultside the CBP network. The solution Is fully compliant with
CBP ICD published document “3209000-CD-Sehema 2.0 vé.doc”.

Data Exchange Process

In accordance with US CBP Automated Passport Conirol Service Release 2.0 Interface Control Document v3 {Section

3.1).The APC Service supporls four operations: Sysiem Status, Flight List, Traveler Validate and Traveler End

Sesslon. The System Status request allows the client to obtain the current state of the APC Service. Upon recsiving

- the request, the APC Service sends a response indicating whether or not it is avallable for processing. The Flight Lisi

requiest signals the APC Servie to obtain flight information from CBP's intemal systems. Aflerwards, the APC Service

will format and send the appropriate flight manifest in the response message. The Traveler Validate request inifiates

velting processing of a traveler for a border crossing. A response is sent fo the client indicating the results of the

traveler processing. Following & Traveler Valldate req"ﬂé’st, a client sends a Traveler End call to request an end to the

" traveler processing. Upon receiving the request, the APC Service will process the traveler confirmation and send a
response back indicating that the session for the fraveler has completed, :

The APC Service provides four web service operalions that allow the Kiosk System to reguest information from the
APG Service. in each of the four dialogues, the Kiosk System inlfiates the message request and the APC Service
provides a message response. The web services operations are:

1, Fhight List

2. Travelar Validate

3. Traveler End
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4, System Status

System Stafus and Flight List are standalene requests; they are informational senvices that inform on system
availability and provide flight information, respectively. On the other hand, Traveler Validate and Traveler End are
used in sequence as part of an interactive workflow that processes a iraveler,

Hiosk ) AR oy Rk ARG Sarvice | sk, ARG Sarirg
3 ¥ H peassncal’ { T
i i i { i s
Systam Biolus Resjuost . Faght £ Il Rewdest Travdlers Reguist -
System Stahis Respoase Flighit {15t Rasponss Traveers Vidvlnvon Resparse
11 L § I
i i H i Taeremle Seswion Requaty

Terrénite Setaion Repoiue
Korme o e o v e v e v e e

Data Collection

SITA has designed the sofution to comply with the CBP requirements on data exchange - wh.ich are outlined in the
CBP Automated Passport Control Service - Inferface Control Document. Below is an overview of the process.

The traveler places hisfher Passport on the Kiosk document reader, which wilf scan the MRZ data. If the traveler is not
a US cifizen, the process is concluded. If hefshe is a US cliizen, hefshe will be asked to perform facial image caplure.
e. The blographic and/or biomefric data s transmitled fo CBP via a web services server which

interfaces with CBP's APC Service for traveler processing, ‘
»  The Kiosk inferfaces with the APC Service to request traveler processing data, but is isolated from
CBP's internal nefworks and systems.

These addlfioral functions are performad by the Kiosk
e Roguest and receive the APC Service system status message
s Request and receive the latest flight list information from APC Service
e Initiate the session with the fraveler(s) and the APG Service
= Prepare and send the Traveler Request(s)
e Process vefting results from the Travelers Validation Response message
o Prepare and print receipts for each traveler as specified
« Request and receive the Terminate Session messages
+ Record and document session information
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The Kiosk System shali not store any privacy sensifive dala such as MRZ data, personal traveler data or referral
codes. This information and the delailed securlty rules are applied as per the US CBP's Interface Conirol Document
for Phase ili and its associated Privacy Impact assessment document.

The communication between the Klosk System and the APC Server ocours via a two-way SSL connection, Prior to
establishing communication between the systems, the APC Service will need the Kiosk System's (a) pubiicly routable
IP address and (b) public cerlificate (2048 bits). In addifion, the Kiosk System wil need the APC Service's CA
cettificate chain,

ANTEVIRUS SOFTWARE

Symantec antlvirus cllent software Is deployed onfo each Kiosk. An onsite Symantec management server downloads
definiions and updatés from elther SITA or Symanlec cloud. Local administrators approve definitions and these are
distributed to each Kiosk, Definitions updaies are scheduled weekiy or daily.

The following workflows depict definition updates for a centrally managed salufion, sites not connected and virus delection
steps 1o be takem '

SRy

Central Symantet ! s

Anli Virus Servar J.; : =] Mon#toring and Reporling

(SITA or Syrmanieo) =5 == Windows Update Servives

I i e 1 Symaniac Anll Vi
Server

Syt

Virus Defintlons
Pushad {o Kiosk's
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DATA REPORTING METHODS AND METRICS

The proposed solution includes a Reporting fool, based on the collected of operational data, The. value of management
information gathered from the thousands of APG processes performed at a certain airport 1s huge. Using the |-Shield
platform, accredlted users can generate, view and run reports, and check the status of the reports genération, Reports
provide accurate and comprehensive decision-support Information, under dimensions stich as ciizenship, age, gender,
and group size, including consolidaied data for the entire system, or a breakdown per Kiosk and according to different
fime slices, such as weeldy and dally. '

 Infegration fo data warehouse ~ The proposed solution can. be integrated with the airport data warehouss,
both for data storage and for generatlon of reports.

s Data dictionary/ list of what data will be avallable ~ The APC solufion can provide the Audit and Logging tool
with any non-personal data considered refevant for CBP andfor the Airport Operator, such as:

Time stamps:

Processing fimes

Authenlication results

Biometric métchéng resulfs

System incldents

Any other data that complies with CBP business rules, -

cC ¢ o Cc 0 0

e In order to be in compliant with CBP rules - the proposed solution allows no passenger personal data fo be
stored andlor processed by the Reporting tool, This means that the following data is excluded from the

provided reports: :
o  Passenger blographic data, such ag name, date of birth and citizenship.
o Travel document data, stch as Document number, issuance and expiry date.
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o Reason for travelling.
o Biometric data.
o Anyother personal data processed by the APG system.

o Real time reparting - The operational reports can provide Informatlon regarding any selected period, which is
configurable according to the preferances of the user. If desired, a dally report can give an overview of the
APC processes performed in the previous holrs, In order to have access to real time operational data, the
CBP officers may use the Ambassador Monitoring Application, This weh-based application that runs on any
mobiie device, such as a tablet, can be configured fo provide information regarding the real time activity of the,
APC Kiosk solution, regarding processing times, throughput capacity, and other operational KPls,

» Included Reporting opfions - The repoz%s generated by the proposed APC solution can be configured
according fo the preferences of the contracting authority. In any case, only data in compliance with CBP
permissions can be stored and processed. According to CBP rules, the provided reports are not aliowed to
display travelers personal data, Neveriheless, the provided reports include very useful operational
information, which aflow the authority to have a global overview fo the operations during & certain period of
time (e.g. Weekly reporis). Examples of these reports are in Appendix E of this proposal.

APPROACH TO SOFTWARE MAINTENANGE

SITA provides quarterly and bi-anmual releases of APC software. Releases will be made on demand to support
new CBP APC business rules or process Updates are mandated.

Software will be deliverad via fip download, CD { DVD or USB media and provided with full installation or upgrade
installations to enable quick deployment, :

Software Maintenance

SITA will engage with providers of third-party software Inciuded in the SITA system In order fo resolve faulis or
keep applicaficns up-to-date.

SITA will patch or update third-party software,_appilcations when they have been tesled and shown fo be
functional by SITA stafl. '
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PROVISIONS BY MDAD

As SITA has a strong partnership with MDAD, if is expected that the MDAD Alrport Authority will maintain its
current standards and confinue to provide the following during this project:

Placement direction, installation of data and power infrastruchure,
Storage of kiosks, and other equipment as needed for the Initial delivery
Disposal of packing debris (wooden transport crales, packing material, etc)

Any sscorting, badges and permits required by SITA staff and contractors who will be required to
enter the airport and Federal Inspecion Service (FIS} in order fo perform installation and support of
the klosks

Providing airpor@ lizison with US CBP Staff to direct and assist passengers during the operational
phase of the project

Disposal of the Kiosks, if required, at any time during the contract term

Civil works if required
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SUPPORT AND OPERATIONS

From aur extensive experience partnering with MIA and MDAD, SITA will confinue to provide unmafched Mainlenance &
Support as we understand the requirements from MIA, Based on the specifications outlined in the RFP, aggressive
SLAs require additonal staffing to meet the needs of MIA, SITA will provide two additional team members to meet the
standards and requirements of the airport authority. Additional feam membars may be required as the life of the contract
extends to continue fo provide outstanding support thrcugh the lifecycle of MiA and SITA's parinership.

Pricing will reflect the additional on-site feam members and extended remote Level 3 staff that will be avaliable fo MIA
24x7x365. These additional staff members wilt be provide unmatched service to MIA that will allow the requirements of
the SLAs to be met without isstie. Should MIA decide o revise the SLA requirement, SITA can adjust the price according
to meet the SLA and needs of MIA. The support is offered and priced based on the specific SLA requirements outlined in
the RFP.

SITA’s approach to a Kiosk implementation is fo ensure there is & robust transition from the project team fo steady-state
operafions. Support and maintenance services following live deployment will be provided by SITA for an operations
period to be agreed on by contract,

Maintenance & Support Level Definitions

The following sections describe the support levels which SITA uses internally for the stpport of the APC kiosks.

Maintenance Level 1: (Highest priority support)

Level 1 is reserved for all faults which disable the proper operation of the complete system, S{TA's response is
fargeted fo testoring the service to operational capability, and tncludes but is not fimited to:

a) Troubleshooting and isolation of malfunciioning equipment, inciuding flaws caused by software
malfunction or operatorfuser error, to full restoration;
b} Replacement and/or on-line repalr of failed equipment,

The restorad service must be:
M Available: equipment must be able 10.be used, and function, as designed.
. Reliable: equipment must work consistently; intermittent working/not working is unacceptable,

Level 1 Hardware Maintenance
Consisting of ﬁardware break-fix and the provision of any physicat and/or logical intervention at a customer
jocation, herdware maintenance is concerned with restoring hardware to operational service. This entalls

ensuring that the IT equipment and operating system are fit for purpose in accordance with contractual
requirements, Varlous services are provided fo support customer sites:
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»  Providing the appropriate on-site skills to perform unit repair or unif exchange in accordance with the
SITA confract andfor manufacturer's instructions. SITA will ensure that the appropriate level of
training and skills are available to refurn equipment to full usability.

= Providing problem analysis, including identification of the scurce of the problem.

= Oblain a replagement unit or component parls from the stock of available malntenance spares, or
directly from the manufacturer when necessary.

= Restoring hardware 1o a working state with its functioning Cperating System by exchénge. physioal
repalr, and adjusiments of equipment and components. '

Maintenance Level 2: Broaldfix maintenance and lower priority support

Level 2 is reserved for faults which leave the system operational, but reduce the operational capability of ths
SITA solution. {An example here would be a single falled kiosk). SITA's response would Include:

a) Off-line repalr or return of failed equipment to the repair center of the manufactursr;

by Provision of scheduted Updates andior system recalf of hardware as dictated by Manufacturer or

SITA;
c) Hardware and firmware upgrades fo all specified equipment, as required by SITA.

Maintenance Level 3: Software Support

Level 3 technical specialists will assist as required to troubleshoot problems. When a serious software problem
is identified which is impacting-the system, SITA will alfocated Level 3 staff to investigate and fix the problem,
Software updates will be released and installed if necessary fo the problem devices (in agreement with the
customer's staff, so that they are Involved and aware of any changes.)

Qverview of Support

SITA-Support gives you the power and ﬂexibility to contract for the services that best fit your business needs, The
service famifies that make up S{TA-Gupport are described balow:

= National & Globai Support Services —on-site service provisioning, maintehance and support services,
maintenance services, preventative maintenafite and projecl management.

= [T Asset Management — these services assist in the lifecycle management and opftmization of IT assets
across the enterprise.

s |nfrastructure Management — providing localfcentral management services and support of the server
infrastructure within the scope

Our service model uses proven processes and methodologles buit on ITIL (I Infrastructure Library) best
practices. Key operational objectives of SITA's service mode! include:

= Fogusing on first time fixes
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»  Making use of remots diagnostics and fixes whenever possible to reduce cost and minimize downtime

= Optimizing use of {T Assets
= Software management and control

= Standardization and simplification

Incident Management

The customer will contadt SITA‘S on-site locat staff,

The SPOC will own and manage all Incidents through to resolution. The locat staff will soute all incidents and allocate
them 1o the appropriate resolver group. All Incklents will be assessed and assigned a priority based on the impact fo
the business and against any confracted Service Level Agreement (SLA). As part of the incident life cycle, incident
management provides escalation up to the peint of resolution and closure of an incident, They alse identify known
ariors and provide workarounds where applicable, SITA’s cusfomized Support Medel for MIA inciudes: On-site
Incident Management

Due {o the nature of the proposed solution (e, infrastructure hosted al the customer site) SITA may not have access
to the systems, Diagnostic and management tools can be used o investigate and resalve actionable evenis and
incidents in co-ordination with the customer’s staff, Whenever appropriate in the solution, SITA will implement and use
diagnostic and management toots, When if Is not possible to resolve problems using the data provided by these {ools,
or if the problem is befter diagnosed and resalved onslte, the Onsite Resolver Group will manage and ovarsee the
process until completion,

Escalation Process

Our escalation procedures are hased on indusiry standards and are designed to ensure thal operations suffer the
minimum disruption as a result of any incident. The objective of the escalation procedure Is to ensure that should an

“incident nol be able fo be resolved within a pre-delermined time frame, successively more senlor SITA staff will be
notified. Senlor staff will become involved in the incident resolulion to elther resolve i or fo determme what other
action can be taken, as soon as possible,

SITA will provide an escalation contact matrix in the support agreement.

Lavel 2 Supporf Team

L2 support staff will be responsible for the following:
»  Hardware support for any of the SITA products
s Incidents Management together with SITA's SPOC

«  Technical suppor and assistance in the use of SITA products

Page 85 of {14

90



RFP-00118

MIAMI-DADE COUNTY, FLORIDA

«  Corrective Maintenance for all SITA provided Hardware and Software

n  Preventive Hardware maintenance and support of all installed equipment and make sure that it is
working as expected.

. Warranty & Spares management

»  Work with vendors (as appropriate) fo resolve problems

»  Contact offier support groups as required

= Inferface with other systems, networks and operating system enviranments
w  Hardware replacement when requiréd |

s Knowledge transfer o customer staff

Level 3 Support

Problems which cannot be resolved by the on-site technlcian or L2 wilt be referred fo the Level 3 (L3} support teams,

The L3 team provides Advanced Application Support {CoF: — Center of Expertise for each product) and also manages
Hardware suppott from local suppliers. ¥ a problem cannol be resolved after a thorough Investigation has been
completed and all diagnostic procedures have been carried out, the local investigator will contact the third level (L3)
supporl team. L3 are formed by Application Software Support and Hardware manufacturers for each product.

In addition, CoE team will work with end users and the local team to identify and resolve problems where application
saervices are unavailable or are producing unexpected resuls.

The purpose of level 3 support Is to provide comprehensive back-to-back support up to the level where resolution of a
problem depends on the correction of source code of the application, or manufacturer hardware repalir, '

This fevel of support addresses problems at the source code level and provides an advanced levei of appilcation

“support o second level support staff, In addition, periodic software updates will be provided as part of the Level 3
Support service in the form of minor software version updates. These minor versions will Inciude corrections for known
defects as well as new functions or sofiware enhancements

The fevel 3 problem tickets wifl be managed by SITA Level Z support, They will be resporisible for opening the ticket to
Level 3, schedule time to maintenance/update releases, lest releases, update and close problem tickets,

The Level 3 suppor consists of two groups that provide assistance to the local team:
= SI{TA Center of Expertise {CoE) peforming Advanced Application Suppart for each Product

= Hardware Supplier support

The Standard Support Mode! promotes to monitor and manage the Service and required Infrastructure centrally. The
central teams will be granted administrative privileges to perform thelr duties centrally, while on-site field services wil
sfiil be required to perform any hardware break-and-fix activity,
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Although, It had been considered mandating centrally managed kiosks, we decided to take the opfional
approach and strongly recommend the central management of kiosks by outiining its value proposition, €.g.

- Centrally managed kiosks are restored faster than locally managed kiosks. Typically takes 20 minules fo
restore kiosk service from the time that the alarm is noticed. Takes same amount of time to restore service
locally, however, sfies do not have a 24x7 team monitoring kiosks remolely and hens, it will teke around 20
minutes from when a lech arrives on location {which could {éke more than 2 hotrrs if the tech is not on—sne)

- Central monitoring of kiosks requires less focal staffing and s less expensive I most cases considering the

absence of a reliable monltoring ool for local support models and the fact that local slie staff does not monitor

the kiosk health stafus on & confinuous basis. In order to provide 24x7 af any alrport, one wolid need to have 4

- or 5 individuals at any point in tme. Within SCC there are several leams thal are currently doing central
monitoring, already staffed.

The Level 3 support Is responsible for the following:

= Problem Diagnosis: Identffy the cause when application services are unavallable or are producing
unexpecled fesulls. Access the system remotely andlor work with end users to perform datailed
diagnostics. Determine what changes have aken place since they system was functioning as expected.

= Prablem Resolution: Take action to resolve problems directly where possible, or with input and assisfance
from oiher resolver groups. Provide assistance to other resolver .groups, where required, fo enable
problem resolution. Implement workarounds or install software patches that have been provided,

»  Problem Packaging: When more specialized advanced support s required, package problems and forward
to other resolver groups

w  Correct Application Corruption due to Application Errors: In the event that dafa is corrupted due to an
application or interface data translation error, support will be provided to correct or restore the data.

¥ Perform Advanced Dlagnostics at:
o Application code level
o Interface protocol lovel
o  Database structure level
o Systemconfiguration level - wn

s Advanced support lialson: Liaise with advanced support groups and end users to perform advanced
diagnostics and provide addifional information

= Provide Codes Fixes and Workarounds: Application code fixes or software patches wiil be provided fo
correct application software defects. in some situations, a workaround solution may be provided on an
interim basis, until a permanent code fix is available. Code fixes will be addressed by means of minor
software revisions that wil be provided with release notes, :

= Evaluale Code Modification Requests; Requests to modify code or provide minor enhancements will be
evaluated, and any consensual modifications will be addressed by means of minor software revisions that
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will be provided with release noles. Requests for enhancements will be logged in a database and
considered for inclusion in future relfeases. '

= Assist 2nd level support personnef by performing advanced feve! diagnostics to determing the cause of
application errors, unexpected results, and performance problems related to the appiication and system as
a whole.

= Advanced Application Support: Assist 2nd level support personnel, if required, with guidance on the use of
advanced or complex funclions, such as modification of paramelers or adjustments of rules.

»  Advanced Configuration and Gonfiguration Management Support: Assist 2nd level support personnel, if
required, with guldance on maintaining and managing the application configuration, e.g. support with
installing updates and maintaining the lalest applicafion software levels.

Operations Repotting

A standard report format will be agreed between MIA and SITA for each report. Reports wilt follow the agreed
formal and be distributed 1o a specific customer distribution list by emall. The report{s) usually include:

Operational Activities
= Technical issues
= Problems
= Agtion ltem status
= Problem resolutions

Service Level Management-

SITA will work wilh MiA fo meet and exceed the SLA requiremenfs set forth In the RFP, Prlcing has been provided
based on MiA's outfined requirements, which are in line with the Priorlty Level definitions for the SITA products and
meet the cusfomer needs. These levels are measured according to the business impacl of each problem, as
foltows: '
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In the following table, SITA proposes the reéponse and restore fimes fo MIA,

The "Restore Time" starts counting from the moment the ticket / call Is communicated to SITA, either through divect
{on-slte) contact, andfor by e-mail andlor by SMS, andfor through the Service-Desk system dedicated lo this

solution,

"Pre-Diagnostic" means the initial study of the situafion and root cause of the reported incident, aswell as the
possible consequences and predicted restors time.

SITA accepls the SLA requirements and understands that restore and diagnostic requirements are as follows:

Maximum of 4 incidents can oceur in a single month
Maximum of 20 incidenis can oceur in the last 12
1 10 minutes 2 Hours 15 minutes | months

: 100% of incidents must be addressed within the
restore me
Maximum of 1 incident can eccur in a single month
Maximure of 4 incidents can occur in the last 12

2 15 Minutes 8 hours 2 hours months
100% of incidents must be addressed within the

restore ime
Maximum of 1 incident can occur in a single month
Maximum of 2 incidents can ocour in the last 12

3 1 Hour 48Hours | FourHours | months o
100% of incidents must be addressed within the

restore fime

Monitoring Services

SITA offer a developed MIB configuration file that-isiconfigured for aleris / alarms and can be amended to support
specific requests, which is deployed onio each Kiosk, The MIB configuration can elther be intagrated with SiTA's
Jocal of remote monfioring software. Or provided to Miami for integration into any in house monltoring tools, such
as Microsoft SCOM / SCCM products and integrated as a SNMP pack.

SITA Global Services offer a local moniforing solution called KMOSS that Is infegrated with an offsite central
network monitoring solution called NGOSS. All computing and networking resource monitoring will be performed
by Next Generation Operations Support System (NGOSS). All events, defined as refevant, produced by NGOSS
will be displayed in a list topalogy map as well as having alarms raised with 3 problem: sighature. The NGOSS
console is managed and pro-actively monitored by the SITA Global Services (SGS) teams, such as the GSL
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Sarvice Desk or the SITA Command Center {SCC) team, NGOSS monitors logical, physical and network objects in
the system that includes:

System resources:

o Monltoring hardware, Operating system and database systems,

o Monliored objects include processor, CPU, flle systems, disks, processes, threads, and operations.
Network resousces;

s Monitoring of switches, Firewalls, Routers, Gateways, Peripherais, IPSec, IPDSLAM,

s Access points and controllers, VPN Concentrators and connecivity boxes.

The monitored objects Include Ethernet media, spanning tree, bandwidth, QOS queue, COS, E1 éhannels, tPSec

Tunnel, services, counters, packets, queties, and blocks,
| APC KIOSKS APC KIOSKS
i S

e >

KMOSS WEB INTERFAGE

NGOSS ROSS

Maintenance Schedules

Proactive Preventative Maintenance

Proactive dally & weekly maintenance tasks’ should be parformed on the kiosis and these tasks can be
carried out by trained perscnal onsite,
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Preventative Maintenance Support

SITA will monitor and perform preventative maintenance to prolong the operational life of the equipment. This

includes:
a) Provision of standard preventive malntenance of equipment, based on SITA's recommendaticns and

manufaciurer's recommendafions;
b) Adjustmenis and replacement of repalrable ilems as deemed necessary by periodic inspection of

equipment,

SITA will perform the following preventative and reguler maintenance activities as part of thelr
responsibiliies. These activilies are prescribed by the hardware vendor and subject to SLA restrictions.
Details will be provided in manuals, but as 2 summary, please s¢¢ the list below.

«  Dally wiping/cleaning of all reader surfaces: péssports, fingerprints, elc.
«  Dally cleaning of camera lens;

a - Daily cleaning of the fingerprint readers.

»  Daily blawing out/vacuuming of air intake vents at bottom of units;

»  Weekly dismantling of air intake filter to clean It

o Weekly inspection of Fingerprini readers,

Customer Defined Level 2 - hardware related (reboot, printer, replacement, efc) will be handled by SITA-
Leval 1 staff, ‘ ‘

Customer Defined Level 3 - software issues, upgrades, CBP mandated changes will be handled by SITA wlth
full support via the "SPOC" = SITA Level 2 and SITA Level 3.

DOn-8ite Inventory

Consumables and Spares Management

SITA will provide a ful% Bill of Materials List once the implementation reaches the Hand-Over stage. 1t will be
submitted elecironically and reviewed by both parties for integrity. SITA will work with MIA and/or Its
maintenance provider fo replace defective hardware during the warranty period.

SITA wilil provide management of spares including provisioning, logistics, managing OEM warranties and
performing/coordinating repalr activities, during the whole contract perlod. The spare parts will be stored on
site {e.g. at the Airport), and the spares management will be coordinated by the Local staff. SITA will provide
the paper and constmables to support the maintenance of the kiosks,

APPROACH TO TRAINING
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Training Course Delivery

SITA recommends that at least five (5) days or 16 hours shouid be allocated for operational and transition
support training. A classroom training session will be offered during the business hours of 8AM ~ 5:30PM local
time. i ts expectsd the training session wilt be up to half a business day to complete.

To facilitate tralning, MDAD will need to provide a training class room with projector and refreshments. The
training will consist of the class room training, followed by hands on APC Kiosk and Ambassador Application
training. The class room training module wifl be delivered using Microsoft Power point and covering the
following:

-]

Training material hand outs {APC Qverview, CBP processes, Klosks & Ambaséador App)
APG Process

Information Videos of processes and benefits

System Administration

Excepticn Handling

Queue Management

Ambassador Application overview

Qutage Reporting

Maintenance Training

Contingeﬁces

The APC Kiosk fraining moduie will be onsite at the APC Kiosk covering ihe following:

&

APC Kiask location

APC process manual issued fo each irainee that covers items from the earller class room module
Using the system and completing full fransactions '

Reviewing referral codes and their meanings

_Training on recelpt paper replacemeant.z«4.

Tralning 1o [dentify, what {o look for when a Kiosk may need fo be cleaned

Ambassador application hands on session using a tablet

- MDAD "Train the Trainer’ will be one o one fraining for one (1) business day, consisting of the standard
course and technical / operations and administration fraining.
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ON-SITE TRAINING AT HANDOVER

The Standard Support Mode! includes: On-site training at handover.

SITA will provide training to designated customer staff on the syslems included as parl of our proposal to ensure
that users are able to work with the system In their specific functions. Training includes instruction on how to
operate SITA products, as well as problem-reporting procedures. The instructions most commonly {argel {rainer
and end-user audiences.

Training will include both theoretical and practical hands-on experience.

Training will take place at the alrport at the time of handaver. Training is usually given in English. if the customer
wanis an alternative Janguage then this can be arranged with SITA at extra cost. Alfernatively the customer can
provide a local technical translator,

SITA Trainers

SITA trainers are all experts on the SITA systems and applications and have very strong demain knowledge in
their area of expertise. In addition they will have valuable experience of supporting SITA sysiems and will be able
{o answer the customer's questions abof the products belng delivered.

Train-the-Trainer Approach

SITA advocates a ‘traln-the-trainer’ approach, There are several benefifs to this approach including mentorship
that builds a successful and long term operational relationship; the flexibility o customize classes based on need,
and the customer's development of competency and expertise in paraflel with the implementation,

Qur exﬁerience shows that active involvement of key staff is cructal to gaining the full ongoing benefits from the
project. ‘

Warranty information

Standard warranty Is provided for a one year terqr'r;::‘ However, SITA has extended this warranty to conform {o the
requirements outlined in the RFP, SITA warrants the supplled hardware for the term of the contract- five years,

KEY VALUE-ADDED FEATURES

SITA's APC Kiosks provide the foliowing features that highlight SITA's exceptionat product offering:

= Automatic Face Finder with Automatic Height Adjustment of the camera and lighting in a vertical course of
70 om (1.4 to 2.1m), to immediately ensure full-frantal poses for full compliance with ICAO
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recemmendations for face image capture. This technology allows the fieid-of-view coverage of travelers on
wheelchairs, without the use of filt/ wide-angle lens to avoid image distortion,

e Aufornatic lighting adjustment fo caler far varying environmental lighting conditions, supported by meiti-
independent LED illunination system. The usage of LED llumination technology instead of fiashes
prevents hlinding the user or causing changes in the faclal expression during the caplure.

» Real-time automatic adjustments of camera focus and setfings (white-balance, confrast, exposure,
brightness), ‘

s Instant and real-iime blometric quality analysis of face image, fingerprint, to ensure that all the generated
biometric data meets ICAO standards.

Ambassador Application

The Ambassador application is used for interactive monitoring of the solufion and designed to be used by local
ambassadors, management and on site T support staff. The second application is a centrally based menitoring
capablily for 1.T administrators, that enables Jocal or offsite monitoring of the solution using SNMP and MIB
configuration flles deployed to each Kiosk, integrated with SITA monitoring products KMQOSS and NGOSS, Or 2
customer’s in house solution that supports SNMP, The third application Is APC reporting that is server based and
also integrated with the ambassador appiication.

Ambassador Stalf interactive Monitoring

The Ambassador application is an interactive applicaion that runs upon a deskiop or tablet and supports
Windows, 10S and Android operating systems. It is installed on the Jocal SITA APC server, which collecis data
feeds from all Kiosks and presents useful dals via the Ambassador Client applications.

As a best practice, it is recommended thal Ambassador Staff in the FIS have the abillty to monitor the live status
and usage of APC Kiosks, t gain optimal performance and throughput of the solution. By providing real time
availability information, the application leads to a more efficient guidance of the travelers Inslde the FIS area, by
helping reducing excessive dwell time for fravelers fo find an available Kiosk. To address this, SITA provide an
interactive dashboard monitoring application, calied the "Ambassador App'.

The application visually presents the active stalus of each Kiosk (Use Me First, Free, Busy, Oui of Service, and
ADA Kiosk) and paper status (low and out of papet}. It delivers advanced Queue Management using a mobile
tablet, via WI-Fi, or monitoring sfation for Ambassadors and Support Staff to use, by providing a graphical overalt
representation of the operating APC Kiosks In the different terminal areas. The Ambassador Monitoring Station is
a very useful tool for both Ambassadors who assist the travelers on the APC process, and for the Support Staff
who are responsible for keeping the kiosk In operation.

Each Kiosk is identified in the graphical inferface by its unique ID, which supports the application user fo clearly
understand to which physical Klosk in the FIS corresponds fo each icon Kiosks icon displayed. .

Interactive Monitoring / Ambassador Application
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SITA provide an interactive dashboard tablet application called the "Ambassador App®, designed to provide real
fime status of kiosks directly to ambassador staff in the FIS area. The software visually presents the aclive status
of each Kiosk {Use me First, Free, Busy and Disabled/Out of Service, and ADA location) and its paper status (fow

and out of paper).

SITA offers the Kiosk Ambassador Monitoring tool, which can be used for queue management as well as
other functions.

The Ambassador Monitoring Station delivers advanced Queue Management in a2 mobile tablet, via Wi-Fi, for
Ambassadors and Support Staff or can be accessed by management, using a Windows deskiop. The software
visually presents the active status of sach Kiosk (Use me First, Free, Busy and Disabled/Out of Service, and ADA
location) and its paper status {low and out of paper). ‘

The local server combined with the Ambassador Monitor server application can provide logaing & reporting
capabififies, for management information reporting and auditing capabliities for remote petformance monltoring
and distribute output in real-time fo the Ambassador Client

The main advantages of this Queue Management Solution are the following:

= Provides proactive real-lime status of Kiosks directty to Ambassadors,
o Allows for optimal usage of Kiosks by eliminaling hol spols, bottlenesks and congestion through
excessive dwell time {o find available Kiosks. it enables even distribution of kiosk usage in FIS.
Proactive moniforing of Kiosks for paper replenishment to avoid excessive down time.
Optimize supporl o traveler using Proactive Management of operations. '

APPROACH TO SOFTWARE ESCROW

SITA will place the source code of each delivered release; including maintenance with a third party United States
based company, "iren Mountain® on CD / DVD or USB media, The media will be stored at an “Iron Mountain”
storage facility focated in the United States. SITA's APC Kiask Wi-Fi Compatibliity

WI-Fi connectivity is supported for accessing the Ambassador application, via Wireless access points, Wi-Fi
access balween Kiosks and wireless access points will be avallable in a future Kiosk model.
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ADA SECTION 508 COMPLIANCE

ADA section 508 Compllance

Balow are pictures which itluéirate the ADA features as described in Sectlon 7.47

Font Type and Size: The
user Interface enploys
colorsicontrastand fonts
rigarousty selected
accolding lo ADA defined
standards, so that the
readabllity Is as high as
possibieforthe visually  °
Impaired and eolor blind. N,
Furizermere, the touch ‘\
sereetyser display

complies will the ADA \
requirements regarding the
colorand confrast settings,
refreshrate, as well as _
Usabilfty {such as operabllity
with one hand, a gloved
[xand or prosthetic, and
required force below 6 Ibs},

Slickers: The ADA version
of the APC Kiosk includes
stlckers which present not
oniy the standard text, but
also the: Braille versioh of
the messages, These
slickers are placed oit
every part of the Kiosk
which would reguire an
action from the raveler,
stich as the document
readel and the receipt
printer
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Audio Interface: The APC
Kiosk includes an audic headset
phug, which aliows the traveler lo
listen to a lexito-speech versien
of fhe displaysd messages, The
audiomessages canbe
interrupted, paused and
reslarted at any ime. Plugglrgin
aheadsetwill frigger a call fo
the ADA page, which will aliow
the user to adjust the voluhie
and request privacy (in which
case a privacy screen wiil
layered over the user interface
to stop someone shoulder
surfing the bfind person without
them knowing it} The sound
lsvelis aulomatically reset afier
every use, and a volume gaii of
atleast 20 dB above the
ambientlevelis selaclabla.

The motion protection har prevents
wheeichalr users fromaccldentaily
hitling the Klosk.
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"Automatic Hetght Adjustment: used to adapthe height of the man-machine
interaction components, improving the usahility for both able bodied as well as those
with disability or accessibility issues,

EZ Access: The APC Kiosk
Integrates an EZ Access Kavypad,
which allows the Usel o mahage
fhe entire APC worldlow with the &
butions of differentcolors and
formats, while driving he audio
interaction, without requiring the
useof the tovich screen.
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ATTACHWMENT 1: INFRASTRUCTURE AND NETWORK DIAGRAMS

Menlloring and Reporling
Windows Updale Sorvices
Symanlec Anll Virss
Sarver

. Kosks Conneolt to CEP
Via interned
&

Swilch CBP provide SSL
certificatos for each
Klosk

Bl
SITA \E',PN Glees ABA 505
X PihllcIP's Ramiler & Fhaveil

[P cBP
syglam

O
. psey

=4
SITA Malwork

SITAAPC Kiosk High Level Technical Architecture
{Network Redundancy)

Ys CBP FIS Facility

individuai Klosks connect direclly via wab service to
L18 CBP APC Service

CBP National Data Center (NDC)

Uscpp

ugces Systorn

AFPGBevice

nlobnsé

[';0(39"'1!]
= nlabase

9ITA APC Klosk
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RFP-00118

iBiometrics Camera

A/4/2 Fingerprint Module

Frame with embedded touch screen
Proagtlan Module + MILSIS system
eReader Document Reader

Receipt Printer

Frontal cover module for Receipt Printer
Processing unit |
UGB Industrial hﬁb

Power supply 110AC-24DC

Powef supply 110/240AC-12DC

PC Power supply

Due to the modularity of the APC Kiask, the components fisted above ¢an be upgraded.
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APPENDIX B: PAYMENT SCHEDULE

A. APC KIOSK PAYMENT SCHEDULE FOR INITIAL FIVE YEAR TERM:

1 Phase | : 36 Kiosks $34,111.06

RFP-00118

$1,227,997.09 "

2 Phase |2 38 Kiosks $34,111.06 $1,227,097.99*
3 + Phase lll ; 38 Kiosks $34,144.08 $1,227,097.997
4 ‘ Phase |V : 36 Kiosks $34,111.06 © $4.227,857.99*

Subtotal for APG Kiosk Devices:

$4,911,991.96

t Due for each phase shall be paid upon Final Acceptance of the APC Kiasks by the Counly Project Managsr.

Year 1~ $8,050/ Year 2—$800 /Yoar 3 - $800/ Year 4 - $800 [ Year 5 - $800

Degcription
Software Licanse Fee — Unlimited Klosks / Users $1.00
Equipment / Devices

(832,000 per Kiosk Device) $4,608,000
" Testing, Configuration, and Implemeniation Services $ 255 200

Phase % - $63,800 / Phase || - $63,800 / Phase Il - $63,800 / Phase IV - $63,800 i
Training Services $ 4.000

{$1,000 Per Phase for Required 1.6 days of Tralning) !
Miscellaneous Costs § 48 792

Phase 1 - $12,199 / Phase || - $12,188 / Phass iil - $12,108 / Phase [V - $12,198 '
Software Escrow § 11,250

Extended Warranty f Hardware / Equipmeht and Consumables (Contract Year 1)

Phase | $ 64,804
Phase I $0
Phase ifl $0
Phase IV $0
Extended Warranty / Hardware | Equipment and Consumables (Contract Year 2}
Phase | $ 173,044
Phase H $ 66,044
Phase [il §0
Phase IV §0
Extended Warranty / Hardware | Equipment and Consumables (Contract Year 3)
Phase | $ 176,447
Phase | $ 176,447
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Phase $0
Phase [V $0
Extended Warranty / Hardware [ Equipment and Consumables (Contract Year 4)
Phase | $ 180,019
Phase Il $ 180,019
Phase Il $ 75,019
Phase IV $0

Extended Warranty / Hardware / Equipment and Consumables {Contract Year 5)

Phase | $ 183,770
Phase il $ 183,770
Phase Il $ 183,770
Phase IV $78,770

§ 435,057

$ 630,080

Maintenance and Technical Supp

ort Services ~Contract Year 1

Phase | $ 220,342
Phase H $0
Phase ll $6
Phase [V $0
Maintenance and Technical Support Services ~Contract Year 2

Phase | § 224,749
Phase 1l $ 205,222
Phase [l $0
Phase IV $0

Maintenance and Technical Support Services — Contract Year 3

Phase | $ 228,244
Phase Il 3

Phase Il
Phage IV $0

Maintenance and Technical Support Services - Contract Year 4
Phase | $ 233,829
Phase || $213513
Phage I} § 108,022
Phase [V $0
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$ 555,364
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Maintenance and Technical Support Services - Contract Year 5

Phase | _ -$ 238,506
Phase H § 247,783
Phase Il $ 110,182

$ 108,022

Phase [V

B. OPTIONAL YEARS TO RENEW

1, Extended Wasranty for Hardware | Equipment { Devices and Consumables

_ Extended Warranty / Hardware / Equipment and Consumables {Gontract Year 6) $ 750,836
' Phase | $ 187,709 |
Phase Il | $ 187,708
Phasa il % 187,708
Phase IV $ 187,709
Extended Warranty / Hardware / Equipment and Gonsumabies (Contract Year 7) - $767,378
Phase | ) : - § 191,844
Phase !l ‘ 6,191,844
Phase Ill _ § 191,844
Phase IV 5191844
Extended Warranty / Hardware | Equipment and Consumables (Contract Year 8) $784,744
Phase | § 196,186
Phase [l $ 196,166
Phase Il $ 196,186
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Phase IV $ 196,186
Extended Warranty / Hardware | Equipment and Consumables (Contract Year 8}

Phase | $ 200,745

Phase I $ 200,745

Phase li $ 200,745

Phase IV $ 200,745
Extended Wasranty / Hardware / Equipment and Consumables (Contract Year 10) $822,128

Phase | $ 205,532

Phase |l $ 205,532

Phase Il $ 205,532

Phase IV‘ ] $ 205,532

D i
Q‘Main'ienanlce and Technical éupport Services Fees — Contract Year 6 $ 687,980
Phase | $171,985
Phase Il $ 171,095
Phass Il $ 171,995
Phase IV $ 171,995 -

Malntenance and Technlcal Suppori Services Fees - Contract Year 7

Phase |

$175,435

Phase 1l $ 175435

Phase {1l $ 175,435

Phass IV § 175435

Maintenance and Technical Support Services Fees — Contract Year §

Phase | $ 176,944

Phese | § 178,944

Phase | $ 176,044
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Phase [V § 178,044
Mainienance and Technlcal Support Services Fees ~ Contract Year 8 $ 730,092

Phase | $182,523

Phase [# $182,523

Phase IV _ § 182,523
Maintenance and Technical Support Setvices Fees ~ Contract Year 10 $ 744,692

Phase | . '§ 186,173

Phase |l 5 135'”3

Phase il $ 186,173

Phasa IV $ 186,173

Sup 1.

3, Soltware Escrow Fees

Software Escrow Agreement Fées {Year 6) $ 800
Software Escrow Agresment Feaes (Year 7) $800
Softwara Escrow Agreement Fees (Year 8) §800
Software Escrow Agreement Fees {Year 9) §300

$ 800

Software Escrow Agreement Fees (Year 10)

4, OPTIONAL ITEMS: Professional Service Feo Schedule:

During the ferm of the resultant confract, should the Caunty wish to employ the Contrastor for projects or services oulside the scope
of the services, all work performed will be bllled on a time and materlals basis as defined in the below rate schedule:

E’ro;éc[ Managef $ 250

Programmer $ 200

Trainer 5180

On-Site Tralning (Per Day) $ 1,000
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APPENDIX C - PROJECT TIMELINE
SITA understands the requirement to have each phase of 36 kiosks delivered and operational with 30 days of notice fo

procead. As part of the start up for each phase SITA will provide a detall project schedule that wilt be aligned with the
general implementation plan provided below.

Responsible
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Deliverable/ Critetia

)
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APPENDIX D - ACCEPTANCE CRITERIA

_ Deliverable Acceptance Procedures

The parties intend for the APC Kiosks fo be brought info Production Mode, in phases, as each phase of the APC
Klosks are deployed as set forth in Appendix A "Scope of Services” and Appendix C "Project Timefine”. Each
phase of the APC Kiosks Implementation will be subjected o its own testing and Final Acceptance will be deemed
fo have occurred upon the APC Kiosks (i) satisfying the Final Acceptance Criterla and (ii) module being used in
Production Mode. '

Contractor will nofify County in wrifing (via emalf) when the APC Kiosks are ready for acceptance testing. County
will commence festing on such APC Kiosks within three (3) County Work Days of being notified by Contractor,
provided County has been given access to such APG Kiosks. County wifl have up to five (5) days, in its own
discretion, to conduct its first round of acoeptance tests and will use reasonable moasures to defermine whether
the APC Kiosks are in conformance with the Final Acceptance Criterla, and will notify Contractor in writing as fo
any deficiency, in list form {to be incorporated by mutual agreement into a punch list during the System
acceptance periods described in Appendix C "Project Timeline”). Conractor wili promptly commence wotk on
resolving such punch list issues and will, as necessary, redefiver such APC Kiosks for further testing, which
County will commence within fwo (2) days of recelving Coniractor's nofice that the APC Kiosks are ready for such
further testing, The parlies shall agree, upon such redelivery, as to the time County requires {o complete the
additionat acceptance tésting. The process wi be repeated until either the APC Kiosks have substantially
conformed to the Final Acceptance Criteria and the APC Kiosks are puf info Production Mode.

The above process will be repeated for each phase of APC Kiosks delivered under this Agreement.

Final Acceptance of the APC Kiosks wil be deemed to have accurred on the APC Kiosks systems meeting the
Final Acceptance Criferia APC Kiosk checklist defined below Such Final Acceptance shalt be evidenced by () a
written acknowledgement by the County Project Manager {which acknowledgement shali not be arbitrarily or
unreasonably withtheld) that the APC Kiosk Systems meets all such functional and technical requirements or (i
County's use of the System In a Production Mode. "Production Mode” means any use by the County of the
System or any of its modules to process any day-to-day business activity on behalf of the Gounty.

The APC Kiosks fo be deployed under this Agresment shali conform to the following check-list for System
acceptance:
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APC Kiosk Check List

This check list assumes that kiosks are being instalfed on an existing certified APC Kiosk base and that there Is an existing
gafeway fo CBP {open firewal, active and routable IP) from the hosting site. If his is not the case addfttonaf certification
steps with CBP may be required

Pre-Deployment ~ prior to deploying new APC Ksosks review infrastructure and CBP gonnactivily to ensure it is adequa!e
to support the new instaltation |

Device Readiness

1,
2,

B w

o o

7
8,
g

Verify power in all modules of APC Kiosk
Update the kiosk Operafing System with the following
g Computer name
b, Enable RDP
¢, Verlfy documnetcheck.xml has "UV Brighiness” set (See path above)
d. Yerify lime zone and time
e. |P address
Rus the update fite o update the system
Edit d:\program flles\Vision Box\ServerworldlowisitaiKioskSitsConfiguration.XML to change Kiosk name and skin
to JBU.
Copy alt KEY files to a shared Thumb Drive for handaver fo operations (Thumb drive, Keys dir)
Import Auto Reboot and Auto Start-up routines into Task Scheduter {Thumb Drive, Start up Batch dir)
a. Update User Hst
b. Copy associated baich files to server directory
¢. Enabie the airfine schedules
Turn off mouse poinfer (ELO seitings)
Recalibrate ELO
Calibrale Passporl Reader

Device Checks

10. Insert passport In passport reader and verdfy It reads cotreclly
11, Verify elevator, ilumination and camera function by taking picture
“12. Take flngerprints o validate fingerprint reader

13, Verlfy printer by printing receipt

CPB On-hoarding

1.
1.

2
3.

Verlfy device connectivily via airport :nffastructure 10 CBP System
Update Device names
a. Mames should 10 characters In the format of alrport  code/APClkiosk number (example:
MIAAPCKO01)
b. Establish internal CBF compiiant workstation names and corresponding CBP objects
Download flight kst from CBP
Production Verffication (testing)

Go Live Check List

1

2,

Verify chack list is complete
Vetlfy flight list is down loaded and device has been verifled for production

" Page 108 of 114
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MIAMI-DADE COUNTY. FLORIDA RFP-00118

3, Recaive customer acteplance
4. Transition devices to operational support
5. Transitlon devices to production

Page 109 of 114
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RFP-00118

MIARI-DADE COUNTY, FLORIDA

DELIVERABLE ACCEPTANCE FORM
USER ACCEPTANCE TEST

PROJECT: AUTOMATED PASSPORT CONTROL (APC) KIOSKS

in compiiance with the requirements defailed In the above contract (including any modifications or amendments}, the following project
deliverable has boen delivered, reviswed and formally accepted by the County and the Contractor. This document constitutes fuil
scknowledgment by the Counity of acceplance and delivery of ihe deliverable detailed below. .

It is undersiond that any fulure changes to this deliverable after this acceptance is given will require a formal Change Request Form be
submitied.

DELIVERABLE NAME: USER ACCEPTANCE TEST (UAT)

Deliverable Description: During the User Acceptance Test pariod, the Contraster and the County collectively will check, verify, and
adjust the APC Kiosk Systems as needed to meet the tachrical specifications listed in RFP No. RFP-00118, the Scope of Services,
and the current GBP technical requiremants. During the User Acceptance Test period, the Contractor Is reguired to:

Verify comphiance with tasks outlined within APC Kiosk Checklist
Verify and update the test scenarios .

Ensure configurations are working properly

Train County parsonnel on the operation of the Kiosks and associated components

Gonduct final functionality control tests, additions/modifications, and software integration

Verify the normal operation of the Kiosks and ensure compatibliity of peripheral and software applications
Resolve user problems and/or deficiendies identified by the County '

Correct and manage errors

Update the Kiosk documentafion

@ & @ @& % @ @ @ a

Deliverable Date;
Accepted Unconditionally: Yes / No
Accepted Conditionally:  Yes / No

Acceptance Conditions:

Not Accepted:

Reason;

General Comments:

Delivered By: .
Signature . Name Date
Accepled By:
Signature Name Date
Paga 140 of 114
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MIAMI-DADE COUNTY, FLORIDA RFEP-00118

FINAL SYSTEM ACCEFTANCE FORM

PROJECT: AUTOMATED PASSPORT CONTROL (APC) KIOSKS

In compliance with the requirements detalled in the above contract (including any modifications or amendments), the following
project deliverable has been delivered, reviewed and formally accepted by the County and the Confractor. This document
constitules full acknowledgment by the County of acceptance and delivery of the APC Kiosk System, The System mus
successtully pass a 30 Day Reliability Period that starts on the system "Go Live" date prior lo MDAD granfing Final System

Accoptance and the commencement of the one year warranty.

It is understood that any future changes to this dellverable after this acceptance Is given will require a formal Change Request
Form be submitted.

The Warranty Period on this deliverable starts on; an is valid for a twelve month pariod.

DELIVERABLE NAME: FINAL SYSTEM ACCEPTANCE

Deliverable Description: The defivared APC Kiosk System meets the business requirements of the County. The Conlractor
has successfully completed the required APC Kiosk System sefup and integration and has safisfied the criteria as specified in
Appendix A "Scope of Services" wilhin the Agreement and RFP No, RFP-00118.

Deliverable Date:

Ascepted Unconditionally: Yes / No

Accepted Conditionally,  Yes / No

Passed 30 Day Reliability Period:  Yes / No

Acceptance Conditions:

Not Accepted.

Reason:

General Comments!

Delivered By:

Signature Name Date

Accepted By:

Signature Name . Date
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MIAMI-DADE COUNTY, FLORIDA RFP-00118

Appendix E - Change Order Process

Al such time MDAD personnel submlfs a change order request, SITA will submit & Scope of Work
(SOW) and provide a price quote (unless the changes have a zero pricing affect). Both MDAD
and CBP must approve both the SOW and quote (if applicable) for alt change orders before work
will begin. However, the final decislon on software changes will be provided by the CBP Office of
Information and Technology. Until such time as a requested change order receives the
appropriate approvats, SITA will continue fo perform the project as originally agreed.

Any agreement fo a requested or racommended change shall become valid once it has received
appropriate approvals and mutually agreed upon.

Page 112 of 114
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RFP-00118

MIAMI-DADE COUNTY, FLORIDA

Change Request Form
Number:

Condract Name:

Parlies:

Referance no;

Effestive date Gf known):

Title of the propos_ed Change.

Service!s) to which the i)roposad Change relates:

Description of the proposed Change: [Describe the proposed Change in delall with an explanation of ifs impartance} [Attach supporting informatlon
if appropriate]

Glause(s) andlor sehedula(s) of the Coniract which will be modified (if any): [if necessary, provide wording of ary new / amenided provisions|
ITION

[ Cost i

[ IDelivery dale { imstable / other dale %g&iﬁﬁ; ';l:{gg:

[ IFunclionality CiThixd Party
MJParformance [(JCther (please specify)
" TResourcas )
["10ther system

D tien of impaci(s): {pr vide a dofailed description of the sefscted Impac(s))

is redused or increase
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MIAMI-DADE COUNTY, FLORIDA RFP-00118

APPENDIX F
Software Escrow Agreement
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APPENDIX F

U.S. CUSTOMS AND BORDER PROTECTION “AUTOMATED PASSPORT
CONTROL: BUSINESS REQUIREMENTS” VERSION 16, August 2014
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U. S. Customs and Border Protection

Automated Passport Control:

Business Requirements

Version 16
August 4, 2014
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Change Control Log

J. Best

09/13/2012 Addition of photo on receipt
J. Best 09/25/2012 Addition of biometric requirements
J. Best 12/21/2012 Addition of biometric specifications/information
1. Best 12/27/2012 Modification of Declaration Questions
M. Nuriddin 03/8/2013 Rewording of requirement for clarification (23)
T Best onsnois | et on passpor el
I, Best 06/28/2013 Updated Reguirements
I, Best 07/24/2013 Removal of ADA requirements
J. Best 11/20/2013 Update all Requirements
1. Sanchez, 04/04/2014 ;r;ci:siggt%i mznder the age of 14 and over the age of
D. Sanchez 04/04/2014 Addition of standard language package requirement.
S.Ha 8/04/2014 Addition of new referral and failed conformation handling

gt
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1. Introduction

1.1 Background

U. S. Customs and Border Protection (CBP) is one of the Department of Homeland Security’s
largest components. CBP is responsible for protecting the United States” front line, while
facilitating legitimate trade and travel. CBP is continuously working to improve the entry process
for travelers and realize the goal of increased security while expediting the flow of legitimate
travel. CBY is undergoing moedernization efforts to streamline the inspection process, increase
officer efficiency and reduce operating costs in order to provide better services and a more
welcoming environment for all travelers entering the United States. Modernization efforts
include the search for technology or other methods that can assist, facilitate and/or expedite the
enfry process.

Over 30 countries across the world have incorporated automation into the border clearance
process. CBP has developed a data entry interface service, known as Automated Passport
Control (APC), to facilitate the inspection process. The data entry service allows for interested
airport authorities or terminal operators to provide APC data eniry points (DEPs) in a Federal
Inspection Services (FIS) area, The DEPs allow eligible travelers to transmit their travel
information to CBP prior to speaking with a CBP Officer. The CBP Officer is then able to focus
on identity verification, admissibility and questioning to determine purpose and intent of travel.
This process will uitimately reduce the traveler’s time spent with the CBP Officer, increase
throughput, reduce processing times and enhance the overall traveler experience.

The intent of APC is to collect traveler information and transfer that information to CBP for law
enforcement purposes. APC has been included in the Airport Technical Design Standard
(ATDS), allowing airport authorities or terminal operators the option of utilizing kiosks or other
technology to facilitate date entry. An airport authority or terminal operator can opt to implement
APC in their respective FIS, The data entry equipment is provided by, maintained and owned by
the airport authority or terminal operator. In order to initiate the APC implementation process,
interested parties must coordinate with local CBP representatives. Local CBP representatives
will submit a field facility request through proper channels and a Program Manager will be
assigned to the project. All APC hardware, software and related communication must comply
with CBP APC business and technology requirements. A technical requirements document is
available upon request from CBP.

1.2 Purpose

The purpose of this document is to identify, at a high level, the business requirements for APC
DEPs. Airport Authorities or terminal operators can opt to include kiosks or other technology as
DEPs in an FIS as long as the components of the program (hardware, software, signage and/or
other related material)} meet the CBP business requirements and are agreed upon by the CBP
Office of Field Operations.
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2. Definitions
APC: Automated Passport Control

APC Services: Interface requirements between CBP and Airport Authorities to include a process
flow description, process flow diagram, service processing concept, inputs and outputs, data
elements, and reporting elements.

Data Entry Point (DEP): physical equipment used to facilitate Automated Passport Control
Services including, but not limited to kiosks,

Family Unit: Members of a family residing in one household. This includes all persons,
regardless of age who: 1. Are related by blood, marriage or adoption, 2. Lived together in one
household at their last permanent residence, and 3. Intend to live together in one household after
their arrival in the United States.

Kiosk User or User Group: the population eligible to use self service kiosks.

Family Unit: members of a family residing in one household and traveling together on the same
flight.

FIS: Federal Inspection Services

3. Business Requirements

This section describes the business requirements for APC. Each business requirement has been
prioritized as Critical, Important, or Optional. The disposition for each business requirement
indicates the current status which is shown as “In process”, “Deferred” or “In Production”. The
term ‘system’ in Section 3 refers to any physical equipment and/or any interface associated to the
APC process.

1 |{Business entities seeking to implement Critical Local CBP must
- |APC must coordinate with CBP at the submit a project plan
local level and Headquarters. (FRR) to Mission
Support, Facilities
Division.
2 |The system shall comply with CBP’s | Critical Technical
Interface Control Document (1CD). Agreement unique to
' each airport or
Jocation using APC
3 |The system shall have the capability to Critical Messages and
communicate secure messages to CBP security outlined in
and receive messages from CBP. ICD.
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The system shall allow APC Services to

Critical

review and/or audit any code,
encryptions, network connections and
any other related technical specifications.

5 |The system shall be compliant with Critical
applicable privacy laws, regulations,
agreements and policies.

6 |The system shall be accessible to an Standardized
individual or family unit in the following language package for
languages: all kiosks. Airports

e English can add additional
e TFrench languages to
‘ accommodate
° Spanish traveler populations
e Italian specific to them.
e Japanese
e Portuguese
o Korean
o (erman
o Chinese

7 | The system shall display a welcome Important Branding subject to
banner, CBP approval

8 |The system shall display a notice Critical Language located in
informing the user that all information Appendix C.
collected will be forwarded to CBP for '
law enforcement purposes and the user
may be subject to random or further
inspections. _

9 |The system shall display a Paperwork Critical Language located in
Reduction Act (PRA) notice. Appendix C,

10 |The system shall be accessible to an Critical See Family Unit
individual traveler or family unit. definition in Section
2 of the BRD.
11 |The system shall include a fouch screen Critical

monitor,
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12

The system shall require each individual
traveler or member of a family unit to
swipe, scan or insert a passport to collect
passport information.

Critical

13

The system shall collect all of the
following information for each traveler:

e First Name

s Last Name

o Date of Birth

e Citizenship

e Passport Number

e Passport Country of Issuance
e Passport Expiration Date

Critical

14

The gystem shall allow additional
travelers in the family unit to be added
once head of household or responsible
party completes initial transactions.

Critical

System should
prompt the
responsible party to
add additional
travelers in a family
unit

15

The system shall provide a means to
cancel additional family members if this
option was selected in error.

16

The system shall require each user or
responsible party to confirm the
biographic and passport information
collected for each traveler.

Critical
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17

The system shall require a non-USC user

Critical

An answer must be

to select a class of admission. The system provided for each
should ask the traveler: “What is the non-USC passport.
primary purpose of travel?”
Responses:
e Bl-Temporary Visitor for The ‘other’” option
Business (Canadian Citizens should cease
only) processing and refer
e B2- Temporary Visitor for the §L3bjcct to
Pleasure (Canadian Citizens only) traditional primary
o  WB-Temporary Visitor for Processing.
Business (Visa Waiver Travelets)
o WT-Temporary Visitor for
Pleasure or Transit (Visa Watver
Travelers)
e Other-Lawful Permanent
Residents or other visa
classifications
18 |The system shall require cach traveler Critical Phase [II  {Fingerprint images
who meets CBP biometric guidelines to collected shall be
submit fingerprint images. NFIQ equivalent
(Referenced in ICD
and Appendix A of
' this document).
19 {The system shall incorporate a fingerprint| Critical Phase III | See Appendix A
image capture device that is FBI EBTS
Appendix I certified.
20 |The system shall secure a photograph Critical Phase III | See photograph
immediately after fingerprint capture for recommendations in
gach traveler meeting CBP biometric Appendix B
guidelines (non-USC travelers). ks
Photographs are required for all fravelers.
21 |The system shall waive fingerprints for Critical |Phase I, Il and
each non-USC traveler meeting CBP I
biometric guidelines 13 years of age and
younger; and 80 years of age and older.
Photographs are required for all travelers.
22 | The system shall reject expired passports | Critical

and refer user to a primary officer.
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23 |The system shall obtain a flight list from Critical
CBP once daily. '

24 | The system shall provide the user with Critical
flight information to confirm.

25 |The system shall allow a user to Critical The flight must be
manually select the correct flight on the flight list
information from a list provided on a provided by CBP
touch screen monitor if the flight specific to the
returned is not confirmed. particular airport.

26 |The systern shall provide the traveler Important Including codeshares
with code share flight numbers in reduces confusion
addition to the flight list provided by and makes a more
CBP. seamless process for

the traveler.
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ity | Dis

M Conimisata

The system shall allow an individual
traveler or responsible party to answer
CBP declaration questions by checking a
“yes” or “no” box. Declaration
Questions:

» Do you have any commercial
merchandise or ate you {ransporting
currency or monetary instruments
equal to or greater than $10,000
U.8., or foreign equivalent, in any
form?

s Do you have any articles to declare
that were acquired abroad and are
being brought inte the United States
in excess of the duty free exemption?
The duty free exemption is normally
$800 for U.S. residents and $200 for
flight crew members.

e Do you have any fruits, vegetables,
planis, insects, meats or meat
products, dairy products, animals or
animal/wildlife products, disease
agents, cell cultures, snails, soil; or
have you visited a
farm/ranch/pasture outside the
United States?

e Have you been close to (such as
touching or handling) livestock
outside the United States?

Critical

The declaration
questions are only
answered one time
for the entire family
unit by the
responsible party.

Instructions that the
declaration questions
apply to entire
family unit must be
included.

28

The system shall not allow user to
proceed without answering declaration

questions. .

Critical

29

The system shall provide user with ‘Yes’
and ‘No’ certification response boxes fo

permit travelers to verify all information
is true and correct.

Critical

“Are you sure all the
answers you
provided are true and
correct?”

30

The system shall not proceed until
certification is answered.

Critical
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The system will transmit the user or
family unit’s collected data to CBP
Automated Passport Control Services.

Critical

Transmittal
information in ICD.

32

The system shall receive messages from
CBP Automated Passport Control
Service.

Critical

33

The system shall provide a printed
receipt with CBP codes and number of
travelers in the group to each user.

Critical

Example: Receipt 1
of3,20f3 and 3 of
3orloll.

34

‘The receipt shall include:

e Automated Passport Control or
other program identifier

s CBP branding

e ‘'The number of travelers in family
unit.

s Biographic informatton of each
individual user.

e Photo image of traveler

e Carrier Code and Flight number,
o Date of transaction

o (CBP generated security code.

e CBP provided referral codes.

o (Class of Admission Chosen (for
non-USC’s only)

o An “X” across the front if the
traveler is being referred for
further inspection based on
referral codes.

Critical

Ali receipt designs
must be approved by
CBP.

35

CBP must approve all receipt designs.

36

CBP must approve any changes to receipt
design after initial approval.

37

The system shall inform the passenger
where to go upon completion of the
transaction.

Critical

38

The system shall provide a thank you
message to the user or family unit upon
completion.

Impotrtant
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The system shall time out after allotted

Important

Allotted time to be
time on each screen page. decided

40 |The Graphical User Interface (GUI) must APC screens

~ |be approved by CBP,

4] | Any GUI changes after initial approval
must be presented to and approved by
CBP.

42 1 The system will allow for internal audits | Important Reporting for system
and reporting capabilities. usage, usage time,

system failures,
response times, etc.
This capability is
designed for the
kiosk owner to
monifor usage. CBP
does hot have a data
retention
requirement,

43 | The system will not maintain CBP Important CBP will maintain
records or user information or otherwise records in currently
permit use or distribution of CBP or user available systems.
information unless specifically
authorized in writing by CBP.

44 iThe system shall include a camera, Critical

45 {The system shall include e-passport Optional Deferred
verification.

46 | The system shall include biometric Critical Fingerprint
technology. Technology-Must

meet OBIM
specifications.

47 |DEPs shall be located in an area Critical
approved by CBP,

48 | All design layouts and kiosk placement Critical

must be approved by CBP.
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49

DEPs shall be properly secured and not
pose a safety risk to the public.

Example: Any free
standing equipment
must be secured to
ground and/or wall
as not to fall over,
Any monitors must
be secured to

equipment.

50 |The system hardware, other than Critical
components used by the public, shall be
tocated in a locked area.

51 |Access to equipment, hardware and Critical Designated persons
software shall be limited to designated are individuals who
persons vetted by CBP or individuals have a need to
already maintaining access to the service, repair, audit,
preclearance or FIS area. or maintain data

entry points,

52 {DEP owners must provide CBP Officers | Important Airport Technical
with work stations that meet ATDS. Design Standards

can be provided
upon request,

53 |CBP will approve all proposed work
stations.

54 |DEP owners must provide anti-fatigue
mats for each CBP APC work station.

55 |Automated Passport Control shall not be
branded. The APC process, hardware,
software, GUI and/or any related
advertising can only display an airport
authority logo and a CBP logo.

56 |All media communications regarding _ ¢ Important This includes press
APC should be coordinated with CBP releases and ribbon
Office of Public Affairs cufting events.

57 |The system shall not print a CBP referral | Critical All messages need to

receipt until all messages within the
communication dialog are received.

be successfully
processed before a
receipt containing a
CBP issued referral
is printed.
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58

The system shall print a System Failure
(SF code) receipt in events where faults
are received from the APC Service.

Critical

System Failure (SF)
referral receipts are
to provide the
traveler with
evidence they
experienced a
technical difficulty
with the APC
system.

59

The system shall print a System Failure
(SF code) receipt in events where the
vendor provided APC system fails to
transmit the final dialog message to CBP.

Critical

In the event the
TravelerEndRequest
or
TerminateSessionRe
quest (see ICD) fails
to be successfully
transmitted by the
vendor system, a SF
code receipt should
be provided to the
traveler(s).

60

The system shall print a Cancel Session
(CA code) receipt in events where
travelers cancel their session after being
vetted by CBP.

Critical

In events whete a
traveler cancels their
session after their
information has been
transmitted to CBP,
the vendor system
should provide the
traveler(s) with a
Cancelled Session
(CA) receipt,

NO PRIVATE RIGHT CREATED. This docume%gpes not confer or create any right, privilege, or

benefit for any private person.

Appendix A

The Federal Bureau of Investigation approved list for forensic grade products (Appendix F) can
be found at: http://www fbi.gov/about-us/ciis/fingerprints biometrics/iafis/iafis_cert. Use the
link to ‘FBI Certified Product List’, This list shows commercial products that have passed the
FBI’s technical specifications and are acceptable for capture and transmission of biometrics.
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The National Institute of Standards of Technology (NIST) Fingerprint Image Quality (NFIQ)
number is a prediction of a matcher’s performance, The number reflects the predictive positive
or negative contribution of an individual sample to the overall performance of a fingerprint
matching system.

The scoring table below shows the National Institute of Standards and Technology Fingerprint
Image Quality (NFIQ) thresholds for prints captured for each finger.

Number of Finger Name of Finger NFIQ Required Scoring
1 Right Thumb 1-2

2 Right Index 1-2

3 Right Middle 1-2

4 Right Ring 1-2-3
5 Right Pinky 1-2-3
6 Left Thumb 12

7 Left Index 12

8 Left Middie 1-2

9 Left Ring ' 1-2:3
10 Left Pinky 1-2-3

Appendix B

Photographic images should be ICAO conformant, meaning the face image would be captured as
a digital photograph using JPEG, JPEG 2000, PNG, etc. The utility of a face image for either
machine or human recognition is highly dependent on the quality of the photograph; therefore
APC refers to the ICAQ standards as "best practices" assuring a high quality capture, It is
recommended that any Data Entry Point (DEP) mechanism ensures a face photograph maximizes
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as many TCAQ quality parameters as possible, in order to translate into better identification
services. The key parameters relate to size of the face relative to the full image frame, the angle,
pitch, and yaw of the subject's head, and the evenness and intensity of the lighting. To the extent
that subjects are cooperative and habituated to the DEP, simple mechanisms for adjusting
lighting, focus, and size (e.g. zoom) and then snapping the picture when the subject's head is at
the right angle all increase quality.

A recommended approach is to employ a "quality in the loop" image capture step that employs
software capable of analyzing the image and then controlling the shutter. There are several
commercial and non-commercial software packages that can be used to add this quality loop.
The preferred parameters are: :

s Pose: Full Frontal or Frontal Token

o Angle: +/- 5 degrees in all three dimensions

» Expression: Neutral

s Eyes: Open with >90 pixels from pupil to pupil

o Background: plain with no texture

e Lighting: No shadows or point lighting

o Size: Minimum 640 x 480 pixei

e Face Size: >1/2 width of frame and >3/4 height of frame
o Camera: 24 bit color

Appendix C

Disclaimer:

You are about to use a kiosk that is owned by | 1 and that is used to facilitate processing by
U.S. Customs and Border Protection (CBP) of travelers intending to enter the United States, The
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information you provide at this kiosk will be transmitted to CBP for official use and retention
consistent with applicable U.S. laws and policies. The use of this kiosk is voluntary; if you do
not wish to use this kiosk, please proceed directly to CBP primary examination. Regardless of
whether you choose to use this kdosk, as a traveler seeking fo enter the United States, you are
subject to examination and inspection by CBP.

All information provided by you at this kiosk (whether on your behalf or on behalf of any
travelers in your family unit) must be true and correct. Information you provide to CBP through
this kiosk is considered a written statement, and you may be subject to sanctions, including
criminal penalties, if you knowingly and willfully make a materially false, fictitious or fraudulent
statement or representation.

For information about the CBP Privacy Policy and the Privacy Act of 1974, visit www.cbp.gov.,

Paperwork Reduction Act Notice:

The U.S. Paperwork Reduction Act says we must tell you why we are collecting this
information, how we will use it, and whether you have to give it to us. The information collected
at this kiosk is needed to carry out the customs, agriculture, currency, and other applicable laws
of the United States. CBP requires submission of this information to insure that travelers are
complying with these laws and to allow us to figure and collect the right amount of duty and tax.
Your response at this kiosk is mandatory; in some instances, you may also be required {o
complete a CBP Form 6059B. A U.S. agency may not conduct or sponsor an information
collection and a person is not required to respond to this information unless it displays a current
valid Office of Management and Budget (OMB) control number. The control number for this
collection is 1651-0111. The estimated average time to complete this submission is 5 minutes per
respondent. If you have any comments regarding the burden estimate you can write to U.S.
Customs and Border Protection, 90 K Street, NE, 101 Floor, Washington, D.C. 20229, Exp.
Mar. 14, 2014.

Certification:

By submitting the information provided at this kiosk to CBP, I am certifying that all information
submitted is truthful.
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3209000-TRM ve

Technical Reference Manual January 24, 2014

Change Control Log

J. Muhlenberg | 8/24/2012 | Initial Document.

E. Comnolly 8/31/2012 | Updates

P. Williams 10/18/2012 | Changed the document title

C. Swallow 10/24/2012 Téggzzed diagrams, APC references, and added in Receipt Referral

C. Swallow 11/13/2012 ; XML and editorial updates.

C. Swallow 10/16/2012 | Added biometric section
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APC Service Technical Reference Manual

1. Introduction

1.1 Purpose

The purpose of this document is to provide the technical requirements that will need to be
supported to interface a third party system with the Automated Passport Control (APC) Service.
This third party system (referred in this document as the Kiosk System) will be used to facilitate
and expedite border crossings at Customs and Border Protection (CBP) approved airports.

1.2 System Overview

CBP/Office of Information and Technology (OIT) is developing a non-airpert specific Web
service that will help facilitate and expedite border crossings for U.S., Canadian, and authorized
Visa Waiver citizens at designated North American airports. This service will be offered so that
an airport authority can develop third party data collection methods and systems that will assist
the CBP Officer in completing the administrative portion of a border crossing inspection prior to
speaking with an officer. The third party collection methods, hardware, software, and processes
are referenced in this document as the Kiosk System for simplicity. The third party solution does
not have to include a self-service kiosk system. The third party is free to offer alternative
solutions to CBP and the airport authorities for their approval. Future service expansions will
consist of U.S. eligible Visa Waiver travelers and select foreign nationals.

1.3 Background

CBP is one of the Department of Homeland Security’s largest components. CBP is responsible
for protecting the United States” front line, while facilitating legitimate trade and travel. CBP is
continuously working to improve the eniry process for travelers and realize the goal of increased
security while expediting the flow of legitimate travel. The goal of the self-service kiosk in a
CBP environment is to allow a traveler or family unit a portion of an inspection prior to speaking
with a CBP Officer.

The intent of the kiosk system is to collect traveler information and transfer that information to
CBP for law enforcement and border inspection purposes. A self-service kiosk option has been
added to the Airport Technical Design Standard (ATDS), allowing Airport Authorities the option
to use kiosks to facilitate data collection. CBP/OIT worked to develop a technology requirements
package to provide to interested airport authoritigs. Under the ATDS, Airport Authorities can opt
to incorporate kiosks as equipment in their respective Federal Inspection Services (FIS) areas.
The kiosk equipment is provided by, maintained, and owned by the Airport Authority. Any kiosk
procured and installed by an Airport Authority must comply with Automated Passport Control
Services technology requirements and meet CBP Business requirements,

For information about this project, contact CBP Office of Field Operations (OFO) Andrew
Douglas (ANDREW.H.DOUGLAS@CBP.DHS.GOV) or Jeni Best (jeni.m.best@cbp.dhs.pov).

1.4 Document References

Table 1 lists the documents used as references for the APC Service Technical Reference Manual,

CBP/OIT/PSPO For Official Use Only 1
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Table 1. Document Referen_ces

{.S. Customs and Border Protection
Fiscal Year 20092014 Strategic
Plan

hitp://cbpnet.cbp.dhs. gov/xp/chpne
t/oc/resources/cbp mission Ip.xml
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Version 3.0, Feb 8, 2012
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DHS National Security
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National Institute of Standards and
Technology Special Publication 800-
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GsATuvCEAAABaQzgF&Dbesi sc
an filename=SP800-64-
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1.5 References and Standards

Table 2 lists references and information processing standards are used or referenced within this
document.
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Www.NIcm. gov

Flight information and information
processing standards

[IATA, ICAQ, and ISO 3166-1 ete.

U.S. Department of State Passport
Technical Standards

ICAO 9303
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2.System Description

This section identifies the systems participating in the APC Service interface, the interfacing
entities, and the interfaces to which this document applies.

2.1 System ldentification

Figure 1 illustrates the high-level system components and interfaces that are used in the APC
Service. The principle components of the system are the Kiosk System and the APC Service. The
Kiosk System requests information from the APC Service while the APC Service interacts with
various CBP systems to obtain a response relevant to the Kiosk System’s request.

Figure 1. APC Service High Level'Technical Architecture

APC Servige Server

CBP System

Siie's Server

kiosk

Auditing?
legping
Dalabaye

2.1.1 Kiosk System

The Kiosk System is a self-service entry point used by Airport Authorities to collect traveler
information and transfer that information to CBP for law enforcement purposes. The Kiosk
System is: (1} a piece of equipment in the form of a kiosk or other CBP approved device that
allows a traveler to input data and (2) a site server that allows the kiosk to interface with CBP’s
APC Service for traveler processing. The Kiosk System is neither managed nor implemented by
CBP; third-party vendors are responsible for its system implementation. While it interfaces with

CBP/OIT/PSPO For Official Use Only 3
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the APC Service to request traveler processing data, ’{he Kiosk System is isolated from CBP’s
internal networks and systems.

The following functions will be performed by the Kiosk System:

&
L

2.1.2

Meet the business, technical, and operational requirements

Display information and instructions to the traveler(s)

Collect the necessary travel information from each traveler

Collect biometrics from traveler(s), if relevant

Prepare and send the Traveler Validate Request(s)

Process vetting results from the Traveler Validate Response message
Request and receive the Traveler End message

Prepare and print receipts for traveler as specified

Record and document session information .

Request and receive the APC Service system status message
Request and receive the latest flight list information from APC Service

APC Service

The APC Service is a web service that implements the high level requirements described in this
section. The APC Service is the primary interface to CBP for the Kiosk System and will
facilitate traveler vetting, flight manifest lookups, and flight confirmations. The APC Service
and the Kiosk System support the overall goal of the Automated Passport Control program.

The following functions will be performed by the APC Service

Read and validate the Flight List Request

Prepare and send the Flight List Response

Read and validate the Traveler Validate Request(s)

Calculate the referral code according to the business rules for each traveler
Prepare and send the Traveler Validate Response message

Read and validate the Traveler End Request from the Kiosk System
Prepare and send Traveler End Response(s)

Prepare and send the Border Crossmg record notifications to the appropriate CBP
systems

Read and validate the System Status Request
Prepare and send System Status Response

The APC Service is hosted in the CBP National Data Center (NDC) and supported by the CBP
Office of Information Technology (OIT) network and operations center. This center monitors
and supports the network and servers to provide connectivity and system monitoring between the
airport and NDC.

CBP/OIT/PSPO : For Official Use Only 4
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3.Interface QOverview

3.1 Functional Allocation and Data Transfer

The APC Service supports four operations: System Status, Flight List, Traveler Validate and
Traveler End Session. The System Status request allows the client to obtain the current state of
the APC Service. Upoen receiving the request, the APC Service sends a response indicating
whether or not it is available for processing. The Flight List request signals the APC Service to
obtain flight information from CBP’s internal systems. Afterwards, the APC Service will format
and send the appropriate flight manifest in the response message. The Traveler Validate request
initiates vetting processing of a traveler for a border crossing. A response is sent to the client
indicating the results of the traveler processing. Following a Traveler Validate request, a client
sends a Traveler End call to request an end to the traveler processing. Upon receiving the
request,.the APC Service will process the traveler confirmation and send a response back
indicating that the session for the traveler has completed.

The subsequent sections review the aforementioned data exchanges. Refer to them for details
regarding the message components used to communicate with the APC Service,

3.1.1 APC Service

The APC Service provides four web service operations that allow the Kiosk System to request
information from the APC Service. In each of the four dialogues, the Kiosk System initiates the
message request and the APC Service provides & message response. The web services operations
are:

e Flight List

e Traveler Validate
s Traveler End

e System Status

System Status and Flight List are standalone requests; they are informational services that inform
on system availability and provide flight information, respectively. On the other hand, Traveler
Validate and Traveler End are used in sequence as part of an interactive workflow that processes
a traveler. Figure 2 shows the message dialogue that may occur between the Kiosk System and
the APC Service.

Figure 2. APC Service Message Dialogue

(__Z'BP/OIT/PSPO For Official Use Only
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Figure 3 and 4 below document the basic XML Domain Model diagram. It describes the
relationship of the dialogue of request and response message structures and from the APC
Service and the Kiosk System.
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3.2 Transactions

The transactions between the APC Service and the Kiosk Systern will consist of requests and
tesponses. The information and data structures for the fransaction exchanges are described in the
Interface and Control Document (ICD).

3.2.1 Data Exchange Transactions

The National Information Exchange Model (NIEM) will be used to implement the XML data
structures for the APC Service. The use of NIEM is DHS mandated and it provides the basic data
types for XML validation.

Information on NIEM can be found at http//www.niem.gov/.

Information on the APC Service Information Exchange Package (IEPD) may be requested from
CBP when needed.

3.3 Security and Integrity

The Kiosk System is hosted on an airport’s network. The interface protocol between the airport
network and the APC Service will be HT'TPS/SOAP XMI. messages sent to and from an XML
appliance and the Kiosk System. The XML appliance provides an isolation layer that protects the
security and integrity of the CBP network. The SSL certificates and IP addresses, port number
information, protocols, virus software and other technical controls are configured to ensure the
security and information integrity of the CBP network. AES-256 encryption is required for
messages sent from the kiosk to CBP.

Message information integrity is maintained through the use of XML and XSD validation
schemas to ensure that each transaction is unique and accurate.

The Kiosk System shall not store any privacy sensitive data such as MRZ data, personal traveler
data or referral codes. This information and the detailed security ruies will be explained in the
Privacy Impact assessment document.

3.4 Connection Methods and COmmunication

3.4.1 IP Addresses

Each site must provide CBP a publically routable 1P address to be used in the Production
environment and a separate IP address to be used in the Non- Production environment. If failover
is included in the network design, IP addresses fér each server should be provided. CBP
recommends that a site provide no more than four (4) IP addresses to CBP.

3.4.2 2-Way SSL Certificates

The communication between the Kiosk System and the APC Server occurs via a ftwo-way SSL
connection utilizing mutual authentication. Certificates need to be from a publically recognized
certificate authority, certified in the Federal Information Processing Standards (FIPS), a standard
for adoption and use by Federal agencies that has been developed within the Information
Technology Laboratory and published by the National Institute of Standards and Technology

(NIST).

CBP/OIT/PSPO For Official Use Only 10
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It is CBP’s recommendation to use VeriSign or Entrust, both of which are acceptable registered
certificate providers. Bach Alirport will utilize a single SSL Certificate to communicate with the
CBP production site. A separate SSL certificate will be required for communication between the
Alirport non-production environment and CBP’s non-production (test) environment. The one
non-production certificate will be used for communication with both the CBP System
Acceptance Test (SAT) and the CBP Quality Assurance (QAX) environments.

Prior to establishing communication between the systems, the APC Service will need to register
the Kiosk System’s

(a) publicly routable IP address, and
(b) public certificate (2048 bits) from a CBP approved Certificate,

In addition, the Kiosk System will need the APC Service’s Certificate Authority certificate chain
to authenticate the APC Service.

To successfully connect to the APC Service both parties must exchange and install the
certificates prior to initiating the SSL conversation.

Figure 5 illustrates the certificate configuration for two-way SSI. authentication between two
applications.

The SSL client (the APC Kiosk Server) initiates a connection to the SSL server (the APC
Service) by opening a connection to the SSL server. Next, the SSL server presents its certificate
to the SSL client for verification and then requests that the SSL client present its certificate {o the
SSL server for verification. Once this protocol is completed and the certificates match then the
communications dialogue between the Kiosk System and the APC Service may commence.

CBP/OIT/PSPO For Qfficial Use Only 11
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4.Detailed Interface Specifications

Specific details on the interface will be provided to each vendor as they become an approved
participant. Once an agreement is in place, an Interface Control Document (ICD) will be created
between CBP and the vendor, which will detail the interface specifications. This ICD will
include message structure, processing times, IP addresses, port information, and estimated
message Sizes.

CBP/OIT/PSPO For Official Use Only ) 12
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5.Requirements

5.1 Security and Architectural Requirements

To ensure that the kiosk system is meeting the CBP security and technical architecture
requirements, the Kiosk System will have to go through an integration test and acceptance
process with CBP to ensure compliance and conformance with CBP's technical and architectural
requirements,

The Kiosk System can be audited at any time to ensure that the system meets the security and
technical requirements. If a Kiosk System is found to not meet those technical requirements then
the appropriate actions will be taken by CBP to address the situation.

5.2 Integration Testing

The integration testing will be an iterative process where the kiosk system will undergo a series
of integration and acceptance tests to ensure that the Kiosk System meets the environmental,
business, architectural, technical, and security requirements and controls needed to ensure
compliance with CBP system requirements.

Any technical or functional items and noted issues and problems to be addressed will be noted
and resolved by the kiosk before any installation at any airport. Modifications and updates to the
kiosk system will be reviewed and this integration test process repeated.

5.3 @eiivery and Acceptance

To ensure that the Kiosk system meets CBP requirements, there will be a final sign off
acceptance agreement between the Kiosk System, the APC Service Program Manager, and CBP
business owner and the airport organization before processing travelers can begin.

5.4 Kiosk Registration

Any kiosk that will be included in this program will need to be registered with CBP to include
the airport location and a unique kiosk identifier. If a kiosk is to be taken offline or moved, CBP
must be notified prior to that move.

SR
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6. Biometrics

The introduction of foreign national travelers being processed by the APC Service and Kiosk
System will require the use of biometric capturing. The two forms of biometric capturing and
submission will be the traveler's fingerprints and facial photo,

6.1 Fingerprint Captured Biometrics

Fingerprint Captured Biometrics sent to the APC Service for processing will need to follow the
recommended standards described in this section for fingerprint image criteria and image quality
thresholds.

6.1.1 Fingerprint Images

It is strongly recommended that the resolution for fingerprint images be 39.37 ppmm (1000 ppi).
1t should be noted that as the class resolution is increased, more detailed ridge and structure
information becomes available in the fingerprint image. However, in all cases the class
resolution shall be at least 19,69 ppmm (500 ppi). The variable-resolution fingerprint image data
contained in the record may be in a compressed form. A list of FBI-approved forensic grade
products can be found at the following link: http://www.fbi.gov/about-
us/ciis/fingerprints_biometrics/iafis/iafis cert

Click FBI Cettified Products List; this listing shows commercial products that have passed the
FBI's technical specifications and are acceptable for capture and transmission of biometrics to
the APC Service for processing.

6.1.2 NFIQ Scores

National Institute of Standards and Technology (NIST) Fingerprint Image Quality (NFIQ)
number is a prediction of a matcher’s performance; it reflects the predictive positive or negative
contribution of an individual sample to the overall performance of a fingerprint matching system.

NFIQ has five levels of quality thresholds that are intended to be predictive of the relative
performance of a minutia based fingerprint matching system, where an NFIQ score of 1 is the
highest quality, and an NFIQ score of 5 is the lowest. Refer to Table 3 for required NFIQ scores
for each associated finger.

Table 3. NFIQ Scores

1 Right Thumb 1-2

2 Right Index 1-2

3 Right Middle 1-2

4 Right Ring 1-2-3

5 Right Pinky 1-2-3

6 Left Thumb 1-2

7 Left Index 1-2
CBP/OIT/PSPO For Official Use Only
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8 Left Middle 1-2
9 Left Ring 1-2-3
10 * | Left Pinky 1-2-3

A list of certified software vendors that meet FBI standards for Wavelet Scalar Quantization
(WSQ) Gray-scale Fingerprint Image Compression Algorithm exchanges can be found at the
foliowing link: https:/www.fbibiospecs.org/wsg/Implementations/Default.aspx

6.2 Facial Photographically Captured Biometrics

Facial Photographically Captured Biometrics is captured photographs of the face that produce a
digital image. The digital image will need to conform with ICAO, meaning that the photograph
of the face will need to follow ICAO photograph standards and be captured using transmittable
formats of JPEG, JPEG200, PNG, etc.

The utility of a photographed facial image for cither machine or humnan recognition is highly
dependent on the quality of the photograph itself. Therefore, APC refers to the ICAO
photograph standards as “best practices™ to assure a high quality capture. Kiosk vendors are
recommended to build in mechanisms that can ensure the facial photograph captured maximizes
as many of the ICAO quality parameters as possible, translating into better identification
services. The ICAO quality parameters relate to the size of the face relative to the full image
frame, the angle, pitch, and yaw of the subject’s head, and the evenness and intensity of the
lighting. To the extent that subjects are cooperative and habituated to the kiosk, simple
mechanisms for adjusting lighting, focus, and size (e.g. zoom) and then snapping the picture
when the subject’s head is at the right angle all increase quality.

A recommended approach is to employ a “quality in the loop™ image capture step that employs
software capable of analyzing the image and then controlling the shutter. There are several
commercial and non-commercial software packages that can be used to add this quality loop.
The Pre-Face product from Aware Inc., has been tested and shown to be effective in performing
this function. The preferred parameters are:

e Pose: Full Frontal or Frontal Token

e Angle: +/- 5 degrees in all three dimensions

» Expression: Neutral ’

» Eyes: Open with >90 pixels from pupil to pupil

e Background: plain with no texture

e Lighting: No shadows or point lighting

e Size: Minimum 640 x 480 pixel

e Face Size: >1/2 width of frame and >3/4 height of frame

e Camera: 24 bit color

CBF/OIT/PSFO For Official Use Only 15
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7T Process Fiows

The following visualizations represent the processing workflow for the three types of travelers
currently able to utilize APC kiosks, United States Citizens, Canadian Citizens, and Foreign
Nationals of US Visa Waiver Countries.

CBP/OIT/PSPO For Official Use Only 16
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8.0pen Discussion items

This section contains items and information that needs to be clarified throughout this document
and other items that need to be discussed between the two parties involved with this exchange.
Table 4 lists open discussion items.

Table 4. Open Discussion Items

tem
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Automated Passport Control Service / Kiosk
System

interface Control Document
1. [Introduction

1.1 'Purpose

The purpose of this document is to provide the interface specifications between the Kiosk
System and the U.S. Customs and Border Protection (CBP) Automated Passport Control (APC)
Service. This document provides a high-level overview of the technical architecture, describes
the message request and response dialogues, outlines message components, and provides data
validation rules. For purposes of this document the term “Kiosk” includes authorized entry
devices which may be devices physically installed at ports or mobile devices using an approved
application, The term “Kiosk System” is used to refer o the third party system interfacing with
the APC Service.

1.2 System Overview

APC is a service for ports wanting to utilize third party self-service kiosks and other entry
devices to support CBP primary processing of international travelers. The APC Service will
perform initial traveler vetting and manifest lookups for the third party kiosk system. The APC
Service is designed to support the following types of travelers entering the US at international
Alrports and Seaports:

o United States Citizens presenting a US Passport

s Canadian Citizens presenting a Canadian passport and entering under B1 or B2 Class of
Admission : .

s Citizens of Visa Waiver Countries presenting a Passport from their Country of
citizenship, entering under WB and WT Class of Admission, who are enrolled in the
Electronic System for Travel Authorization (ESTA).

» United States Lawful Permanent Residents (US LPR) presenting a C1 or C2 document..

The APC Service is an internet facing web service that the Kiosk System will utilize to allow a
traveler or fraveler group to complete an expeditéd inspection.

Visa Wavier Travelers and Non-Canadian LPRs within the ages of 14 and 79 who use the APC
service will be subject to biometric verification.

1.3 Background

CBP is one of the Department of Homeland Security’s largest components, CBP is responsible
for protecting the United States’ front line, while facilitating legitimate trade and travel. CBP is
continuously working to improve the entry process for the traveler-and realize the goal of
increased security while expediting the flow of legitimate travel. The goal of the self-service
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kiosk in a CBP environment is to allow a traveler or family unit to complete a portion of an
inspection prior to speaking with a CBP Officer.

The intent of the kiosk system is to collect traveler information and transfer that information to
CBP for law enforcement and border inspection purposes. A self-service kiosk option has been
added to the Airport Technical Design Standard (ATDS), allowing Port Authorities the option to
use kiosks to facilitate data collection. CBP/OIT worked to develop a technology requirements
package to provide to interested port authorities. Under the ATDS, Port Authorities can opt to
incorporate kiosks as equipment in their respective Federal Inspection Services (FIS) areas.
Stationary kiosk equipment and supporting servers are provided by, maintained, and owned by
the Port Authority, Any kiosk procured and installed by a Port Authority must comply with
Automated Passport Control Services technology requirements and meet CBP Business
requirements, Similarly, any kiosk application operating on a mobile device must comply with
Automated Passport Control Services technology requirements and meet CBP Business
requirements.

1.4 Contact information

Questions and comments related to this ICD should be sent to the APC OIT Group
(APCOITGroup@cbp.dhs.gov).

1.5 Document References
The following documents were used as references for this APC Service / Kiosk System ICD:

Table 1. Document References

2012-2016 Border Patrol Strategic 2012-2016 Bgr der http:/fwww, cbp.gov/sites/default/file
Plan Patrol Strategic Plan s/docuiments/bp_strategic_plan.pdf
DHS Sensitive Systems Pelicy DHS National Security | http:/www.dhs.gov/xlibrary/assets/f
Directive 4300A Version 8, March Systems Policy oia/mgmt_directive_4300a_policy v
14,2011 Directive 4300A 8.pdf

National Institute of Standards and NIST 800-64 Rev, 1 http://csre.nist.gov/publications/nistp
Technology Special Publication 800~ ubs/800-64-Rev2/SP§0(Q-64-

64, Revision 2, Security Revision2.pdf

Considerations in the Information
System Development Life Cycle,
October 2008

The following APC documentation is relevant to this ICD: -

»  Automated Passport Control Service / Kiosk System Onboarding Guide
e Business Requirements (BRD)
» Technical Reference Manual (TRM)

o Interface Control Document (ICD), including the Environmental Supplement and APC
Service’s WSDL and XML schemas

o Automated Passport Control Integration Test Plan

OIT-PSPD For Official Use Only (FOUQ) 2
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s APC Frequently Asked Questions (FAQ)

2. System Description

2.1 System Architecture

Figure 1 illustrates the recommended high-level system components and interfaces used in the
APC Service. The principle components are the Kiosk System and the APC Service. The Kiosk
System requests information from the APC Service while the APC Service interacts with various
CBP systems to obtain a response relevant to the Kiosk System’s request

Figure 1. APC Service High-Level Technical Architecture
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Each port will utilize a single SSL Certificate to communicate with the CBP production site. A
separate SSL certificate will be required for communication between the port non-production
environment and CBP’s non-production (test) environment. The one non-production certificate
will be used for communication with both the CBP System Acceptance Test (SAT) and the CBP
Quality Assurance (QAX) environments. '

2.2 Kiosk System

The Kiosk System is a self-service entry point used by Port Authorities to collect traveler
information and transfer that information to CBP for law enforcement purposes. The Kiosk
System is: (1) a piece of equipment in the form of a kiosk or other CBP approved device that
allows a traveler to input data and (2) a server(s) that allows the kiosk fo interface with CBP’s
APC Service for traveler processing. The Kiosk System is neither managed nor implemented by
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CBP; third-party vendors are responsible for its system implementation. While it interfaces with
the APC Service to request traveler processing data, the Kiosk System is isolated from CBP’s
internal networks and systems.

The following functions will be performed by the Kiosk System:

e Request and receive flight list information from the APC Service
o  Meet the business, technical, and operational requirements

s Display information and instructions to the traveler(s)

» Collect the necessary travel information from each traveler

e  Collect biometrics from traveler(s), if relevant

e Prepare and send the Traveler Validate Request(s)

» Process vetting results from the Traveler Validate Response message
» Request and receive the Traveler End message

o Prepare and print receipts for traveler as specified

s Record and document session information

e Request and receive the APC Service system status message

e Process APC generated Fault messages

2.3 APC Service

The APC Service is a web service that implements the high level requirements described in this
section. The APC Service is the primary interface to CBP for the Kiosk System. The APC
Service and the Kiosk System support the overall goal of the Automated Passport Control
program.

The following functions are performed by the APC Service

» Read and validate the Flight List Request

e Prepare and send the Flight List Response

o Read and validate the Traveler Validate Request(s)

o (Calculate the referral code according to the business rules for each traveler
o Prepare and send the Traveler Validate Response message

e Read and validate the Traveler End Request from the Kiosk System

s Prepare and send Traveler End Resﬁ%’l"ise(s)

s Prepare and send the Border Crossing record notifications to the appropriate CBP
subsystems )

e Read and validate the System Status Request
e Prepare and send System Status Response
e Prepare and send Fault response when required.

The APC Service is hosted in the CBP National Data Center (NDC) and supported by the CBP
Office of Information Technology (OIT) network and operations center. This center monitors

QIT-PSPD For Official Use Only (FOUQ) : 4
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and supports the network and servers to provide connectivity and system monitoring between the
port and NDC.

2.4 APC Web Service Dialogues

The APC Service provides four web service dialogues that allow the Kiosk System to request
information from the APC Service. In each of the four dialogues, the Kiosk System initiates the
message request and the APC Service provides a message response. The web services operations
are:

e Flight List

e Traveler Validate
o Traveler End

e System Status

The System Status request allows the client to obtain the current state of the APC Service. Upon
receiving the request, the APC Service sends a response indicating whether or not it is available
for processing. The Flight List request signals the APC Service to obtain flight information from
CBP’s internal subsystems. Afterwards, the APC Service will format and send the appropriate
flight manifest in the response message.

Traveler Validate and Traveler End dialogues are used in sequence as part of an interactive
workflow that processes a traveler. The Traveler Validate is sent from the kiosk to initiate vetting
processing of a traveler for a border crossing; the APC service returns a response with the initial
vetting results. The kiosk, in-turn, sends a TravelerEndRequest to the APC Service notifying
the service to complete traveler processing. Upon completion of processing the APC service
returns a TravelerEndResponse to the kiosk which serves as authorization for the kiosk to print
the traveler receipt. For integrity of operations, with the exception of a System Failure (SF)
referral code, the APC Setvice interface requires that the kiosk receive a valid
TravelerEndResponse message from APC Services prior to printing/displaying the traveler
receipt. The Kiosk may print a System Failure (SF code) receipt in events where faults are
received from the APC Service or in events where the vendor provided APC system fails to
transmit the final dialog message to the APC Service.

Figure 2 illustrates the message dialogue between the Kiosk System and the APC Service.

Figure 2. APC Service Message Dialogue
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Key Processing Fields

Processing fields critical to the APC Service include the following:

Kiosk Identifiers—The KioskID must be unique system wide. The kioskID must
identify the traveler’s physical position to the port and terminal within the port (when
there is more than one international terminal). CBP will assign KioskIDs upen receipt of
a request from the Port Authority.

The current kiosk format is pppmectnnn where
e ppp is the Port Code,
o m is the mode of transportation (A=Air, S=Sea)
s ccis a constant (currently “PC” for Kiosks, MC for Mobile),
e 1is the terminal identifier;

¢ nnn is the unigue kiosk number within the port and terminal. (e.g.AIR:
AUSAPC1001, YYZAPC3010; SEA: FLLSPC1001).

The KioskID shall adhere to the ISO/IEC 8859-1 character set [A-Z][0-9].

Session Identifier -- The Session Identifier, generated by the kiosk/kiosk application
must be distinct and unique system wide. The SessionID> must adhere to the ISO/IEC
8859-1 character set [A-Z][0-9]. CBP syggests the following approach:

e IkkkkkkikkyyyyMMDDHHmmssSSS

Where kkkkkkkkkk is the kioskID and yyyyMl\/LDDI—IHmmssSSS is the date/time group
to milliseconds.

Non-stationary kiosks which serve multiple concurrent sessions may need to incorporate
a suffix to ensure uniqueness of the session identifier,

Traveler Identifier -- The TravelerID, assigned by the Kiosk/kiosk application, must be
distinct and unique within a session. The TravelerlD must adhere to the ISO/IEC 8859-1
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character set [A-Z][0-9]. The combination of SessionID + KioskID -+ TravelerID must
be unique.

Airport and Seaport Codes are based on the three character IATA definitions.

Carrier codes and flight numbers are based on International Civil Aviation
Organization (ICAQ) definitions and will be based on what the carriers transmit in the
manifests. This information is sent to the CBP’s Advance Passenger Information System
(APIS). The Vessel Code is based on the International Maritime Organization (IMO)
Ship Identification Number (IMO Number).

Country Codes and Country Names arc based on the [SO 3166-1 3-character standard.

2.6 APC Service Message Domain Models
The APC Domain Model, Part 1 is presented in Figure 3; Part 2 is presented in Figure 4.

. OIT-PSPD For Official Use Only (FOUQ) 7
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3. Message Exchange Specifications

3.1 WSDL and XML Schemas

The APC WSDL provides definitive guidelines for message exchange between the kiosk
application and the APC Service. The APC Service’s WSDL is available for use in
application development. In the event of a discrepancy between the WSDL and this ICD,
the WSDL takes precedence,

All character data submitted must adhere to the ISO/IEC 8859-1 (Part 1, Latin-1 Western
European) character set; restrictions are specified where applicable. Separate specifications are
given within the body of this document for image data.

The APC Service transactions are a simple request/response data exchange via SOAP web
services. There is a 1:1 ratio between a request and a response and errors are managed via SOAP
web services fault handling. NIEM is used to implement the XML data structures for the APC
Service.

Subsequent sections of this ICD define the elements of message calls between the Kiosk System
and the APC Service and specify APC processing criteria and constraints. Kiosk developers
should leverage Web Service tools from JAX-WS, WCF or the platform of their choice to
generate source that will create and validate messages for the APC Services. Other interactive
tools that can validate messages against the schema like SoapUT can be useful for testing the
interface during development.

It is expected that the Kiosk System will perform XML validation on an XML message before
sending the data to the APC Service to confirm that the XML message is well-formed and valid.

The URLs for accessing the APC WSDL and XML schemas are documented in the
Environmental Supplement to this ICD. This supplement is available to approved vendors upon
request to the APC OIT Group (APCOITGroup@cbp.dhs.gov).

3.2 National Information Exchange Model (NEIM)I

The National Information Exchange Model (NIEM) is used to implement the XML data
structures for the APC Service. The use of NIEM is DHS mandated and it provides the basic data
types for XML validation.

Information on NIEM can be found at http://www.niem.gov/.

R

3.3 Message Exchange

Message Exchange between the Kiosk System and the APC Service wili consist of requests and
responses to invoke the APC Service functions. ‘

Specifications for Request messages are presented in Section 3.4 of this document; specifications
for Response messages are presented in Section 3.5. The Sample messages that are provided in
these subsections are presented as examples only,

Each message element is defined in terms of the following characteristics:

Element — The name of the element,
Data Type — The type of data that defines the element.

OIT-PSPD For Official Use Only (FOUQ) 10
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Size — The maximum size of the data type. An asterisk

[4FR]]

denotes there is no limit on the

size (i.e., unbounded). A format of “x | y” indicates the minimum and maximum size of an
element that has a collection of values, A “--” indicates that the size is not applicable; see the
element’s data type instead. In general, when a size is specified for a String type it is
considered the maximum useful length. String fields that are longer than the specified data

format may be fruncated.

Rqd — Whether or not the element is required; “Y” for yes and “N” for no. Note, a required
clement does not mean that the element value is not nuliable. Refer to the APC Service xml

schemas for specific detail.

Description — The purpose of the element.

Data types that are commonly referenced in the schema elements are described in Table 2.

Table 2. Common Data Type Definitions

Boolean Allowed Values: A binary indicator denoting either true or faise.
true Values conform to the NIEM niem-
false xsd:boolean format,

CountryAlpha3Code | Allowed Values: The three letter identification of a country as

- See ISO 3166 alpha-3 country defined by ISO 3166 alpha-3.

codes.

Date Format: A date value that conforms to the NIEM
YYYY-MM-DD niem~xsd:date format.

DateTime Format: A date and time value that conforms to the
YYYY-MM-DDThh :mm: s=TFgD | NIEM niem-xsd;:dateTime format.

SexCode Allowed Values: A code value that identifies the gender of a
B person., “F” indicates female, “M” indicates
M male and “U” indicates unknown/unidentified,
U

String n/a A value consisting of a series of alphanumeric

characters that is encoded in UTF-8 format.
Strings can be of unlimited length unless
where noted. The type conforms to the NIEM
% niem-xsd:string format with the

Tollowing modifications:

» Lowercase alphabetical data will be
converted to uppercase letters in the
response message.

e Spaces will remain as spaces.

e Non-alphabetical and non-numeric
characters will be converied to spaces
when used for searching.

OIT-PSPD For Official Use Only (FOUO) 11
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3.4 Request Messages

Each of the following request messages may be sent by the Kiosk:

s Flight List Request

e Traveler Validate Request
e Traveler End Request

e System Status Request

Reference for the corresponding response element specification can be found in section 3.5

3.4.1 Flight List Request

The request for the flight list is initiated by the Kiosk System using the FlightListRequest
message element. The suggested frequency for submission of this request is twice daily. The
FlightListRequest is applicable only to airport kiosks and does not apply to sea and mobile
processing.

The elements that comprise the message request are displayed in Table 3 Figure 5 shows an
example FlightListRequest SOAP message.

Table 3. FlightListRequest

KioskiD String 10 Y A system wide unique identifier for the kiosk,

Figure 5. FlightListRequest SOAP Message Example

LiE "

3.4.2 Traveler Validate Request

The request for validation of the traveler data is initiated by the Kiosk System using the
TravelerValidateRequest message element. The elements that comprise the message request
are displayed in Table 4 through Table 13, Figure 6 shows an example of the
TravelerValidateRequest SOAP message.

Table 4. TravelerValidateRequest Element

OIT-PSPD For Official Use Only (FOUO) ' 12
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10

A gystem wide unigue identifier for the kiosk.
Must adhere to the ISO/IEC 8859-1 character
set [A-Z][0-9]; special characters are not
allowed. Assigned by the APC OIT Group

SessionlD

String

65

A value that uniquely identifies the session,
Must adhere {0 the ISO/IEC 8859-1 character
set [A-Z][0-9}; special characters are not
allowed,

TravelerlD

String

10

The unigue identification value associated with
the traveler for the session. Must adhere to the
ISO/EC 8859-1 character set [A-Z1{0-9];
special characters are not allowed,

ManualEntryInd

Boolean

If set to false then the fraveler document data
was scanned and the MRZ, is required.

1f set to true then the traveler docurnent data was
entered manually and the following elements are
used to identify the traveler: PersonGivenName,
DocumentExpirationDate, PersonSurName,
PersonBirthDate, PersonSexCode,
PersonCitizenshipCode, DocumentNumber,
DocumentissueCountryCode, and
DocumentType.

Data must be entered exactly as it appears in the
MRZ.

MRZ

String

160

Data read from the MRZ, Required when
ManualEntrylnd=False

ManualEntry

ManualBntryType

Manual Eniry of PassengerData. Required when
MamualEntryInd=TRUE

DeclarationQuestion

DeclarationQuestion
Type

The declaration questions that are asked of the
traveler. Occurs four times, one for each
declaration question.

FingerprintCapture

FingerprintCapture Ty
pec

The biometric capture of the traveler.

Required for Visa Wavier travelers and non-
Canadian LPRs who are between 14 and 79 (<
80). Biometric data should not be collested or
transmitted for 1,S and Canadian Citizens
including Canadian US LPRs, or for any traveler
under 14 or over 79 years of age.

ClassOfAdmissionCo
de

ClassOfAdmissionCo
deType

The code that indicates that type of travel being
conducted by the traveler in the country,
Required for all foreign nationals including
Canadians. Not Applicable to US citizens and
US LPRs.

Table 5. Manual Entry Element
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Data Submitted in the Manual Entry Element must adhere to the ISO/IEC 8859-1 character set
[A-Z][0-9] $1:#% and space. Fields must be entered as they appear in the MRZ. '

PersonGivenName

50

The first name and middle names of the traveier

String

as they appear in the MRYZ of the travel
document

DocumentExpiration | Date - The expiration date of the document provided by

Date the traveler,

PersonSurName String 50 The last name (surname) of the traveler as it
appears in the MRZ of the travel document.

PersonBirthDate Date - The birth date of the traveler.

PersonSexCode SexCode -- The gender of the traveler,

PersonCitizenshipCo | CountryAlpha3Code | 3 The code of the country where the traveler has

de citizenship.

DocumentNumber String 16 The number assigned to the document from the
document’s 1ssuing office,

DocumentlssueCount | CountryAlpha3Code | -- The code of the country that issued the

ryCode document of the traveler.

DocumentType String 2 The type of document. Must be valved P, C1 or
C2,

OIT-PSPD For Official Use Only (FOUO) ' 14
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Table 6. DeclarationQuestion Element

This element must be provided for each Declaration Question; a total of four occurrences.

DeclarationQuestionNu | DeclarationQuesti | -- Y A code that identifies the declaration question.
mber onNumberType

DeclarationQuestionSele | Booiean “n Y The true or false value that was provided by the
ctedIndicator traveler in response te the associated question.

Table 7. FingerprintCapture Element

This element is required for al} Visa Waiver Travelers between the ages of 14 and 79 (<80)
and for US LPRs between the ages of 14 and 79 (<80) who are not Canadian Citizens, This
element should not be submitted for US and Canadian Citizens (including Canadian

Citizens traveling as US LPRs) or any Visa Waiver or US LPR traveler under the age of 14

or over 79,

Travelers requiring hiometric verification must be prevegistered in the IDENT systen.
The APC Schema provides {or a four finger siap, thumb excluded.

TravelerPhotolmage PhotolmageCapt | * Y A face photo image of the traveler, .The image
ureType must not exceed 192KB; jpeg format is
recommended.
Fingerprintlmage PhotolmageCapt | * Y The fingerprint capture of the traveler.
ureType Four finger fingerprints shall have a class
resolution at least 19.69 ppmm {500 ppi) and
shall be processed in.wsq (Wavelet Scalar
Quantization) format, The image must not
exceed 500 KB.
IsImageConcatenated Boolean -- Y A true value indicates that the fingerprint image
is concatenated and false indicates that it is not.
IsCapturePlatenDirty Boolean -- Y A true value indicates that the fingerprint platen
is dirly and false indicates that it is not.
CaptureDeviceMakeText | String 25 Y The manufacturer of the fingerprint scanner. e.g.
- “Cross Match”
CaptureDeviceModelText | String 25 Y The.modet of the fingerprint scanmer.
e.g. - “GuardianVo00251RevA”
CaptureDeviceSerialNum | String 50 Y The serial number of the fingerprint scanner.
berText e.g. — “000550782.B2007”
CaptureDeviceFirmwareV | String 50 ' The firmware version of the fingerprint scanner,
ersionText e.g — V95,35 LSCAN 500C (o) CMT”
OIT-PSPD For Qfficial Use Only (FOUO) 15
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ClientApplicationSoftwar | SoftwareDetailT | - v The name and version of the client application
e ype software.

e.g. —

“APC” (software vendor name)

#2,07 (software vendor version)
ImageQualitySoftware SoftwareDetail T | — v The name and version of the fingerprint quality

ype scoring software nsed during the capture.

e.g. —

“Cogent” (software vendor name)

#10,7.2” (software vendor version)
ImageFeatureEixtractionS | SoftwareDetailT | -- N The name and version of the fingerprint image
oftware ype feature extraction software used during the

capture. If is recommended this atiribute he

populated with no value. This element will be

removed in a future release of the schema.
Fingerprint Software N % The name and version of the fingerprint image
CompressionSoftware DetailType compression software used during the capture.

e.g. ~

“Aware NFIQ” (software vendor name)

*10.9.8” (software vendor version)
IndividualFingerDetail FingerprintSegm | - Y The coordinates of the {ingerprint segments in

B ECTp £ Eerp £
entType the siap image.

Table 8. PhotoImageCapture Elemen

Iimage Base64 -~ Y The image that was captured; a base 64 encoded
photo. g

ImageHeight Integer - Y The height of the image in pixels.

ImageWidth Integer - Y The width of the image in pixels,

CaptureDate DateTime -- Y The capture date of the image.

CaptureTime DateTime - Y The capture time of the image.

CaptureDuration Duration - Y The capture duration of the image. The duration

should be the period of time that the fingerprint

screen is being displayed.

Table 9, SoftwareDetail Element

SoftwareVendorNameTe | String 50 Y The name of the software vendor.

xt

SoftwareVersionNumber | String 50 Y The version number of the software,

OIT-PSPD For Official Use Only (FOUO) 16
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Table 10. FingerprintSegment Element

FingerPositionCode Tnteger - Y A code that identifies the finger position.
The acceptable codes are:

2 —Right index finger

3 —Right middie finger

4 — Right ring finger

5 — Right little finger

7 — Left index finger

8 — Left index finger

9 — Left ring finger

10 - Left litile finger
IsMissingOrUnavailable | Boolean - Y A value of true if the finger was unable to be
captured or missing and false if the finger is
available in the capture.

FingerpriniSegmen(Detai | FingerprintSegme | -- N Provides detailed segment data of the finger
I ntDetaii Type identified in FingerPositionCode.

If TsMissingOrUnavailable is false then this
element is required,

If the IsMissingOrlUnavailable element value is
true then this value is ignored.

Table 11. FingerprintSegmentDetail Element

XCoordinate Integer -- Y The top icft x-coordinate position of finger in
' the slap image.

Y Coordinate Integer - Y The top left y-coordinate position of finger in
the slap image.

Height Integer -- Y The height, in pixels, of the finger in the slap
image.

Width Integer - Y The width, in pixels, of the finger in the slap
image.

QualityScore Integer -- oY The NFIQ quality score for the finger,

VendorScore Integer -- Y The vendor quality score for the finger.

Table 12. DeclarationQuestionNumber Enumeration Element

ONE The declaration question posed to the traveler that is identified as question “1%,
TWO The declaration question posed to the traveler that is identified as question “27,
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THREE The declaration question posed fo the traveler that is identified as question “3”,

FOUR The declaration question posed fo the traveler that is identified as question #4”,

Table 13. ClassOfAdmissionCode Values Accepted (Not an Enumeration Element)

B1 Canadian Citizen temporary visitor for business (including Peace Corps).
B2 Canadian Citizen temporary visitor for pleasure.

WB For business purposes under the Visa Waiver Program

WT For pleasure purposes under the Visa Waiver Program

Figure 6. TravelerValidateRequest SOAP Message Example
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3.4.3 Traveier End Request

The request to complete Traveler processing is initiated by the Kiosk System using the
TravelerEndRequest message element. Submission of the TravelerlEndRequest message is
critical to the integrity of the APC Service. This message provides APC with confirmation of the
final traveler information. Upon receipt, the APC Service initiates completion of traveler
processing including manifest confirmation, when appropriate, and recording information the
CBP Officer requires for traveler action. With the exception of a System Failure (SF) referral,
no referral should be printed at the Kiosk until the corresponding TravelerEndResponse
message is received at the kiosk. The Kiosk may print a System Failure {SF) referral receipt in
events where faults are received from the APC Service and in events where the vendor provided
APC system fails to transmit the final TravelerEndRequest message to the APC Service,

The TravelerEndRequest message includes provisions for the kiosk to cancel a session for a
traveler who previously received a PG referral; this is the only instance where kiosk cancellation
is permitted. If the kiosk attempts to cancel a passenger who had not received a PG referral, the
APC Service will return a fault in the TravelerEndRequest, Additionally, except to cancel a
PG traveler, the APC Service will return a fault in the TravelerEndRequest if the kiosk returns
a ReferralResponseCode that does not match the ReferralCodeResponse in the
TravelerValidateResponse. The Kiosk notifies the APC Service to cancel a traveler who had
received a preliminary PG referral by sending a TR Referral in the TravelerEndRequest. When
the traveler is canceled, the original referral is invalidated and the Kiosk should printa CA
(Cancel) Referral receipt for the Traveler.

APC waits up to 15 minutes from the time the TravelerValidateRequest message is sent to
receive the TravelerEndRequest message from the kiosk. If the TravelerEndRequest message
is not received within the 15 minute time window, the APC Service terminates the traveler
session with no action; the traveler is locked-outi* On subsequent retry, a traveler with any
referral code other than PG will receive the same referral code on another attempt; a traveler who
received a preliminary PG referral will receive a TR referral. If the APC Service receives a
TravelerEndRequest following the termination due to timeout, the APC Service will return a
fault transaction specifying session not found. A timeout will invalidate the original referral.

A TravelerEndRequest message should not be sent when the APC response to a
TravelerValidiateRquest message is a fault. The fault message services as notification to
terminate any further processing of the traveler. If APC receives a TravelerEndRequest
message following transmission of a fault message, APC will respond with another fault stating
the “No traveler request found in cache.”
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The elements that comprise the TravelerEndRequest message are displayed in Table 14,
Table 14. TravelerEndRequest Element

KioskID String 10 Y A system wide unigue identifier for the kiosk.
SessionlD String 65 Y A value that uniquely identifies the sessjon.
TravelerlD String 16-- Y The unique identification value associated with

the traveler for the session

ApisResponse ApisResponseType | -- M Pre-arrival and departure manifest dafa as
provided by APIS.

All fields except departure country code are
mandatory in the ApisResponseElement for any
traveler that specifies
FlightManualEntryIndicator =TRUE'. . Sea and
mobile passengers are not provided an option for
manual flight (vessel} add,

ReferralCodeResponse | String 2 N The referral code assigned by the APC Service
or a cancellation request for a traveler who
previously received a PG.

Cangcellation is only applicable to travelers who
were assigned a PG. TR designates canceflation
of the session for a traveler who had received a
PG referral code. Except for canced, return of a
referral code different from that assigned by
APC will generate a fault,

A cancellation will invalidate the original
referral,

Figure 7. TravelerEndRequest SOAP Message Example

enc

3.4.4 System Status Request

The request for the system status is initiated by the Kiosk System using the
SystemStatusRequest message element. The purpose of the System Status Request is to
determine the status of the system following a failure. As such, the System Status Request
should only be transmitted when there is a concern that the system is not operating. The
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elements that comprise the message request are displayed in Table 15, Figure 8 shows an
example SystemStatusRequest SOAP message.

Table 15. SystemStatusRequest Element

10 Y KioskID for the ldosk submitting the request. If
other than a kiosk is submiiting the request, a
KiosklID for the site should be provided

KioskID

Figure 8. SystemStatusRequest SOAP Message Ilxample

3.5 Response Messages .

The APC Service will generate a response message to answer a request sent from the Kiosk
System. Responses messages are:

o Flight List Response

s Traveler Validate Response
o Traveler End Response

e System Status Response

e Fault Element

In the following subsections, specifications are defined for each response message. Refer to
Figure 2 for a depiction of the message dialogue between the Kiosk System and the APC
Service. In addition, refer to Section 3.4 to review the corresponding request message
specification.

3.51 Flight List Response

The response for a flight list request is provided by the APC Service using the
FlightListResponse message element. The elements and child elements that comprise the
message response are displayed in Table 16 and Table 17. . Figure 9 shows an example SOAP
message response for a flight list response. This response message is applicable only to Airport
kiosk processing and is not applicable to sea and mobile processing.

Tabie 16. FlightListResponse Element
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KioskiD String 10 Y A system wide unique identifier for the kiogk,
FlightListRecord FlightListRecordTyp | 0] # N The requested 3 character airport code following
€ the IATA definition.

Table 17. FlightListRecord Element

AirlineCode String 5 Y The code of the flight’s airline.

AlirlineDescription String 40 Y The name or description of the flight’s airline,

FlightNumber String 20 Y The flight number.

DepartureAirportCode | String 3 Y The JATA cecde of the airport from which the
flight departs.

DepartureAirportCodeD | String 40 Y The name of the airport from which the flight

escription departs,

DepartureCountryCode | String 3 Y The code of the country from which the flight
deparls.

DepartureCountryCode | String 40 Y The name of the country from which the flight

Deseription departs.

ArrivalAirportCode String 3 Y The JATA code of the airport in which the flight
arrives.

ArrivaiAirportCodeDes | String 40 Y The name of the airport in which the flight

cription arrives.

Figure 9. FlightListRésponse SOAP Message Example
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3.5.2 Traveler Validate Response

The response to a TravelerValidateRequest is'provided by the APC Service using the
TravelerValidateResponse message element. The TravelerValidateResponse message
acknowledges receipt of the TravelerValidateRequest message and provides to the kiosk a
traveler referral code based on initial traveler vetting, subject to final processing. For all referral
codes other than a PG, the kiosk should not offer the traveler the option of selecting additional
flight information. Receipt of the TravelerValidateResponse is not the basis for printing a
receipt. The kiosk must receive the TravelerEndResponse prior to printing a receipt.

The elements and child elements that comprise the message response are displayed in the tables
that follow.
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Table 18. TravelerValidateResponse Element

KioskdD String 10 Y The value submitted in the request message that
uniquely identifies the servicing kiosk.

SessionID String 65 Y The value submitted in the reguest message that
uniquely identifies the session.

TravelerlD - String 10 Y The value submitted in the request message that
uniquely identifies the traveler for the session

ReferralCodeResponse | String 2 N A code that indicates if the traveler is granted
passage or if the traveler is referred for
additional enforcement processing.

ApisResponse ApisResponseType | -- Y Pre-arrival and departure manifest data provided
by APIS.
DailySecurityCode String 15 Y A code generated daily to confirm authenticity.

Table 19. ApisResponse Element

AirlineCode String 8 C The code that identifies the airline of the flight
or “AV” for Sea, Mandatory when
FlightManualEntryIndicator="TRUE".

FlightNumber String 20 C The flight number or Vessel IMO number.
Mandatory when
FlightManualEntryIndicator="TRUE'.

DepartureAirportCode | String 3 C The IATA code of the port from which the

flight/vessel departs. Mandatory when
FlightManualEniryIndicator="TRUE’.

ArrivalAirportCode String 3 C The IATA code of the port in which the
: flight/vessel arrives. Mandatory when
FlightManualEntryIndicator="TRUE’.

FlightManualEnfryIndic | Boolean - Y Specifies whether or not the flight information
ator was entered manually. When the Kiosk sends

' FlightManvalEntryIndicator="TRUE’, the flight
data should be different from the APIS response
and the required flight elements must be
populated with valid data.. 'When flight data
does not change, the kiosk should send
FlightManualEntrylndicator="FALSE’”,

The APC system always sets this indicator false
in the TravelerValidateResponse message.

DepartureCountryCode | CountryAlpha3Cod | 3 N The code of the country from which the
e flight/vessel departs,
QIT-PSPD For Qfficial Use Only (FOUQ) 25
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Address © | AddressType N The address on the manifest

Table 20, Address Flement

StreetNumberText String 8 N Street Number

StreetName String 60 N Street Name
ﬁ;i:tassSecondaryUn String 35 N Apgrtment or Unit Number
LocationCityName String 70 N City Name

LocationState String 10 N 1.5, State Name

Location PostalCode String 10 N U.S. Postal Code

Figure 10. TravelerVahdateResponse SOAP Message Example
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3.5.3 Traveler End Response

The TravelerEadResponse message is sent to the kiosk in response to the
TravelerEndRequest as confirmation that all required processing for the traveler has been
successfully completed. It is critical that the kiosk receive this response prior to printing any
referral receipt. In cases of session cancel, the Kiosk should print a CA (Cancel) Referral
Receipt when the TravelerEndResponse message is received.

The APC Service returns a fault in response when any error occurs during the traveler
confirmation process. When a fault is returned, the APC service will not return a
TravelerEndResponse messape. In these instances, the Kiosk should print a SF (System
Failure) Referral Receipt.

The elements that comprise the TravelerEndResponse message are displayed in Table 21.
Figure 11 shows an example SOAP message for the TravelerEndResponse.

Table 21. TravelerEndResponse Element

KioskID String 10 Y A system wide unique identifier for the kiosk,
SessionID String 65 Y A value that uniquely identifies the session.
TravelerID String 10 Y The unigue identification value associated with
‘ the traveler for the session
AdmitUntilDate Date 8 N Admit Until Date; format conforms to NIEM
standard

Figure 11. TravelerEndResponse SOAP MeSsage Example
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3.5.4 System Status Response

The response for system status 1s provided by the APC Service using the
SystemStatusResponse message element. The elements and child elements that comprise the
message response are displayed in Table 22. Figure 12 shows an example
SystemStatusResponse SOAP message.

Table 22. SystemStatasResponse Illement

Kioskld String 10 Y KioskIl} for the requesting site.

SystemStatusIndicator Boolean - Y The APC Service status indicator. A frue value
indicates that the system is up; a value of false
indicates that the system is down.

Fi lgurc 12. SystemStatusResponbL SOAP Message Example

3.5.5 Fault Element

A fault may be returned for numerous reasons, examples of which are identified in Table 26.
The specific reason for each fault is embedded in'‘the fault message. The elements that comprise
the Fault message are defined in Table 23, Figure 13 shows an example SOAP message for a
fault response. Return of a fault signals termination of traveler processing; a referral receipt
should not be printed. -

When APC sends the Fault message in response to a TravelerEndRequest message, any assigned
referral code is invalidated.

When APC sends the Fault message in response to a TravelerValidiateRequest message, the
kiosk should not send the TravelerEndRequest message. If APC receives a TravelerEndRequest
message following transmission of a fauit message, APC will respond with another Fault
message stating “No traveler request found in cache.”
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OFO has specified that the Kiosk print a System Failure (SF) Referral Receipt in response to a
fault receipt from the APC Service.

Table 23. Fault Element

KioskID String 10 N A system wide unique identifier for the kiosk.

SessionlD String 65 N The unique session identifier.

TravelerID String 10 N The unique identification value associated with
the traveler for the session

FaultCode String 10 Y The fault code associated with the error
condition identified by the system.

FaultCodeDescription String 40 Y A description of the fault.

F:gure 13. SOAP Fault Message Example

4. Communications

4.1 IP Addresses

Each site must provide CBP a publically routable IP address to be used in the Production
environment and a separate IP address to be used in the Non- Production environment. If failover
is included in the network design, I[P addresses for each server should be provided. CBP
recommends that a site provide no more than four (4) IP addresses to CBP.
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The IP addresses must be sent to APC OIT GROUP (APCOITGroup@cbp.dhs.gov) in an
encrypted file; the encryption password must be sent in separate correspondence. Failure to
follow these procedures will render the submitted IP addresses obsolete; new IP addresses will
be required.

Note: Word documents may be password protected; emails transmitting the document should be
encrypted. Alternatively, the IP addresses can be pasted in an email that is encrypted for
transmission.

4.2  2-way SSL Certificates

The communication between the Kiosk System and the APC Server occurs via a two-way SSL
connection utilizing mutual authentication. Certificates need to be from a publically recognized
certificate authority, certified in the Federal Information Processing Standards (FIPS), a standard
for adoption and use by Federal agencies that has been developed within the Information
Technology Laboratory and published by the Nationa] Institute of Standards and Technology

(NIST).

It is CBP’s recommendation to use VeriSign or Enfrust, both of which are acceptable registered
certificate providers. Each port will utilize a single SSL Certificate to communicate with the
CBP production site, A separate SSL certificate will be required for communication between the
port non-production environment and CBP’s non-production (test) environment. The one non-
production certificate will be used for communication with both the CBP System Acceptance
Test (SAT) and the CBP Quality Assurance (QAX) environments.

Prior to establishing communication between the systems, the APC Service will need to register
the Kiosk System’s

(a) publicly routable IP address, and
{b) public certificate (2048 bits) from a CBP approved Certificate.

In addition, the Kiosk System will need the APC Service’s Certificate Authority certificate chain
to authenticate the APC Service. '

To successfully connect to the APC Service both parties must exchange and install the
certificates prior to initiating the SSL conversation. Figure 14 illustrates the certificate
configuration for two-way SSL authentication between two applications,

The certificates must be sent to the APC OIT GROUP (APCOITGroup{@cbp.dhs.gov).as
encrypted files; the encryption password(s) must be sent in separate correspondence. Failure to
follow these procedures will render the submitted. certificates obsolete; new certificates will be
required.

Note; Word documents may be password protected; emails transmitting the document should be
encrypted.

Figure 14. Two-Way SSL Authentication

OIT-PSPD For Official Use Only (FOUO) 30

197



3209000-ICD

V4 : Interface Control Document, Release 2 August 12, 2014

The SSL client {the APC Kiosk Server) initiates a connection to the SSL server (the APC
Service) by opening a connection to the SSL server. Next, the SSL server presents its certificate
to the SSL client for verification and then requests that the SSI. client present its certificate to the
SSL server for verification. Once this protocol is completed and the certificates match then the
communications dialogue between the Kiosk System and the APC Service may commence,

5. Security and Integrity

The Kiosk System is hosted on a port’s network. The interface protocol between the port
network and the APC Service will be HTTPS/SOAP XML messages sent to and from an XML
appliance and the Kiosk System. The XML appliance provides an isolation layer that protects the
security and integrity of the CBP network. The SSL certificates and 1P addresses, port number
information, protocols, virus software and other technical controls are configured fo ensure the
security and information integrity of the CBP network, AES-256 encryption is required for
messages sent from the kiosk to CBP,

Message information integrity is maintained through the use of XML and XSD validation
schemas to ensure that each transaction is unique and accurate.

The Kiosk System shall not store any privacy sensitive data such as MRZ data, personal traveler
data or referral codes. This information and the detailed security rules will be explained in the
Privacy Impact assessment document.

6. Environment Information

The APC Service maintains both Test and Production environments. Connection to CBP APC
Service should be configured with the Fully Qualified Domain Names and not the External IP
Addresses. TP Addresses are subject to change in the event of server conversions.

A request for information on the CBP environment and associated domain values should be sent
to the APC OIT GROUP (APCOITGroup@chp.dhs.gov. Upon receipt of a request from an
approved vendor, the APC OIT Group will send specific information including the following:

s Environment

¢ Fully Qualified Domain Name (FQDN)

e Fxternal IP Addresses

# Fxternal Port _
»  Specification of requirement for Certificate Setup (required for all environments)
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s URL of the end point for the service to call the methods
o URL of the end point for the service to request the WSDL

7. Processing Time Specifications
Table 24 describes the following information:

e Average Transaction Load per day per kiosk (TPD) — This value indjcates, on average, the
number of request/response transaction pairs that are being processed per day per kiosk.

o Expected Average Response Time per Transaction — The expected average time, in
seconds, APC Service will take to process the entire request and response transaction.

s Timeout per Transaction — The time, in seconds, after which APC Service will timeout if
the transaction has not completed processing.

All values are calculated based on current production information evaluated during November
2013. As more travelers are processed via APC as a result of additional kiosk stations in
existing and new locations then the TPD values may increase. Fluctuations in the transaction
volume may affect transaction processing times. Thus, an increase in the transaction load may
cause an increase in the response time.

Table 24. APC Service Message Time Specification

Flight Request / Response | 30 20 30
Traveler Validate Request/ | 15000 10 90
Response
Traveler End Request / 15060 10 : : 90
Response

8. Special Processing

There are no special processing requirements.

9. Receipt Referral Codes

Table 25 below details a list of the receipt referral codes that are currently generated by the APC
Service, With the exception of the System Failure (SF) and Cancel (CA) referral codes, the
Kiosk must print on the Referral Receipt the exact referral received from the APC Service.
‘When the Kiosk cancels a traveler, the Kiosk invalidates the preliminary referral and must print
the receipt with a CA (Cancel) Referral. When the Kiosk receives a fault response from APC,
the fault invalidates the preliminary referral and the Kiosk should print a SF (System Failure)
Receipt. -

The APC schema does not include an enumeration element for Referral Codes. This element has
been defined as a simple type; the Kiosk should accept whatever code is sent by APC. This
provides flexibility to expand and/or change specific codes in the future.
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Table 25. APC Service Receipt Referral Codes

Enforcement Referral ER Traveler has enforcement type issues

Random Referral RR Traveler is selected for random compliance

Declaration Referral DR Traveler answers Yes to any general declaration question

APIS Problem AP Traveler is not found on a manifest

Entry Authorization EA Visa Waiver traveler does not have an approved ESTA status
Biometrio Failure BF Traveler has no Enrollment Record on file or biometrics cannot be

verified (applicable to Visa Waiver travelers),

Referral based on
s  Poreign national traveler’s passport expiration date is fess
Check Documentation CD than 6 months

s USC or US LPR traveler’s document query results in a
mismatch or not “Issued” status

Referral based on
»  Traveler has attempted use the kiosk during the configurable
enforcement Jockout
»  Biometric pre-verify check returned a fault response

i TR .
Technical Referral s The return code from a velting query was other than normal
completion
e A cancellation command from the kiosk that the traveler
processing has been terminated.
Passage Granted PG Traveler receives Passape Granted

10. Sample Fault Messages

Table 26 below provides a sample of fault messages that may be generated by the APC Service.
This is not an inclusive list of fault message. A fault message terminates Traveler processing
regardless of where in the processing sequence the fault occurred. A referral receipt should not
be printed for any traveler whose processing terminates with a fault.

Table 26. Sample APC Service Fault Messages

1 | ApisResponse unknown object class

2 | Bad Apis information

3 | Bad Confirm or Manadd completion code
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Bad document type

Bad KioskiD

Bad ManyalEntry

Bad MRZ

Bad SessionID

Bad Traveler Data

10

Bad TravelerlD

11

Can not parse date of birth in mrz: + mrz

12

Class Of Admission %s cannot be used by %s., coa, doc_cniry)

13

Class Of Admission %s is not accepted by APC., coaValue)

14

Class Of Admission must be specified

15

Did not receive external responses in time

16

Document Country of Issue must match Nationality of Traveler

17

Document must be from USA, CAN, or country in Visa Waiver Program.

18

Duplicate question numbers for custom questions or out of order custom questions

i9

Encountered: + ex.getMessage() + while processing mrz: + mrz errorParsingString + - +
mrz

20

Incorrect length while processing LPR mrz:#+ mrz

21

Incotrect length while processing Passport mrz: + mrz

22

Invalid Admit Until Date

23

Invalid Class Of Admission %s., coa)

24

Invalid document type.
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Invalid document type: + mrz.charAt(0)

26

TInvalid Mrz:

27

KIOSKID: + kioskID + not found in database

28

ManualEntryInd is missing

29

Missing Document Expiration Date

30

Missing photo image. Non US citizens, LPR travelers (with non-Canadian nationality} or
non Canadian Citizens must provide photo image.

31

Must be all four custom questions in the request

32

No traveler request found in cache.

33

Non US citizens, LPR travelers (with non-Canadian nationality) or non Canadian Citizens
must provide fingerprint image.

34

Non US citizens, LPR travelers (with non-Canadian nationality) or non Canadian Citizens
must send finger prints.

35

Petition number not found for LPR.:

36

Referral in terminate sessjon must match one in validate traveler responseTraveler already
being processed

37

TravelerEndRequest is missing apisResponse.

38

TravelerID: + travelerID -+ is missing referral code response.

39

Values cannot be null

11. Open ltem Discussions

This section will contain items and information that needs to be clarified through this document
and other items that needs to be discussed between the two parties involved with this exchange.
Please see Table 27 for a list of Open Discussion items.

Table 27. APC Service Open Discussion Items

OIT-PSPD For Official Use Only (FOUQ) 35

202



3209000-ICD

V4 Interface Control Document, Release 2 August 12, 2014

OIT-PSPD For Official Use Only (FOUQ) ' 36

203



3209000-I1CD

v4

Interface Control Documeni, Release 2 August 12, 2014

Appendix A. Abbreviations

APC Automated Passport Control

APIS Advance Passenger Information System
ATDS Airport Technical Design Standard

CBP U.8. Customs and Border Protection
CBSA Canadian Border Services Agency

Fi5 Federal Inspection Services

TATA International Air Transport Association
ICAO International Civil Aviation Organization
IEFD Information Exchange Package

NDC National Data Center

NIEM National Information Exchange Model
SSL Secure Sockets Layer

WSDL Web Services Definition Language
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Memorandum

Date: Qctober 14, 2014
To: Lester Sola

Director

Internal Services Department
Thru: Miriam Singer, CPPO / .

Assistant Director
internal Services Department

From: ,ﬂ,{ gdéf"'}/osh Brown
d Procurement Contracting Officer 2 _
Chairperson, Evaluation/Selection Committee

Subject: Report of Evaluation/Selection Committee for RFP No, RFP-00118: Automaled
Passport Control {APC) Kiosks :

The County, on behalf of the Miami-Dade Aviation Department (MDAD), issued a solicitation to obtain
proposals from qualified firms to provide Automated Passport Confrol (APC) iKiosks capable of
processing hoth International and domestic passengers to be located in designated United States
Customs and Border Protection (CBP) areas throughout the Miami International Alrport (MIA).

Each year approximately 20 milllon international passengers enter the Uniled States through MIA. The
CBP currently processes passengers in person with a CBP agent or by an existing Automated Passport
Control Klosk. MDAD requires additionai APC Klosks to automate processing and clearance times for
arriving United States citizens and international passengers due fo the continued and anticipated
growth in international travel, MDAD and the CBP face multiple challenges to address extended
processing and clearance times, It is anticipated that through the use of addiliohal APC Kiosks, the
amount of time it takes for arriving passengers to clear customs will be reduced and the overall
passengers experience will be improved.

The Evaiuation/Selectlon Commiittee has completed the evaluation of propesals subriitted in response:
to the solicitation following the guidelines published in the solicitation.

Evaluation/Selection Committee meeting dates:
o September 25, 2013 — Kick off Meeting
¢+ September 29, 2014 ~ Evaluation Meeting #1

Responsiveness Review:

The Solicitation closed on September 24, 2014 with three proposals teceived from Sita Inc., Dedo
Interactive [nc., and innovative Travel Soidions by YVR. All proposals were reviewed by the RFP
Chairperson and deemed to be responsive,

Verification of compliance with contract measures:

The soligitation Included a selection factor entiting a SBE/Micro Business Enterprise to receive an
addltional 10 percent (10%) of the total technical evaluation points on the techhical portion of the
Proposer's proposal, The selection factor did not affect the cutcome of the scoring as no Proposer was
a certified 8BE/Micro Business Enterprise.

Verification of compliance with minimum qualification requirements:
The sollcitation had minimum quéalification requirements which were reviewed by the Chairperson for
each subrission. All of the proposers met the minimum qualification requirements set forth within the

solicitation.
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Memo to Lester Sola
Report of Evaluation/Selection Committes for RFP No. RFP-00118: Automated Passport Gontrol (APC)

Kiosks

Local Certified Service-Disabled Veteran's Business Enterprise Preference:
Veteran's Preference was considered in accordance with the applicable ordinance. None of the
proposers qualified,

Evaluation/Selection Committee Background Check:

On Qctober 8, 2014, the Miami-Dade County Office of the Commission Auditor (OCA) issued the
results of the Evaluation/Selection Committee background checks on all appointed voting members and
{echnical advisors assigned to RFP No. RFP-00118 (see aftached memo). Research conducted by
OCA found that Mr. Maurice Jenkins, a member of the Evaluation/Selection committee, serves as a
member of the Sita Customer Advisory Board, the Sita Alrport Steering Committee, and has
participated in the 2013 & 2014 Sita Alr Transport IT Summit,

Based on these findings, OCA requested the opinion of Joe Centorino, Executive Director and General
Counsel, of the Miami-Dade Commission on Ethics & Public Trust. Mr. Centorino rendered an opinion
that there is no actual confiict of Interest (see altached email). However, in an excess of caution due to
the appearance of a conflict, the County has chosen to remove Mr. Jenkins from the
Evaluation/Selection committee and omit his scores from the final results.

Evaluation Results / Summary of Scores:

The Evaluation/Selection Commitlee was tasked with evaluating, scoring, and ranking the responsive
proposals submitted in reference to the RFP. An evaluation meeting was held to discuss the technical
merlis of each proposal and the ability of the proposed solution to meet the operational needs of the
County as outlined In the Solicitation. After completion of the technical review of the proposal recsived,
the Evaluation/Selection Committee conducted scoring in accordance with the crlteria outlined within
the RFP. The Evaluation/Selection Committee's scorlng was conclusive and the Commitiee
unanimously voted to forego oral presentations as the proposals received were written in sufficient
detall to make a final recommendation,

The scoring is as follows:

Technical Total Comblned

Price Price
— - eore otsy  (Max.80 pts) e Soas ots) Submitted
Sita Inc. 271 3g 310 $ 10,504,747.00
Dado Interactive inc. 180 54 244 $ 5,994,446.83
Innovative Travel Solutions by 223 i 92 275 $  8,225,000.00

YVR
{.ocal Preference:

Local Preference was considered in accordance with applicable ordinance, but did not affect the
outcome,
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Page 3 ‘
Memo to Lesler Sola
Report of Evaluation/Selection Cornmittee for RFP No. RFP-00118: Aulomated Passport Control (APC)

Kiosks

Negotiations;
The Evaluation/Seleclion Committee recommends that the County enter into negotiations with the
highest ranked proposer, Sita, In¢. The following individuals will participate. in the negotiations;

Josh Brown, Procurement Contracting Officer 2, Internal Services Depariment
Todd Lewls, Systems Project Manager, Ross and Barruzini

Chris Bradley, Staff Vice President, AvairPros

Tanla Dip, Administrative Officer 3, Miami-Dade Aviation Department

Justification for Recommendation:

The Evaluation/Selection Committes recommends ihal the County proceed to negotiations with Sita,
Inc. for the purchase of the required Automated Passport Control (APC) Kiosks o be implemented
within the Miami International Airport. The APC Kiosks offered hy Slta, Inc. are capable of meeting all
of the technical and business requirements of both Miami-Dade County and ihe United States Customs
and Border Protection Department as oullined within the solicitation.  Additionally, Sita's proposal best
addressed MDAD's needs for on-site staff to provide maintenance and suppott services including
technical support. The extensive preveniative maintenance schedule includes weekly and daily
activities that service the kiosks and associated haidware.

Sita, Inc. will be responsible for delivering all APC Klosks inclusive of the required equipment,
hardware, soflware, and licenses. Additionally, they will be }esponsmie for the implementation,
instaliation, training, testing, repairs, and malhtenance support serviges for the Kiosks throughout the
contract term including any renewals or extenslons issued by the County.

Consensus Statement:
Coples of the consensus statement, composite scores, and individual score sheets for each
Evaluation/Selection Commitiee member are attached.

Approved

e el G

/ Lester/‘gola ’

Director ,,

%/xé/%ﬁ?m Tl Leky H e Set Vg//m% . /zzﬁﬂzﬁf o
?%ff ik /c/fﬁbé’ 529’6{%,
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Date: Qctober 17, 2014

To: Charles Anderson
Commission Audifer
Office of the Commission Auditor

From: Lester Sola - .
Director
Internal Services Departpgfé)j?’{ (Al

Subject: Evaluation/Selection Cémmittee’Backgrourid Check-for RFP No. RFP-00118:
Avtomated Passport Control (APC) Kiosks

In a memorandum dated Cctober 8, 2014, the Office of the Commission Auditor {OCA) advised that a
background check of one of the voting members of the Evaluation/Selection Committee for RFP-00118,
revealed that Maurice Jenkins, Miami Dade Aviation Department's (MDAD) Director of Information
Technology and Communications, serves as a member of the SITA, Inc. (SITA) Customer Advisory
Board, the SITA Alrport Steering Committee, and has participated in the 2013 & 2014 SITA Air
Transport 1T Summits. SITA is a current MDAD contractor, and a proposer to the referenced
soficitation,

Mr. Joe Centorino, Executive Director and General Counsel of the Miami-Dade Commission on Ethics
& Public Trust, opined that based on the information provided and reviewed by his office, there Is no
- actual conflict of interest. However, in an excess of caution, the County has chosen to remove Mr.
Jenkins from the Evaluation/Selection committee and omit his scores from the final results.

ln accordance with the County Mayor's Guidance Memo dated September 10, 2014, going forward,
please submit-the results of background checks of the selection/evaluation committee members to the
Committee Chairperson, prior to the initial commitiee meeting.

c Joseph Centorino, Executive Director, Commission of Ethics and Public Trust
Miriam Singer, Assistant Director, 1SD
Clerk of Board
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Date: August 25, 2014

To: Those Listed Below

From: Carlos A. Gimene

Mayor Qﬁm :

Subject; Appointmentf Selection Com tee for Miami-Dade Aviation Department Request for
Proposals (RFP) for Automated Passport Control Kiosks ~ RFP No. 00118

In accordance with implementing Order 3-34, | am hereby appointing those listed below as the
Selection Committee for Miami-Dade Aviation Department Request for Proposals (RFP) for
Automated Passport Control Kiosks — RFP No. 00118,

Selection Commitiee

Josh Brown, ISD (Non-Voting Chairperson)
Maurice Jenkins, MDAD

Pedro Garcia, MDAD

Todd Lewis, Ross and Barruzini

Chris Bradley, AvairPros

Diane Coyie, British Airways

Dialas Burke-Wheeler, MDAD (Alternate)

Technical Advisors
Tania Dip, MDAD
Debbie Shore, MDAD

You are direcied to assist me In the selection process considering the factors delineated in the
solicitation, |f you are unable to participate in the selection process, contact this office through Smali
Business Development (SBD) by memorandum from your department director documenting the
reason why you cannot participate. Only in cases of dire urgency may you be excused from
participation.

Each Selection Committee member shall be responsibie for evajuating, rating and ranking the
proposals based on the criteria and procedure contained in the solicitation. The Selection
Committee will meet to review the written proposals. [f required, the Selection Committee will select .
firms to make oral presentations to the Selection Committee at a properly noticed public hearing. If
proposers are invited to make oral presentations, the Selection Committee may re-rate and re-rank
the proposals based upon the written documents combined with the oral presentation. You may
utilize staff of the issuing department and the using agency to conduct a preliminary review of the
proposais for responsiveness. All requests for responsiveness determinations shall be made in
writing by the issuing department io the County Attorney’s Office.

The alternate committee member will serve only in the event of an approved substitution. No
substitution of committee members shail be allowed after the first official meeting of the committee,
The Internal Services Department (ISD) may substitute the chairperson fo ensure the appropriate
level of staffing expertise as deemed necessary to accommodate the needs of this solicitation.
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Selection Committee
RFP No. 00118
Page 2

Upon completion of the evaluaiion process, the Selection Cormmittee Chairperson shalt prepare and
submit a memorandum to include a narrative of the evaiuation and justification of the recommended’
firm(s) and attach supporting documentation which MUST include the following information:

Name of firm(s)

Quality Rating Score

Price

Adjusted Score (if applicabie)
Committee's Overall Ranking

This report should be submitted to me through 1SD for review and consideration.

As a matter of administrative policy and to maintain a fair and impartial process, all individuals
appointed to the Selection Committee (including the Chairperson) and staff are instructed to refrain
from discussing the solicitation with prospective lobbyists and/or consultants. Selection Committee
members are reminded that in accordance with the Cone of Silence Ordinance 98-106, there are
restrictions on communications regarding the solicitation with potential proposers, service providers,
lobbyists, consultants, or any member of the County's professional staff. Violation of this palicy
could lead to termination of County service.

All questions must be directed to the staff contact person designated by the issuing department.

¢ Lester Sola, Director, 1SD
Emillo T. Gonzalez, Director, MDAD
Gary T. Hartfield, SBD Division Director, I1SD

Selection Committee

Josh Brown, 1SD (Non-Voting Chairperson)
Maurice Jenkins, MDAD

Pedro Garcia, MDAD

Todd Lewis, Ross and Barruzini

Chris Bradley, AvairPros

Diane Coyle, British Airways

Diatas Burke-Wheeiler, MDAD (Alternate)

Technical Advisors
Tania Dip, MDAD
Debbie Shore, MDAD
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SELECTION COMMITTEE
MIAMI-DADE AVIATION DEPARTMENT
AUTOMATED PASSPORT CONTROL KIOSKS
RFP NO. 00118

Josh Brown
(Non-Voling Chairperson) ISD - e e - - 305-375-4725
Bachelor of Business
Maurice Jenkins Administration —~
Director Black Computer Information
ISD/Telecommunications MDAD 1988 Male Systems - 305-876-0634
Professional
Engineer,
Master's in Engineering; Genheral
Pedro Garcia Hispanic | Bachelor of Science in |Contractor; Real
Chief of Telecommunications MDAD 1988 Male Electrical Engineering | Estate License |305-876-7523
Todd Lewis ' Ross and White Bachelor of Science in Engineer in
Systems Project Manager Barruzini - Male Electrical Engineering Training -
Certifled Project
Manhagement
Chris Bradley White Master of Business Professional
Staff Vice President AvairPros n Male Administration {PMP) nnn
Diane Coyle British White
Station Manager Alrways -— Femaie -—-
Dialis Burke-Wheeler
Chiaf, Terminal Properties Black Bachelor's in Real Estate
( Femal Administrati Li 305-876-8047
Tania Dip Hispanic | Bachelor of Science in
Administrative Officer 3 MDBAD 2004 Female | Business Management - 305-876-0968
Bachelor of Arfs in
Political international
Debra Shore White Sclence/Enviranmental Airport ‘
Senior Aviation Cost Manager| MDAD 2008 Female "~ Studies- Professional  |305-869-4585
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