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MEMORANDUM

Agenda Item No. 8(I)(1)

TO: Honorable Chairman Jean Monestime DATE:
and Members, Board of County Commissioners

FROM: R. A, Cuevas, Jr.
County Attorney

SUBJECT:

Resolution

October 6, 2015

Resolution approving terms and
authorizing execution of Agency
User agreement between the
Florida Department of Health
and Miami-Dade County relating
to participation in the
Prescription Drug Monitoring
Program; and authorizing the
County Mayor to execute the
agreement

No. R-848-15

The accompanying resolution was prepared by Miami-Dade Police Department and placed on
the agenda at the request of Prime Sponsor Commissioner Barbara J, Jordan and Co-Sponsor

Commissioner Sally A. Heyman,

RAC/cp

R

R.A. Cue?f'as, n b
County Attorney
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DATE: October 6, 2015 7 _‘

TO: Honorable Chairman Jean Monestime
and Members, Board of County Commissioners

FROM: Carlos A, Gimen
Mayor

SUBJECT:  Resolution Authorizing Execution of Agreements between the Florida Department of
Health and Miami-Dade County

Recommendation

It is recommended that the Board of County Commissioners (Board) approve the attached Resolution
authorizing the County Mayor or County Mayor’s designee to execute agreements between the Florida
Department of Health and Miami-Dade County, through the Miami-Dade Police Department,
specifically herein, the Agency User Agreement, to participate in the Prescription Drug Monitoring
Program. The Agency User Agreement is effective upon signature and remains in force as long as the
Miami-Dade Pclice Department remains in compliance and continues participation in the program as
necessary and appropriate,

Scope
The scope of the agreements, specifically herein, the Agency User Agreement, is countywide in nature,

Delegation of Authority

Upon approval by the Board, the County Mayor or County Mayor’s designee will have the authority to
execute the agreements for and on behalf of Miami-Dade County and to execute the renewal provisions
contained therein,

Fiscal Impact/Funding Source
There is no fiscal impact to the County.

Tracl Record/Monitor
The Agency User Agreement will be tracked and monitored by Major Ariel Artime, Economic Crimes
Bureau, Miami-Dade Police Department,

Background
In the conduct of day-to-day operations, the Miami-Dade Police Department conducts criminal

investigations which require a variety of partnerships, including with the Florida Department of Health.
The User Agency Agreement with the Florida Department of Health formalizes Miami-Dade Police
Department’s partnership with the Florida Department of Health and provides a mechanism to facilitate
investigations involving controlled drugs. By entering into the Agency User Agreement, the Miami-
Dade Police Department will secure access to State controiled information necessary to conduct
successful criminal investigations which lead to arrests. Agreements with the Florida Department of
Health may also include other documents, such as annual compliance statements, which are
implemented to govern the partnership, Through this partnership with the Florida Department of Health,
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Honorable Chairman Jean Monestime
and Members, Board of County Commissioners
Page 2

the Miami-Dade Police Department will be able to enhance the public safety of this community for the
benefit of our citizens and visitors,

z

Russell Benford
Deputy Mayor




MEMORANDUM

(Rgvis ed)

TO: Honorable Chairman Jean Monestime DATE: October 6, 2015
and Members, Board of County Commissioners

vas, Jr. ' ‘ SUBJECT: Agendaltem No. 8(I)(1)
County Attorney

FROM:

Please note any items checked.

“3-Day Rule” for committees applicable if raised
6 weeks required between first reading and public hearing

4 weeks notification fo municipal officials required prior to public
hearing

Decreases revenues or increases expenditures without balancing budget
Budget required
Statement of fiscal impact required

Ordinance creating a new board requires detailed County Mayor’s
report for public hearing

No committee review

Applicable legislation requires more than a majority vote (Le,2/3s ___,
3/5%s , Unanimous ) to approve

Current information regarding funding source, index code and available
balance, and available capacity (if debt is contemplated) required




Approved Mayor Agenda Item No. 8(I1)(1)
Veto 10"‘ 6-1 5

QOverride

RESOLUTION NO.  R-848-15

RESOLUTION - APPROVING TERMS AND AUTHORIZING
EXECUTION OF AGENCY USER AGREEMENT BETWEEN
THE FLORIDA DEPARTMENT OF HEALTH AND MIAMI-
DADE COUNTY RELATING TO PARTICIPATION IN THE
PRESCRIPTION DRUG MONITORING PROGRAM; AND
AUTHORIZING THE COUNTY MAYOR OR COUNTY
MAYOR'’S DESIGNEE TO EXECUTE THE AGREEMENT

WHEREAS, this Board desires to accomplish the purposes outlined in the
accompanying memorandum, a copy of which is incorporated herein by reference; and

WHEREAS, in. ‘the conduct of day-to-day operations, the Miami-Dade Police
Department conducts criminal investigations which require a variety of partnerships, including
with the Florida Department of Health; and

WHEREAS, the Miami-Dade Police Department conducts criminal investigations which
concern controlled drugs,

NOW, THEREFORE, BE IT RESOLVED BY THE BOARD OF COUNTY
COMMISSIONERS OF MIAMI-DADE COUNTY, FLORIDA, that this Board approves the
terms of the Agency User Agreement between the Florida Department of Health and Miami-
Dade County to facilitate criminal investigations relating to participation in the Prescription Drug
Monitoring Program and the associated Agency User Agreement, in substantially the form
attached hereto and made part hereof and authorizes the County Mayor or County Mayor’s

designee to execute the agreement for and on behalf of Miami-Dade County.
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The foregoing resolution was offered by Commissioner Dennis C. Moss

who moved its adoption. The motion was seconded by Commissioner Rebeca Sosa
and upon being put (o a vote, the vote was as follows:
Jean Monestime, Chairman aye
Esteban L. Bovo, Jr., Vice Chairman aye
Bruno A. Barreiro aye Daniella Levine Cava aye
Jose "Pepe" Diaz aye Audrey M. Edmonson aye
Sally A. Heyman absent Barbara J. Jordan aye
Dennis C. Moss aye Rebeca Sosa aye
Sen. Javier D. Souto  aye Xavier L. Suarez aye
Tuan C. Zapata absent

The Chairperson thereupon declared the resolution duly passed and adopted this 6" day
of October, 2015. This resolution shall become effective upon the earlier of (1) 10 days after the
date of its adoption unless vetoed by the County Mayor, and if vetoed, shall become effective

only upon an override by this Board, or (2) approval by the County Mayor of this Resolution and

the filing of this approval with the Clerk of the Board.

Approved by County Attorney as 8\/ ‘

to form and legal sufficiency.

Suzanne Villano-Charif

MIAMI-DADE COUNTY, FLORIDA

BY ITS BOARD OF

COUNTY COMMISSIONERS

HARVEY RUVIN, CLERK

By

Deputy Clerk

~ Christopher Agrippa




AGENCY USER AGREEMENT

FU RCSE Between

MR f o ronic-Thoridz

e Prescription Drug Monitoring Program

Condvollzd Subslances

Flalogtioh and
Miami-Dade County

This Agency User Agreement ("Agreement”) is made and entered into by and between

Miami-Dade County through the Miami-Dade Police Department (hereinafter referred to as the “Agency”)
and the Florida Department of Health, Prescription Drug Monitoring Program (hereinafter referred to as
the “Department”).

Purpose of the Agency User Agreement

In accordance with sections 893.055 and 893.0551, Florida Statutes, local, state, and federal law
enforcement, the Department or its relevant health care regulatory boards, and the Attorney
General for Medicaid fraud cases may request controlled substance prescription dispensing
information {Information) from the Prescription Drug Monitoring Program (PDMP). A law
enforcement agency may request Information for an active investigation involving a specific
violation of law regarding prescription drug abuse or diversion of prescribed controlied
substances. The Department or its relevant health care regulatory boards may request
Information for the licensure, regulation or discipline of health care practitioners who are involved
in a specific controlled substance investigation invelving a designated person for one or mere
prescribed controlled substances. The Atforney General and his or her designee may request
Information when working on Medicaid fraud cases invoiving prescription drugs or when the
Attorney General has initiated a review of specific identifiers of Medicaid fraud regarding
prescription drugs. This Agreement sets forth the legal authority; agency head or designee,
administrator and authorized user responsibilities; informaticn safeguarding requirements;
compliance and control measures and performance standards,

Legal Authority

The PDMP collects and maintains Information in a database pursuant to sections 893.055 and
893.0551, Florida Statutes. The Information maintained in the database is confidential and
exempt from public record disclosure and may only be released to an authorized user under
specified circumstances.

Statement of Work
A, Agency Head or Designee Responsibilities:
1. Designate an individual from its Agency to function as the Agency Administrator
and point of contact.
2. Notify the PDMP Program Manager of changes to the Agency Administrator

immediately. Authority to request and receive Information from the Program
Manager shall be suspended during an Agency Administrator vacancy.

3. Ensure the Agency complies with this Agreement, the Training Guide for Law
Enforcement and Investigative Agencies, and the laws and rules governing the
access, use, and dissemination of information received.

4, Submit an annual attestation to the Program Manager that the Agreement is
being complied with and disclose any findings of non-compliance and actions
taken to regain compliance,

B. Agency Administrator Respensibilities:
1. Designate authorized users who may request Information on behalf of the

Agency during the course of an active investigation regarding prescribed
controlled substances.
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2. Immediately update user access permissions upon separation or reassignment of
users and immediately update user access permissions upon discovery of
negligent, improper, or unauthorized use or dissemination of information.

3. Conduct quarterly quality contral review of user access permissions, to ensure all
current users are appropriately authorized.

4, Submit a list of authorized users to the Department annually on or before June
30.

5. Ensure the following training is completed prior to authorized user registration:

a. The Training Guide for Enforcement and Investigative Agencies; and

b. E-FORCSE Infarmation Security and Privacy Training Course.
6. Ensure all authorized users have knowledge and proof of an active investigation
prior to submitting a request.
Immediately report any findings of noncompliance to the Program Manager.
Submit an update on the disposition of the case for which the Information was
requested, quarterly, in accordance with procedures established by Department
rule.

o~

C. Authorized User Responsibilities:

1. Review the Training Guide for Enforcement and Investigative Agencies prior fo
registration.

2. Complete the E-FORCSE Information Security and Privacy Training Course prior
to registration.

3 Protect and maintain the confidentiality and security of the Information received
in accordance with this Agreement and appiicable state and federal laws,

4. Aftest that the request for Information is predicated on and related to an active

investigation.

D. Department Responsibilities:

Operate and maintain the electronic database.

Maintain official copy of this Agreement,

Ensure/menitor compliance with this Agreement.

Review and approve requests for Information timely.

Notify the Agency Administrator each time a request for Information is made by
an authorized user of the Agency.

oA WN =

Safeguarding Information

The Agency will use and maintain the confidentiality of all information received under this
Agreement in accordance with Section 823.0551, Florida Statutes. Information obtained under
this Agreement will only be disclosed fo persons to whom disclosure is authorized under Florida
law. Authorized users are prohibited from requesting Information on behalf of ancther law
enforcement agency or entity. Any person who willfully and knowingly viclates any of the
provisions of this section may be found guilty of a felony and is punishable as provided in Section
893.0551, Florida Statutes.

A Information provided will not be used for any purposes not specifically authorized
by this Agreement. Unauthorized use includes, but is not limited to, requests on
behalf of another law enforcement agency, requests not related to a legitimate
purpose, personal use, and the dissemination, sharing, copying or passing of this
information to unauthorized persons.

B. Information provided by electronic means will be stored in a place physically secure
from access by unauthorized persons.

C. Access to the Information provided will be protected in such a way that
unauthaorized persons cannot review or retrieve the Information.
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All authorized users under the terms of this Agreement will be instructed of, and
acknowledge their understanding of, the confidential nature of the Information. These
acknowledgements must be maintained in a current status by the Agency.

All authorized users will be instructed of, and acknowledge their understanding of, the
criminal sanctions specified in state law for unauthorized use of the Information.
These acknowledgements must be maintained in a current status by the Agency.

All Information must be monitored on an on-going basis by the Agency. In addition, the
Agency must complete an annual audit to ensure proper and authorized Use
and disseminaticn.

By signing the Agreement, the representatives of the Department and Agency, on
behalf of the respective Parties attest that their respective Agency procedures will
ensure the confidentiality of the Information provided will be maintained.

V. Privacy of Controlled Substance Dispensing Information

A

All Information disseminated from the PDMP database in any form fo any enfity is
considered protected heaith information and any and all applicable federal and state
laws, including the Health Insurance Portability and Accountability Act (HIPAA), govern
the use of it.

All information provided to an Agency, entity, or individual will be labeled
"CONFIDENTIAL: This informaticn obtained from E-FORCSE contains confidential
controlled substance prescription dispensing information.”

It is Agency’s duty and responsibility to maintain the confidential and exempt status of
any Information received from the PDMP.

Prior to an authorized user disclosing Information received from the Program Manager or
support staff to a criminal justice agency, as authorized by section 823.0551(4), Florida
Statutes, the authorized user should redact all Infarmation that is not the subject of the
investigation.

Pursuant to section 883.055(7)(e), Florida Statutes, an Agency may maintain Information
received for up to 24 months before purging it from the Agency’s records, or may
maintain the information for longer than 24 months only if the information is pertinent to
ongoing health care or an active law enforcement investigation or prosecution and shall
purge the records at the conclusion of the investigation or prosecution.

V1. Compliance and Control Measures

A

[nternal Control Attestation. This Agreement is contingent upon the Agency having
appropriate internal controls over the Information used by the Agency to protect the
Information from unauthorized access, distribution, use, modification, or disclosure, The
Agency shall have an auditable, continuous chain of custody record of the transfer of
confidential and exempt Information. An audit trail shall be maintained by the Agency to
provide accountability for all confidential and exempt Information received by authorized
users.
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Upon request from the Department, the Agency Administrator must submit an attestation.
The attestation must indicate that the internal controls over perscnal data have been
evaluated and are adequate to protect the personal data from unauthorized access,
distribution, use, modification, or disclosure.

B. Annual Affirmation Statement. The Department will receive an annual affirmation from
the Agency indicating compliance with the requirements of this Agreement, on or before
June 30 each year.

C. Misuse of Confidential Protected Health Information. The Agency must notify in writing
the Department and the affected individual following the determination that personal
information has been compromised by any unauthorized access, distribution, use,
modification, or disclosure, within 30 days of such determination. The statement to the
Department must provide the date and the number of records affected by any
unauthorized access, distribution, use, modification, or disclosure of personal information.
Further, as provided in section 501.171, Florida Statutes, the document must include:
Synopsis of security breach, Policy/incident report, Number of affected persons, Security
palicy, Recovery steps, Services offered to individuals, and Contact information to obtain
additional information.

Performance Standards

Failure by the Agency to meet the established minimum performance standards may result in the
Department finding the Agency to be out of compliance, and all remedies provided in this
Agreement and under law, will become available to the Department including a corrective action
plan {CAP).

A, Corrective Action Plan

1. If the Department determines that the Agency is out of compliance with any of the
provisions of this Agreement, the Department may require the Agency to submit a
CAP within a specified timeframe. The CAP will provide an opportunity for the
Agency to resolve deficiencies without the Department invoking more serious
remedies, up to and including Agreement termination.

2. In the event the Depaitment identifies a violation of this Agreement, or other non-
compliance with this Agreement, the Department will notify the Agency of the
occurrence in writing. The Department will provide the Agency with a timeframe for
corrections.

3. The Agency will respond by providing a CAP to the Department within the timeframe
specified by the Department.

4. The Agency will implement the CAP only after the Department's approval.

5. The Department may require changes or a complete rewrite of the CAP and provide
a specific deadline.

6. If the Agency does not meet the standards established in the CAP within the agreed
upon timeframe, the Agency will be in violation of the provisions of this Agreement
and will be subject to termination.

Terms and Terminations

This Agreement shall be effective upon the date of the last signatory hereto and shall expire five
years from such effective date, unless previausly terminated pursuant to the terms herein.

If the Program Manager or staff becomes aware of an alleged failure to comply with this
Agreement or section 893.0551(5), Florida Statutes, by authorized users of the Agency, the
Program Manager, within one business day of discovery, shall suspend the access of the
authorized user and notify the Agency Administrator of the suspension. The Agency
Administrator shall investigate the alleged compliance failure and report the findings to the
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Program Manager. The Program Manager shall determine whether the autharized user's access
should be reinstated. Prior to reinstatement, the authorized user must submit proof of completion
of the E-FORCSE Information Security and Privacy Training Course, within 30 days.

IX. Disclaimers of Warranty and Liability
A. The Department makes no claims, promises, or guarantees about the accuracy,
completeness, or adequacy of the contents of this report, and expressly disclaims liability
for errors and omissions in the contents of information provided by the PDMP database.

B. The PDMP database records are based on Information submitted by pharmacies and
dispensing health care practitioners.

C. Records should be verified with the entity that reported the [nformation before any law
enforcement actions are taken.

FORM INSTRUCTIONS: This is an adobe fillable form. Once complete, click on the “Submit Form”
button in the purple box at the top of the form. Type in your email address and full name and ¢lick send.

Agency Name
Miami-Dade County

Agency Head Name Title
Carlos A. Gimenez Mayor
Phone Number Email Address
305-375-5071 mayor@miamidade.gov
Signature: Date:

[ {Format for electronic signature: //John F. Doe//)

Agency Name
Miami-Dade Police Department

Agency Head Name Title

J.D. Patterson Director

Pheone Number Email Address
305-471-3518 jpatterson@mdpd.com
Signature: Date:

{Format for electronic signature; //John F. Doe//}

Florida Department of Health- Prascription Drug Monitoring Program

Name Title

Phone Number Email Address
Signature: Date:

(Format for electronic signature. /#John F. Doe//}
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