
Summary 
This item is recommending award of a contract to purchase Cross-Connection Control Program 
Management Services (CCC Program) for the Water and Sewer Department (WASD). The contractor 
will serve as the Program Manager for the CCC Program for all backflow prevention devices in the 
WASD system. Florida Administrative Code, 62-555.200 Cross-Connections Control for Public Water 
Systems, requires each community water system (CWS) to establish and implement a CCC Program 
utilizing backflow protection at, or for, service connections from the CWS to protect the CWS from 
contamination caused by cross-connection on customers’ premises. The Florida Department of 
Environmental Protection is responsible for promulgating and enforcing laws, rules, regulations, and 
policies to be followed in carrying out an effective CCC Program.  Approval of this item will provide the 
County with a CCC Program as a means for ensuring the safety of the community water system and 
remaining compliant with the Florida Administrative Code. 

Currently, WASD manages the CCC Program as required in Article VIII of Chapter 32 of the Miami-Dade 
County Code, utilizing third-party software, requiring direct communication with the affected customers. 
The current method requires action on the part of the customer, to engage with a contractor and provide 
the required report to WASD, which does not ensure adequate compliance.  

The use of managed services provides for a more transparent process, alleviating the responsibility of 
the customer, and places the onus of completing the required testing on the contractor, while improving 
the County’s compliance rate for testing.  

Recommendation 
It is recommended that the Board of County Commissioners (Board) approve a competitive contract 
award, Contract No. EVN0000016, Cross-Connection Control Program Management Services, to 
HydroCorp, LLC (HydroCorp) for WASD in the total amount of $22,689,275 for the initial five-year term 
and one, three-year option to renew term. There is no current or prior County contract for the provision 
of the CCC Program.  

The contractor will be responsible for the successful and timely completion of work issued under the 
CCC Program. Such services shall include, but are not limited to, labor, materials, equipment, and 
supplies necessary to conduct comprehensive CCC surveys of all water use connections to identify 
actual and potential hazards to the County’s water system from cross-connections. Work also includes 
testing of all backflow prevention assemblies and completion of required repairs. 

Background 
A Request for Proposals (RFP) was issued under full and open competition on June 27, 2022 to obtain 
proposals from qualified firms to provide a CCC Program, and the solicitation closed on August 24, 2022. 
Two proposals were received, of which HydroCorp was the highest ranked proposer and is being 
recommended for award. On September 9, 2022, a responsiveness opinion was requested from the 
County Attorney’s Office (CAO) for both proposals. The CAO issued a legal opinion on October 12, 
2022, deeming both proposals responsive. After revisions to the appointed members of the selection 
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committee, the final evaluation and scoring meeting was conducted on January 12, 2023. Negotiations 
commenced and concluded in March 2023.  

The RFP was issued to obtain a contractor to perform the following: 

1) Maintain data on a cloud-based system that enables WASD staff to monitor and generate
reports, as needed.

2) Provide cost of repairs, replacements, and new installations to ensure that customers are
receiving the most competitive price for all work.

3) Provide services to ensure that all locations requiring the installation of a backflow prevention
device are brought into compliance.

4) Assist WASD with the development of a community-wide public relations program which may
include public informational meetings, on-line informational programs, tester meetings to explain
the new WASD Program, general awareness brochures, newsletter articles, social media, and a
website for CCC Program overview, content, and resources.

Scope 
The scope of this item is countywide in nature. 

Fiscal Impact/Funding Source 
The fiscal impact for the five-year term is $13,507,475.  Should the County choose to exercise, at its 
sole discretion, the one, three-year option to renew in the amount of $9,181,800, the cumulative value 
of the contract will be $22,689,275. 

Department Allocation Funding Source Contract Manager 

WASD $22,689,275 Proprietary Funds Juan Pelay 

Total: $22,689,275 

Upon commencement of the program, WASD will establish a unit fee for providing backflow prevention 
testing services. Based on the number of existing devices within WASD’s system, it is anticipated that 
WASD will be able to recover the majority of the fiscal impact from this allocation.  

Cross-Connection 
Control 

Proposed Fee Number of Existing 
Customers 

Estimated Annual Cost 
Recovery 

Domestic $75 26,500 $1,987,500 

Fire Protection $150 4,500 $675,000 

Estimated Cost Recovery 

Annual Projection $2,662,500 

Five-year Projection $13,312,500 

Eight-year Projection $21,300,000 

Track Record/Monitor 
Angela Mathews-Tranumn of the Strategic Procurement Department (SPD) is the Procurement 
Contracting Manager.  

Delegated Authority 
If this item is approved, the County Mayor or County Mayor’s designee will have the authority to execute 
the agreement and exercise all provisions of the contract, including any renewal, cancellation, and 
extension provisions, pursuant to Section 2-8.1 of the County Code and Implementing Order 3-38.   

MDC002



Honorable Chairman Oliver G. Gilbert, III 
and Members, Board of County Commissioners 
Page 3 

Vendor Recommended for Award 
A Request for Proposals was issued under full and open competition.  Two proposals were received in 
response to the solicitation.  

Pursuant to Resolution No. R-477-18, the highest-ranked proposer is recommended in accordance with 
the method of award per the solicitation and is non-local.  The market for these services is limited and, 
of the four vendors that were identified in market research, only one proposed on this project.  While the 
Small Business Development Division identified 270 Small Business Enterprise (SBE) firms certified in 
the applicable commodity codes, none of them were able to meet the project requirements.   

Vendor  Principal Address Local Address 

Number of 
Employee 
Residents Principal 

1) Miami-Dade
2) Percentage*

HydroCorp, LLC 
5700 Crooks Road 
Suite 100 
Troy, MI 

None 
0 

Mark L. Martin 
  0% 

*Provided pursuant to Resolution No. R-1011-15.  Percentage of employee residents is the percentage of vendor’s
employees who reside in Miami-Dade County as compared to the vendor’s total workforce.

Vendor Not Recommended for Award 

Vendor Local Address 
Reason for Not 
Recommending 

VEPO CrossConnex, LLC No Evaluation Scores/Ranking 

Due Diligence 
Pursuant to Resolution No. R-187-12, due diligence was conducted in accordance with SPD’s 
Procurement Guidelines to determine contractor responsibility, including verifying corporate status and 
that there are no performance and compliance issues through various vendor responsibility lists and a 
keyword internet search.  The lists that were referenced included convicted vendors, debarred vendors, 
delinquent contractors, suspended vendors, and federal excluded parties.  There were no adverse 
findings relating to contractor responsibility. 

Applicable Ordinances and Contract Measures 

• The two percent User Access Program provision applies.

• The Small Business Enterprise Selection Factor and Local Preference were applied.

• The Living Wage does not apply as the services are not covered under the Ordinance.

• The Responsible Wages and Benefits do not apply as the services are not covered under the
Ordinance.

• 

_____________________ 
Jimmy Morales 
Chief Operations Officer 
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The foregoing resolution was offered by Commissioner         , 

who moved its adoption.  The motion was seconded by Commissioner    

and upon being put to a vote, the vote was as follows:  

Oliver G. Gilbert, III, Chairman 
Anthony Rodríguez, Vice Chairman 

Marleine Bastien Juan Carlos Bermudez 
Kevin Marino Cabrera Sen. René García 
Roberto J. Gonzalez Keon Hardemon 
Danielle Cohen Higgins Eileen Higgins 
Kionne L. McGhee Raquel A. Regalado 
Micky Steinberg 

The Chairperson thereupon declared this resolution duly passed and adopted this 21st day 

of June, 2023.  This resolution shall become effective upon the earlier of (1) 10 days after the 

date of its adoption unless vetoed by the County Mayor, and if vetoed, shall become effective 

only upon an override by this Board, or (2) approval by the County Mayor of this resolution and 

the filing of this approval with the Clerk of the Board. 

MIAMI-DADE COUNTY, FLORIDA 
BY ITS BOARD OF 
COUNTY COMMISSIONERS 

JUAN FERNANDEZ-BARQUIN, CLERK 

By:________________________ 
         Deputy Clerk 

Approved by County Attorney as 
to form and legal sufficiency.  _______ 

Angela F. Benjamin
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1.0 SCOPE 
  
A. The Contractor shall provide CCC Program Management Services (Solution), including, but not limited to, the supply of 

all tools, equipment and labor necessary to manage the Cross-Connection Control Program for the Miami-Dade County 
Water and Sewer Department (WASD), including the testing of all backflow prevention devices in the Miami-Dade County 
(County) water system.   

 
B. While the primary function shall be to provide management and oversight of the County’s cross-connection control 

program, as established in Article VIII, of Chapter 32 of the Miami-Dade County Code, the Contractor shall also provide a 
robust, on-line / web-based database application, and testing service for all backflow prevention devices in the County’s 
system. 

1.1 PROGRAM MANAGEMENT SERVICES 
 
The Contractor shall coordinate and manage the testing of all testable backflow prevention assemblies in accordance with 
Florida Department of Environmental Protection requirements. Services to include coordination of all testing services to attempt 
to ensure 100% of all backflow prevention devices are tested annually, with a minimum inspection rate of 95%. Mailing testing 
requirement notices to clients is not acceptable. Testers are required to notify customers prior to backflow prevention device 
tests. Program Management Services at a minimum shall include the following: 
 
A. The Contractor shall provide a full-time Program Administrator to manage all incoming inquiries from WASD staff, 

customers, and field technicians. The Program Administrator shall be trained in backflow prevention and the provided 
software.  The Program Administrator shall be available at any time, during normal business hours, for meetings with 
WASD staff. 

 
B. The Contractor shall provide a local, full-time Field Services Technician who shall be properly certified. This technician 

shall provide on-site assistance for testers, repair, and installation technicians. This individual shall act as liaison between 
testers and WASD staff to ensure all field work is completed as desired. This individual shall also provide testing services 
for questionable failed backflow prevention assemblies (BPA’S). The Field Services Technician shall be available during 
both working hours and outside of work hours, including holidays to perform services required by this section. The Field 
Service Technician shall be available for on-site meetings with WASD staff, during normal business hours. 

 
C. The Contractor shall provide full-time, toll-free phone support for customer questions by trained staff. Phones shall be 

staffed during normal business hours Monday through Friday. A trained and staffed phone support service shall be 
available for after hour emergency calls 24/7. 

 
D. The Contractor shall provide services to ensure that all failed backflow prevention devices are repaired or replaced and 

retested. The Contractor shall provide services of a State licensed plumber certified for repairing backflow prevention 
devices for all repair work. 

 
E. The Contractor shall provide a pricing chart for the full repair and replacement for 2” and below backflow prevention 

devices. The list shall include Reduced Pressure Backflow Preventer (RP), Double Check (DC), Pressure Vacuum 
Breakers (PVB), and Fire Protection RPDA’s (Reduced Pressure Detector Assemblies) and DCDA’s (Double Check 
Detector Assemblies). Pricing shall not be for new installations only repairs and replacement with an identical backflow 
prevention device. 

 
F. The Contractor shall generate and document the required management data for the backflow prevention devices noted 

above.  Data required shall be: assembly type, size, make, model #, serial #, test date, tester name, tester certification #, 
test gauge data, meter number (when readily available), GPS coordinates of backflow prevention device location, photos 
of backflow prevention devices (close up and at 30’), and location and other informational notes as deemed necessary.   
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G. The Contractor shall conduct a program start-up meeting with the WASD CCC/Backflow Prevention Program Staff on site 
at the WASD offices. 

 
H. The Contractor shall maintain all data on a cloud-based system that enables the WASD Staff to monitor and generate 

reports as needed. 
 
I. The Contractor shall provide costing of repairs, replacements, and new installations to ensure that customers are receiving 

the most competitive price for all work. The Contractor shall be required to demonstrate that they are meeting this 
requirement by producing their bid documents and agreements with plumbing Contractor(s) and material suppliers. 

 
J. The Contractor shall provide services to ensure that all locations requiring the installation of a backflow prevention device 

are brought into compliance. The Contractor shall provide services of a State licensed plumber certified for repairing BPA’s 
for all installation work. 

 
K. The Contractor shall assist  WASD with the development of a community wide public relations program which may include 

public informational meetings, on-line informational programs, tester meeting to explain the new WASD Program, general 
awareness brochures, newsletter articles, social media, and web site CCC Program overview, content and resources. 

2.0 SOFTWARE SERVICES 
 
The Contractor shall provide WASD with a cloud-based software that provides access to all CCC and water meter data.  The 
County desires software capable of the following: 
 
A. The software shall provide the ability to track all activities with real time GPS coordinates of testable assemblies, 

inspections, and field work.  An unlimited number of photos of any location may be uploaded as directed by the WASD.  
The ability to append notes to any photo shall be available. 
 

B. The software shall provide all data relevant to the backflow prevention devices (BFP).  Size, Make, Model, Serial number, 
Type, status (compliant, non-compliant), meter number, protection type (containment, fire protection, irrigation, isolation).  
The ability to append notes to any of the noted data fields shall be available. 
 

C. The software shall have complete inspection forms available for all types of inspections.  Inspection forms shall be 
modifiable by WASD to meet the specific needs of the inspection type.  Inspections shall be performed for all types of 
backflow prevention situations including external and internal site inspections and shall identify both containment and/or 
isolation requirements.  Inspections shall also be performed on water meters to identify all aspects of the water meter(s).  
Photos and GPS locations and field note capabilities are required within the inspection form. 
 

D. The software shall be provided with a mobile platform that shall enable field users to access the software.  The mobile 
platform shall allow for data input on a local device that is not connected to the internet and be synchronized later with the 
cloud-based software.  The mobile platform shall support any form of operating system (iOS, Android, other).   
 

E. The software shall be integrated with Google Maps.  Contractor will schedule tests, testers, inspections, and field work 
shall be available within the software.  All scheduled work shall be delivered to testers on a weekly basis. Customer 
scheduling will be done on an individualized basis as required. 
 

F. The software shall have the capability to send notifications via mail, text, and/or email. A custom notice generator shall be 
an integral component of the software. Once a notice has been developed it may be saved and stored for future use.  
 

G. The software shall be able to be updated routinely, from the WASD billing system, Oracle Customer Care & Billing (CCB).   
 

H. Data storage shall be provided in a high security, high availability,  Microsoft Azure or other compatible cloud system.  At 
all times, the data remains the property of the WASD and may be retrieved by the WASD without cost or penalty. 
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I. Data Conversion: The Contractor shall provide data transfer for ALL backflow prevention devices from the existing WASD 
database (TokaySQL) to the new Software. The County requires that the Contractor provide the capability to migrate all 
County project data and documentation to the proposed Solution. Project data and pertaining documents are currently 
stored in various spreadsheets and systems located on servers. The County will perform the extract and transform steps 
required to prepare files, in a mutually agreed upon file format. The Contractor shall provide templates and a mechanism 
to identify and address data conversion and migration issues. A Unique Identifier must be included in the File. The 
Contractor shall be responsible for mapping of the data in the extracted and transformed files to the database structure of 
the Software. The Contractor shall be responsible for the loading of the data into the proposed Software. County staff will 
consult to answer questions about the data within the files to be used for data load into the Software’s database.  The 
Contractor shall ensure and provide verification that all data records were successfully converted and include an Unique 
Identifier. 
 

J. User/License Quantity: The County prefers an Enterprise Software License model, however, other software licensing 
models will be considered that accommodate the number of Users as listed below for the initial rollout. In addition, the 
County must have the ability to add additional Users as needed. All licenses that may be required to access third party 
software are to be included with the Software. The County will not purchase licenses for third party applications which are 
integrated into the proposed Software.   

 
The estimated number of licenses based on the current environment is twenty (20).  For “per user” license models, the 
Contractor must agree to adjust the final license price according to the actual number of Users deployed prior to Final 
Acceptance by the County. 

 
K. Interfaces: The Software should provide bi-directional interfaces to various third party and internal County systems 

through open Application Programming Interface (API).  All data derived from the Solution shall be made available via the 
API.  Proposer should conduct a thorough review / assessment of all interfaces to be provided.  All modules should 
integrate and update each other automatically, in real-time, to include all the processes. The County’s middleware will use 
APIs to consume and transfer data as required. Noted below are the principal recognized application interfaces required 
for the proposed Solution.  
 

L. Software Availability: The Software should be a high availability/fault tolerant Software maintaining availability of 99.99% 
uptime 24/7, 365 days a year, calculated annually, not including routine maintenance or administrative procedures to be 
scheduled during non-business hours with prior approval of the County. The Software should be designed to effectively 
mitigate latency and data speed issues. The Software should have appropriate bandwidth required to ensure optimal 
performance for concurrent application access and data access for normal daily operational use. 

 
The County anticipates that the resultant Contract will include provisions to provide a credit and/or refund to the County 
as a result of failure to maintain contractually agreed upon Solution availability. 

 
M. Maintenance and Support Services: The Contractor shall provide maintenance services to the County throughout the 

term of the resultant contract, including any optional extension or renewal periods. The Contractor shall be responsible for 
maintaining the system and all revisions. 

 
At a minimum, maintenance services should include updates and upgrades to the Software generally made available to 
other customers. Such updates and upgrades shall include correction of substantial defects, fixes of minor bugs, fixes due 
to conflicts with mandatory operating system security patches, enhancements to Software functionality, and upgrades to 
new version releases. Updates and upgrades must maintain compatibility with all customizations and interfaces. The 
maintenance services may include the option of installation of new releases by the Contractor. Additionally, updates to the 
Software must be provided as determined by legally mandated requirements, such as amendments to local, state or 
federal laws.  
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All maintenance services as outlined below shall be provided for the Software in its entirety, including any customizations, 
including interfaces, to the Software: 
 
1. All software must be of the most recent release and all software upgrades issued by the Contractor must be available 

to the County at no additional charge. The software maintenance plan shall include the option of installation of new 
releases by the Contractor. Upgrades need to be communicated with the County at least 90 days prior to 
implementation to accommodate for testing and remediation of any associated customizations. 

 
2. Access to the Solution should be designed in such a manner where an upgrade or change to the Software does not 

require staff to go to a computer to manually update. If installation is needed on an individual workstation, that software 
should be self-managed and be able to be updated on-demand without interaction from Miami-Dade County ITD staff. 

 
3. Periodic updates of the Software may incorporate: 

 corrections of any substantial defects; 
 fixes of any minor bugs; 
 enhancements made to any Solution components that the County has licensed. 

 
N. Technical Support Services: The Contractor shall be responsible for providing technical support services to ensure 

optimal performance of the proposed Solution, including all components, throughout the term of the resultant contract, 
including any optional renewal periods. The Contractor shall provide fixes due to any conflicts with mandatory operation 
security patches (to be resolved as Severity Level 1, as defined in the chart below). 

 
The Contractor shall, in a reasonably timely manner, address functionality revisions as requested by the County.  When 
the Contractor can directly satisfy the County’s request, the Contractor will do so; otherwise, the Contractor will suggest a 
reasonable accommodation (“work around”). 
 
The County is seeking technical support services available to authorized County staff in the form of unlimited email and 
telephone support 24 hours per day, seven days per week, including holidays. In conjunction with live telephone support 
the County prefers the Contractor shall provide an electronic helpdesk ticketing system to allow authorized County staff to 
submit incidents and service requests electronically.   
 
The Contractor shall have the ability to do the following: 

 
 Log all calls received. 
 Track all calls throughout the process until the Solution or information is relayed back to the customer. 
 Give every call a unique number for tracking purposes, preferably a "ticket #". 
 Produce a report of all outstanding County tickets in a given time period. 
 Produce a report of all closed tickets in a given time period. 
 Ability to view all tickets and ability to search all tickets by any field 
 Track all work requests, complaints, and informative calls. 
 Support copy and paste with other Windows applications. 
 Assign authorized County staff to access the issue tracking system. 
 Track resolution time to severity level. 
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The County desires Severity definitions and response times for the Software as listed below: 
 

Severity Definition Response Time Resolution Time Status Frequency 
Update 

1=Critical 
A critical component of the 
Solution, whether 
equipment/hardware or software, 
is in a non-responsive state and 
affects Users’ productivity or 
operations. 

A high impact problem which 
affects all Users. 

Fifteen(15) minutes One(1) hour Fifteen (15) minutes 

2=Urgent  One(1) hour Four(4) hours One(1) hour 
3=Important  Four (4) hours Twenty-four (24) hours Four(4) hours 
4=Minor  Eight(8) hours Seventy-two (72) hours for an 

acceptable work around until 
final resolution 

Weekly 

2.1 IMPLEMENTATION AND TESTING 
 

The County desires that the proposed Software is fully implemented, including completion of any required customization, 
configuration, testing, user training, within nine (9) months from contract start date., The County will assist the Contractor with 
obtaining a timely response from with a County IT vendor(s), however such assistance will not relieve the Contractor from its 
effort and obligation to plan and coordinate all requirements for project implementation and testing.. An unreasonable delay on 
the part of a County IT vendor(s) will constitute an excusable delay for the Contractor. The County will have a permanent group 
of qualified employees that will be available during the implementation of the Solution to facilitate the configuration tasks.  

 
3.0 REPORTING 

 
A. The Contractor shall provide an annual report with a summary of all data generated throughout the year. The Florida 

Department of Environmental Protection Annual Report shall be completed and ready for submission along with all back-
up data. Test results for the year shall be downloaded on a CD or jump drive for long term storage and ease of data 
management and retrieval. 

 
B. Reports shall be available for any type of data retrieval.  Standard reports shall be created by the Contractor and provided 

as part of the software delivery. A custom report generator shall be provided within the software. Custom reports may be 
created and saved by WASD staff. Custom reports may also be shareable with other WASD staff.     

 
C. Reports shall be available identifying all customer notifications for any given period.  
 
4.0 TRAINING 
 
The Contractor shall provide software training on-site for WASD staff on an as needed basis for the first year. Training shall 
be provided as a combination of classroom and field. Field training shall incorporate the use of a mobile platform.  A minimum 
of 24 hours of training shall be included.  Additional training shall be provided as needed in blocks of 8 hours. Detailed 
documentation (user manuals, technical procedures, training documents, etc.) will be provided to the County to be used as  
source material by the County employees prior to implementation. The Contractor shall supply an electronic copy of all training 
materials to the County. Additional training shall be made available via on-line videos or other resources (user manuals, etc.) 
on an ongoing basis throughout the term of the contract. 
 
5.0 COUNTY RESPONSIBILITIES 
 
The County will make best efforts to provide the Contractor with full cooperation, including but not limited to: 
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1. Participation of appropriate technical and user personnel, including decision-makers. 
2. Documenting issues as they arise. 
3. Relevant documents and content as requested by the Contractor. 
4. Verification/approval of all deliverables. 
5. County will provide a contact person for outside I/T vendor. 
6. Oracle Data Base must have a  Unique Identifier  
7. County will provide a Day to Day dedicated Contact Person 
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APPENDIX B 
 PROCEDURES FOR THE PROTECTION OF MIAMI-DADE COUNTY (“COUNTY”) PROTECTED DATA 

 
These Data Protection Procedures (“Procedures”) set forth the security protocols that County and Service Provider will follow with 
respect to maintaining the security and privacy of County Protected Data in connection with the applicable services agreement in place 
between the Parties (“Agreement”).  

1. GENERAL      
These Procedures shall include all attachments referenced herein (each an "Attachment").  In the event of a conflict or inconsistency 
between the terms of the Contract (including any applicable [Work Order/Statement of Work]) and the terms of the Procedures, the 
Contract shall govern.  In the event of a conflict or inconsistency between the terms of these Procedures with the terms of any 
Attachments to these Procedures, the terms of the Procedures shall govern.  Capitalized terms used herein, but not defined shall have 
the meanings ascribed to them in the Agreement. County Protected Data includes Personally Identifiable Information (PII) such as 
payment card and bank account information, Social Security Numbers, demographic information, financial information, health and 
medical records, MDC personnel or vendor evaluations, electronic signature data, attorney-client privileged communications, criminal 
background investigations, civil investigative data, counselor’s notes, etc. 
 
2. SECURITY POLICY 
Service Provider will maintain globally applicable policies, standards, and procedures intended to protect Service Provider and County 
data.  Such policies include, but are not limited to: 

 System Security 
 Security of Information and Acceptable Use of Systems 
 Confidentiality 
 Data Privacy 
 Data Management 

 
Service Provider will provide summaries of these policies upon County’s request. 
 
3. GLOBAL ACCESS  

Service Provider may access County Protected Data from anywhere within Service Provider's Global Delivery Network, unless otherwise 
mutually agreed by the Parties. The County’s Protected Data should be maintained within CONUS (Continental United States) 
datacenters or, at a minimum, under U.S. jurisdiction. 
 

4. ORGANIZING INFORMATION SECURITY 
4.1. Accountability  

The following executives from the County and Service Provider shall be responsible for confirming the implementation of and ongoing 
compliance with these Procedures. Any notices under these Procedures or the Contract  regarding County Protected Data obligations 
of each party should be as follows: communications regarding the day-to-day obligations should be communicated in writing via e-mail 
or other written notice to each of the Data Protection Executives and communications regarding any changes to the terms of these 
Procedures (including any Attachments) or the terms of County Protected Data obligations under the Contract should be directed as 
required under the notice provisions of the Contract with copies provided to the Data Protection Executives.  

 County Data Protection Executive: [INSERT NAME, TITLE AND CONTACT INFORMATION] 
 Service Provider Data Protection Executive: [INSERT NAME, TITLE AND CONTACT INFORMATION] 

The Data Protection Executives will jointly review these Procedures at a minimum on an annual basis to identify if any changes are 
necessary.  County will remain responsible for County-controlled systems. Each party will be responsible for complying with each 
Safeguard designated as its responsibility in the below table, as the Safeguard relates to a party’s employees, subcontractors, and 
owned-equipment, in its control and used to perform their respective obligations under each Statement of Work. Each party will promptly 
notify the other party of any suggested changes to the application of agreed upon Procedures or other general concerns about potential 
gaps in the information security environment. 
 
Any material changes to these Procedures must go through the change control procedures as set forth in the Contract. 
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5.0 Asset Management   
5.1 Acceptable Use of Assets   
5.1.1 
  

Comply with any written County-provided guidelines for use of County-provided devices that may 
be used to access County Protected Data.   

X  

    
5.2 Information Classification    
5.2.1 For each covered statement of work, the County shall appropriately inform Service Provider of 

the types of County Protected Data that Service Provider will process. County will notify Service 
Provider, in writing, when County Protected Data is being provided and label it clearly and 
appropriately. 

 X 

    
6.0 Human Resources Security   
6.1 Training   
6.1.1 Require all Service Provider project personnel to complete standard Service Provider and any 

County provided data protection training.   
X  

6.1.2 Require all County project team to complete training within the first 30 days of the start of the 
project or the individual’s start on the project on the Procedures herein.   

 X 

    
7.0 Physical and Environmental Security   
7.1 Physical Security    
7.1.1 
  

Implement physical security controls per location security standard where County Protected Data 
is being Processed.  

X X 

7.1.2  All personnel shall be registered and required to carry appropriate identification badges. X X 
    
8.0 Communications and Operations Management   
8.1 Network Security Management   
8.1.1 Maintain Access Control Lists (ACLs) for network devices.   X X 
8.1.2 Network traffic shall pass through firewalls that are monitored and protected by intrusion 

detection/prevention systems that allow traffic flowing through the firewalls to be logged.  
X X 

8.1.3 Access to network devices for administration shall require a minimum of 256-bit encryption. X X 
8.1.4 Anti-spoofing filters shall be enabled. X X 
8.1.5 Network, application, and server authentication passwords will meet each party’s complexity 

guidelines.  
X X 

8.1.6 To the extent possible, the County will disable non-County email access from County-provided 
devices that access County Protected Data. 

 X 

8.1.7 Enable Transport Layer Security (TLS) between the County and Service Provider email domains. X X 
8.2 Virtual Private Networks (“VPN”).  When remote connectivity to the Service Provider 

network is required for Processing of County Protected Data and site to site VPN has 
been agreed upon, both parties shall deploy VPN servers with the following or similar 
capabilities: 

  

8.2.1 Connections will be encrypted using a minimum of 256-bit encryption. X X 
8.2.2 County connections to the Service Provider Service Locations will only be established using the 

Service Provider VPN servers. 
X X 

8.2.3 Split tunneling shall be disabled. X X 
8.2.4 Require the use of multi-factor authentication. X X 
    
8.3 Media Handling   
8.3.1 When transferring County Protected Data:   
8.3.2 Implement a minimum of 256-bit encryption of data unless restricted by local regulations or 

agreed to by both Parties. 
X X 

8.3.3 Use of portable media to transfer County Protected Data should be avoided if possible.  When 
necessary, transfers of data on recordable or portable media must be encrypted at all times while 

X X 
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in transit, with encryption keys transported or transmitted separately; and all County Protected 
Data transmitted between the Parties will be conveyed using a secured and encrypted storage 
device or file transfer mechanism as agreed by the Data Protection Executives. A minimum of 
256-bit encryption is required.  Intercompany email should be avoided if at all possible. 

8.3.4 Data Protection Executives, will ensure that protected data is masked before transmission or 
reporting of data occurs. Additionally, sub setting of the data for test purposes will follow the 
same encryption of masking.  Finally, Capability will exist to unmask and unscramble data as 
appropriate.  

 X 

    
8.4 Physical Transport of Data    
8.4.1 Use a professional grade courier with logged chain of custody for any third-party transport of 

hard copy or mobile media containing County Protected Data. 
X X 

    
8.5 Data Disposal   
8.5.1 Upon leaving the project, project team members will return or destroy any County Protected Data 

that is in his or her possession. 
X  

8.5.2 Service Provider may retain archival copies of records containing County Protected Data as 
reasonably necessary or as part of normal backup processes to verify Service Provider’s 
compliance with this Contract.  Service Provider will identify such data to County at the time such 
archival copies are withheld and shall mask or otherwise redact the County Protected Data in 
those records.  Service Provider shall not be obligated retain archival copies of County 
databases, or other compilations or stores of County Protected Data. 

X  

8.5.3 Service Provider shall destroy hard copies containing County Protected Data via shredder or by 
depositing in a secure destruction bin when no longer required in the performance of the 
Services. 

X  

    
8.6 Third Party Service Delivery Management   
8.6.1 Execute substantially similar contractual terms relating to privacy and security with 

subcontractors retained to provide the Services. 
X  

8.6.2 Maintain commercially reasonable contractual terms relating to privacy and security with 
enterprise information technology and communications suppliers who are engaged to provide 
general services to Service Provider and are not engaged specifically to provide the Services 
(e.g. email and telecommunications providers).  

X  

    
8.7 Back-up   
8.7.1 If Service Provider provides hosting services for production databases and offsite tape backups 

are used, then the backups will be encrypted, at a minimum of 256-bit encryption unless there 
are contradictory legal requirements, at the County’s expense.  

X X 

    
9 Access Control   
9.1 User Access Management   
9.1.1 The County shall use reasonable commercial efforts to restrict Service Provider’s access to only 

that County Protected Data required for Service Provider to perform its obligations under the 
Contract.   

 X 

9.1.2 Implement user account creation and deletion procedures, with appropriate approvals, for 
granting and revoking access to all County systems, County data and all internal applications 
used during the course of the project. Designate an appropriate authority (as defined by the 
engagement) to approve creation of new user ID, or elevated level of access for existing ID. 

X X 

9.1.3 Implement an engagement level access control roster capturing the access details for 
engagement resources, covering type of access, date access granted, and date access revoked 
for team members. 

X  

9.1.4 Review the access control roster at least quarterly, or as otherwise agreed to by the Parties in 
writing, to confirm that access levels are still appropriate for individual roles and to confirm that 

X  
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access revocations for personnel who departed from the engagement have been processed 
correctly.  

9.1.5 Revoke access for personnel departing the engagement within two business days of departure, 
or in compliance with contractual obligations, whichever is sooner.   

X X 

9.1.6 When applicable, provide access for project personnel and other applicable personnel using the 
concept of Least Privileged Access, meaning individuals are only granted access to those 
resources and systems that are required to perform their role.  

X X 

9.1.7 When applicable, logically separate access between environments (e.g., development, testing, 
and production) so that an individual can be granted access to one environment without being 
able to access others.   

X X 

9.1.8 Provide each individual accessing a system or application with a unique user ID and password.  
Prohibit user IDs and passwords from being shared. 

X X 

9.1.9 Provide two-factor authentication to access the County’s internal network environment from non-
County/non-Service Provider locations. An internal network environment generally means the 
network environment that what would be available if an individual is sitting within the County’s 
offices or data centers.   

X X 

9.1.10 To the extent possible, the County will enable access methods to control offloading, printing, 
copying, pasting, or other methods of data extraction of County Protected Data (e.g. 
Citrix/VDI/application layer firewall). 

 X 

    
9.2 Password Management     
9.2.1 Electronic communications of passwords must be encrypted using a minimum of 256-bit 

encryption.   
X X 

9.2.2 Require initial user passwords to be changed during the first logon. Prohibit user IDs and 
passwords from being shared. 

X X 

    
10.1 Encryption   
10.1.1 Encrypt transmissions of County Protected Data between the parties using a minimum of 256-bit 

encryption.  
X X 

10.1.2 Mobile phones and tablets will be protected via a mandatory PIN, restrictions on amount of email 
that can be stored on the device, and a remote wipe capability.  

X  

10.1.3 Full hard disk encryption at a minimum of 256-bit encryption on all workstations in use to deliver 
Services (i.e. Service Provider, rental, County, subcontractor workstations).  

X X 

    
11 Information Security Incident Management   
11.1 Security Incident Reporting   
11.1.1 Promptly report to an Service Provider centralized management response center any actual or 

potential security incident that has resulted, or could be reasonably suspected to have resulted, 
in the loss, misuse or unauthorized acquisition of any County Protected Data. (e.g., a lost or 
stolen laptop). 

X  

11.1.2 Identify any additional security incident notification requirements arising from the Contract and 
communicate those requirements to project personnel. Service Provider agrees to follow the 
Incident Response Plan as provided by the County. Service Provider is required to report to the 
County as follows:  

 All MDC employees and contractors are required to report any information security 
events and weaknesses through appropriate management channels as quickly as 
possible. 

 Designated points of contact should be established for the reporting of events and 
weaknesses. These points of contact should be known to Service Provider and County 
project teams and always be available and able to provide an adequate and timely 
response. 

X X 
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 The Data Protection Executives would engage each organization’s respective 
Information Security team in order to determine and evaluate the extent of the reported 
incident. 

    
12 Compliance    
12.1 Compliance with Legal Requirements   
12.1.1 Not use County Protected Data for any other purpose beyond provision of the contracted 

services, or as required by applicable law. 
X  

12.1.2 For each covered statement of work, identify business, operational, and technical requirements 
that flow from data privacy laws that County is subject to as part of the business process design 
and/or requirements definition. 

 X 

12.1.3 Comply with controls arising out of applicable data privacy laws as they apply to Service Provider 
as a service provider. 

X  
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